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What’s IT Worth?

Emtec consulting group helps Axcan gain
both insight and foresight into tech spending.

echnology is clearly criti-
cal to modern business,
but organizations have
historically been frustrated
in their attempts to quan-
tify the value of their IT investments.
Many executives have come to regard
the notion of IT value measurement as
an essentially impossible proposition,
much like time travel, perpetual motion
and sneezing with your eyes open.
However, Axcan Pharma (“Axcan”)
is convinced the task not only is possible
but essential to its future growth. With
assistance from Emtec, Inc.’s subsidiary
KOANHT, the multinational pharmaceuti-
cal company is gleaning unprecedented
insight into its IT spending while devel-
oping a definitive strategy for aligning
IT with its operational and business
objectives.
Axcan is an infernational company
with offices in the U.S., the European
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Union and Canada. The company

employs more than 500 people world-
wide. The company develops and mar-
kets a broad line of prescription prod-
ucts fo treat a range of gastrointestinal
diseases and disorders. In February
2008, Axcan went private after having
been acquired by TPG Capital. The
acquisition was the first step in a multi-
year growth strategy designed to help
the company increase market penetra-
tion of its existing products, develop
new products and seek suitable acquisi-
tions.

Information, Please

As part of this effort, the company
embarked upon a comprehensive
review of its IT infrastructure. Axcan has
always employed a somewhat “virtual”

approach to business technology, with
IT management-level staff in all locations
but a heavy dependence on outsourced
services. As such, it was imperative to
have an extensive assessment of its key
outsource provider to ensure it could
keep pace as Axcan moves forward.

“l would say we depend on out-
sourced services for about 80 percent of
our IT needs,” said Jean Morin, Senior
Director of Information Technology and
Solutions, Axcan. “Having such a heavy
dependence on outsourcing, it is impor-
tant for us to be sure we can rely on our
vendor and that we're going in the
same direction. We had some concerns
about the levels of contractual obliga-
tion the vendor had with us, and we
needed to be sure they would be able
to grow with us through our next acqui-
sition.”

Axcan knew that traditional metrics
such as uptime and application
response times wouldn’t provide the
type of business-centric information nec-
essary to make an informed decision
about its outsourcing arrangement.
That's why Morin and IT Service Deliv-
ery Manager, Gilles Hébert, began
looking for a partner with the tools and
expertise to aggregate all of the typical
IT-centric measurements and present
them in an easy-to-understand format for
business unit executives and end-users.

continued on page 3
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P Emtec provides IT Service Management solutions that align IT with the demands
of the business. As a Business Service Management (BSM) certified solutions
provider, we bring unparalleled domain expertise and industry-proven best practices
to the table — along with an enviable track record of success in developing and
implementing BSM-based solutions across diverse sectors. Visit us online for more
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Managed Services on the Rise

Imost 20 percent of IT professionals are purchasing

more managed services as a result of current eco-

nomic conditions, according to a recent survey by
Forrester Research. Forty-seven percent of enterprise and 37
percent of small to midsize business (SMB) respondents say
that they have already purchased managed or outsourced
telecommunication services.

However, the motivations behind the adoption of man-
aged services have changed, the research firm says. In past
years, the fop reason was cost savings. Today, both enter-
prises and SMBs say they are motivated to use managed ser-
vices in order to focus on their core business competencies
and not just keeping the network running. Improving business
agility is another key factor.

“While the down environment is making most technol-
ogy areas suffer, managed services is getting a boost as
firms look for more flexible payment models that limit capital
expenditure but also can keep them current with technology
changes that help their firm,” said Ellen Daley, vice president
and research director at Forrester. “This further accelerates
an industry move to a more flexible services model for fulfill-
ment of telecom, network and IT technology changes.”

Telecommuting Benefits

ore companies are evaluating a telecommuting

strategy to save costs and lower carbon emis-

sions as well as to refain top talent. A recent
Cisco survey of almost 2,000 company employees highlights
the gains that a sound telecommuting strategy provides for
employees and employers alike.

The average Cisco employee now telecommutes two
days per week. A majority of respondents experienced a sig-
nificant increase in worklife flexibility, productivity and over-
all satisfaction as a result of their ability to work remotely.
Sixty percent of the time saved by telecommuting is spent
working and 40 percent is spent on personal time.

Approximately 69 percent of the employees surveyed
cited higher productivity when working remotely, 75 percent
said the timeliness of their work improved, and 67 percent
said their overall work quality improved when telecommut-
ing. Eighty-three percent said their ability to communicate
and collaborate with co-workers was the same as, if not bet
ter than, it was when working on-site.

Cisco calculates that its teleworkers prevented approxi-
mately 47,320 metric tons of greenhouse gas emissions in
2008 due to avoided travel. Cisco employees report a fuel
cost savings of $10.3 million per year due to telecommuting.

CRM Market Grows

orldwide CRM market revenue fotaled $9.15 bil-

lion in 2008, a 12.5 percent increase from

2007 revenue of $8.13 billion, according to
Gartner. Analysts said that market growth was driven by
enterprise investments in technologies focused on customer
retention, analytics and on-demand solutions.

Software as a Service (Saa$S) continued to drive the mar-
ket forward, representing nearly 20 percent of total CRM
software market revenue in 2008, up from just over 15 per-
cent in 2007. Interest in social networking and social soft-
ware also escalated.

Overall market share of each CRM subsegment shifted
slightly in 2008, with sales remaining the largest subseg-
ment, representing 42.8 percent of the market and enjoying
the highest growth of 14.7 percent. Marketing automation
also continued to grow in 2008, with a 10.4 percent
increase, representing 20.6 percent of the CRM market.
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“We talked to four or five companies to help us
evaluate our outsourcer, and we went with KOAN-IT
based on the level of detail they provided, their VBM
methodologies based on value, and the credibility of
their resources,” said Morin. “What impressed us
was the number of subject-matter experts they could
bring to bear on this project. It wasn’t going to be
just one person sent onssite to do the job. Of course,
we had a key contact, Renée-Claude Lafontaine,
who made management of the project easier, but
KOANHT also had a team of subject matter experts
with expertise in a variety of areas — from contracts
and help desk processes to staffing levels and disas-
ter recovery — that ensured all aspects of this pro-
ject were properly addressed.”

Planning Ahead

The KOAN-T team headed by Renée-Claude
Lafontaine, IT strategic value consultant, began by
soliciting proposals from a half-dozen other IT solu-
tion providers in order to develop benchmarks for
assessing Axcan’s outsourcing partner. These con-
crete measurements of services, including key cost
and quality metrics, provided the rationale for
Axcan’s eventual decision about its IT strategy. In
addition, KOAN-IT provided a detailed report
describing the pros and cons of four possible scenar-
ios: engage a new provider, bring all IT functions in-
house, renew its contract with the current provider
on a shortterm basis, or renew on a longterm basis
with contingencies for a range of improvements and
investments to be made by the current provider.

Axcan ultimately chose the fourth option.

“KOANHT helped us identify and confirm what
we were looking for,” said Morin. “We knew going
in that the level of maturity of our outsourcer wasn’t
very high when it comes to the ability to produce for-
mal documents and agreements on the services. But
it was also clear that our outsourcer was extremely
dedicated to helping us.

“This assessment confirmed for us that in the
short term, were we are better positioned staying
with our existing partner because they have exten-
sive understanding of our technical environment and
there will be no significant impact on end-users.
However, if we were to double the size of our work-
force through a merger or acquisition, our outsourcer
would need to expand to support us. KOAN-IT
helped us develop a performance-improvement plan
in conjunction with our provider to address the weak
components of our current service offerings and plan
for future growth.”

Making a List

The key improvement has been the development
of a detailed IT service catalog, which is essentially
a database or structured document that ideally
should describe all live IT services, including infor-
mation about deliverables, service levels, staffing lev-
els, prices, contact points, ordering and requesting
services. Morin admits that the previously “loose”
relationship between Axcan and its outsource
provider did include a catalog but not with much
detail.
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“We basically had an agreement with about 20
lines of defined services, which really were only very
conceptual ideas about servers, desktops, monitor-
ing and a few specific applications,” said Morin. “A
lot of services were being supplied, but we couldn’t
tell which ones were included in the catalog and
which ones we should be billed extra for.”

KOANHT has counseled the provider in how to
develop a userfriendly catalog in which IT services
and processes are described in terms end-users can
understand, written in non-technical terminology,
and address immediate concerns or needs. The cata-
log now has grown to more than 150 detailed ser-
vices, grouped logically in user-related, infrastruc-
ture-related and project-related services.

“Now we have access to a stronger, more effi-
cient service catalog,” said Hébert. “With this, we
have a clearer picture of the IT services we're offer-
ing to our users, so we're able to measure the value
associated with it.”

Identifying Value

As the catalog grows and Axcan gains more
insight into the cost and value of its IT services, the
company is moving closer to what KOAN-T calls
Value-Based Management (VBM). Today's busi-
nesses need [T departments that are business part-
ners rather than merely service providers. KOAN-T's
VBM approach is designed to give IT managers the
ability to demonstrate value to the business in terms
of performance, cost and risk.

As a supplementary element of this project,
KOAN-IT has introduced Axcan to its four-step
methodology for creating a VBM. These steps
include understanding business goals and assessing
the availability of metrics and data, creating a struc-
tured model that includes performance expectations
and budgets, gathering data and populating the
value model with the data.

“With this concept of value-based management
and the value chain, we're able to create a more
strategic view of IT,” said Morin. “We're improving
things, but we're also developing the ability to look
forward. When you look at our alignment of services
now, we describe subcomponents and multiple con-
nections to other services. We have the ability to
rate our services as good, fair or poor based on
feedback. Now if management wants to go in a cer-
tain direction, | have the ability to identify the ser-
vices IT needs to provide, whether that service needs
improvement and where | need to shift my focus.
With the tools KOAN-IT has given us, | have a
roadmap for continuous improvement. We can
clearly identify the additional costs required to
improve on any given area and we have specific ref-
erence points for precisely describing the impact to
the organization.

“Emtec (KOAN-IT) is helping us realize our
strategic plan — to evolve our IT division from some-
one who just delivers PCs or support to an integral
part of organization bringing solutions and strate-
gies that truly accelerate corporate strategy and
goals. We are changing the value of IT to our orga-
nization.”
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Old Threat Makes Comeback

Experts say surge in SOL injection attacks an indication
of widespread flaws in basic Web application security.

network of hacked com-

puters that went quiet after

being used fo infect tens of

thousands of Web pages

with malware in mid-2009
suddenly became active again in Octo-
ber, several security experts confirmed.
The ASProx botnet is the delivery vehicle
for what the ScanSafe security firm
describes as a “potent Trojan cocktail
consisting of backdoors, password steal-
ers and downloaders.”

What is particularly disturbing about
ASProx is its attack mechanism — SQL
injection. Used by cybercriminals for more
than 10 years, SQL injection is one of the
oldest forms of Web application attacks
around. Nevertheless, there has been an
unusually large increase in the number of
SQL injection attacks over the past two
years.

SQL injection attacks exploit Web
application coding flaws to compromise

widely used back-end databases and
steal important information or introduce
malicious code. Although the methodol-
ogy is well understood, SQL injection
attacks in recent years have successfully
compromised such sensitive Web sites as
the Department of Homeland Security, the
United Nations and the U.K. government,
along with many other high-profile attacks
against banks, security companies and
retailers.

Easy Pickings?

According to the IBM X-Force
research and development team, SQL
injection attacks jumped 134 percent in
2008 and another 96 percent in the sec-
ond quarter of 2009 to replace cross-site
scripting as the predominant type of Web
application threat. Security vendor Breach
Security agrees that the use of SQL injec-
tion to plant malware on target Web sites

Social Networking Scams
Surging, FBI reports

he FBI warns that there has
been an increase in the
hijacking of social network-
ing accounts, citing a growing num-
ber of reports to the Internet Crime
Complaint Center (IC3) about cyber-
criminals hijacking accounts and
sending out distress messages claim-
ing they are in some sort of legal or

medical peril and requesting money

from their social networking contacts.

So far, nearly 3,200 cases of
account hijackings have been
reported to the IC3 since 2006.

Cyber thieves are also using
spam to promote phishing sites, claim-
ing a violation of the terms of service
agreement or creating some other
issue which needs to be resolved.
Other spam entices users to download
an application or view a video. Some
of these messages appear to be sent
from friends, giving the perception of

legitimacy. Once the user responds to

a phishing site, downloads an appli-
cation, or clicks on a video link, the
electronic device they’re using
becomes infected.

Some applications advertised on
social networking sites appear legiti-
mate but install malicious code or
rogue anti-virus software. These empty
applications can give cyber criminals
access to your profile and personal
information. These programs will auto-
matically send messages to your con-
tacts, instructing them to download
the new application too.

Infected users are often unknow-
ingly spreading malware by having
links to infected websites posted on
their webpage without the user’s
knowledge. Since the e-mail or video
link appear to be endorsed by a
friend, social networking contacts are

more likely to click on these links.

is now the leading attack method for
online criminals, with more than 500,000
successful such attacks last year.

“The purpose of these automated
attacks is to deceive and redirect Web
surfers to Web browser exploit toolkits,”
said Kris Lamb, senior operations man-
ager, X-Force Research and Development
for IBM Infernet Security Systems. “This is
one of the oldest forms of mass attack still
in existence foday. It is staggering that we
still see SQL injection attacks in wide-
spread use without adequate patching
almost 10 years after they were first dis-
closed. Cybercriminals target businesses
because they provide an easy target to
launch attacks against anyone that visits
the Web.”

Web sites are often the Achilles’ heel
of corporate IT security because they pro-
vide a publicfacing gateway to back-end
networks and data. Unfortunately, many
organizations are using offthe-shelf Web
applications that are riddled with known
vulnerabilities or custom applications that
can have numerous unknown vulnerabili-
ties that can’t be patched. According to
the X-Force team, more than half of all vul-
nerabilities disclosed are related to Web
applications, and of these more than 74
percent have no patch.

Simple but Serious

SQL injection is not a particularly
sophisticated attack method, but its sim-
plicity is the key to its prevalence. Any
online application that uses a back-end
SQL database server, accepts user input,
and dynamically forms queries using that
input is a potential target. It doesn’t matter
if the database is Oracle, Microsoft
Access, MS SQL Server, MySQL or File-
maker Pro, because all use SQL (struc-
tured query language) to manipulate and
refrieve data.

Browser-based forms that accept
input, such as log-in pages, are essentially
executing code to pass information to the
database server. SQL injection attacks
exploit poorly coded Web applications
that to be
“injected” info the user input fields. The

allow SQL commands

right command can trick the Web appli-
cation into running unauthorized queries
against its back-end database, thus giving
an attacker complete control of the data-
base to steal or alter its contents.
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To mitigate SQL injection attacks,
organizations should use a layered
approach to secure Web applications
and their associated databases. The first
layer is patching servers, databases, pro-
gramming languages and operating sys-
tems on a regular basis. Web application
firewalls and infrusion prevention software
are additional layers of defense. Security
experts also recommend performing thor-
ough audits of Web sites and Web appli-
cations to discover SQL injection vulnera-
bilities. Tools for analyzing source code to
identify flaws, detect infections and sug-
gest mitigation include:

HP Scrawlr: This free scanner from
HP will crawl a URL for hyperlinks in order
to build up a site tree and then test all dis-
covered links for SQL injection by sending
HTTP requests containing SQL injection
attack strings in querystring parameters.
Any pages found to be vulnerable will be
reported, along with the associated input
field.

UrlScan: This free tool from
Microsoft intercepts every HTTP request a
Web server receives, scans for anything
unusual and blocks harmful requests from
reaching applications. Multiple UrlScan
instances can be installed as site filters,
each with its own configuration and log-
ging options.

Microsoft Source Code Ana-
lyzer for SQL Injection: This stand-
alone tool scans source code, identifies
flaws that can lead to SQL Injection vul-
nerabilities and generates an output that
displays the coding issue. This is particu-
larly useful during the development phase,
before a Web application is put into pro-
duction.

For years, most organizations have
concentrated their security efforts on the
network perimeter. The sudden rise in
SQL injection attacks on known vulnerabil-
ities seems a clear indication that Web
applications, which are easy to deploy
and update, have not been subjected to
the same rigorous testing more ubiquitous
applications.

“The security industry has long been
centered on network security, but the secu-
rity focus is shifting,” said Frost & Sullivan
research analyst Chris Rodriguez. “Orga-
nizations are recognizing Web applica-
tions and other custom applications are
not secure and represent a dangerous
point of attack.”

The Adviser
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When a HIPAA
privacy audit is upon you,
its sink or swim.

S

FAIRWARNING

Use FairWarning® to proactively audit and
monitor healthcare audit logs.

“U.s. care delivery organizations are ”Establishing a solid foundation of
responsible for putting system privacy and security auditing in
auditing controls in place. This is the electronic health records is essential
low hanging fruit of HIPAA security to the healthcare industry's viability.
rule safeguards. Without the proper | am delighted to see solutions like
technical controls like system auditing, FairWarning® contribute to a
personal healthcare information (PHI) strategic industry direction that | am
can be put at risk”” committed to!”

Barry Runyon, Gartner Research John Wade, Chairman of HIMSS

Director and Healthcare Analyst
For more information, please contact
Deanna Evers
800-800-8894 x127897 -lec
information@emtecinc.com
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© 2010 FairWarning. FW-01
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Powerfully simple

While most blade server systems consist of an enclosure containing server blades, cables and power supplies,
HP BladeSystem solutions offer a more evolved infrastructure management platform. Instead of solving server
issues, HP BladeSystem solutions address infrastructure issues using advanced management tools that
incorporate computing, storage, power, and network resources into a virtualized, self-aware, automated

environment. With HP, your customers can manage a pool of resources as easily as managing one machine.

Complete with an integrated 4Gb SAN switch from Brocade or McDATA, HP BladeSystem infrastructures
deliver a more efficient way to build an infrastructure that is optimized for efficiency and change. These
solutions combine the plug-and-play simplicity of blade design with industry leading switching technology
from leading SAN fabric providers. Also, by using the industry’s leading enterprise management tools, this

platform creates a universal management system for Linux® and Microsoft® Windows® environments.

Blades are widely viewed as compact and efficient servers that primarily ®
save space and power. However, HP believes the power of the blade ﬁ
concept is about more — simplification of the entire infrastructure — ﬂ
through consolidation, integration, and unified management.

invent

For more information, please contact

WWW.EMTECINC.COM
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Serving Up Cost Savings

The data center can be the source of budgetary
relief with these seven cost-saving strategies.

aced with budget cuts, IT
managers often wonder how
they can reduce costs and
still support the business.
According to Gartner, the
data center is the first place they should
look. Whether the data center consists of
a couple of servers in a closet or a vast
facility filled with gear, it can be the
source of substantial cost savings that can
help IT managers resolve conflicting bud-
getary and service-level requirements.

“While responding to contracting
budgets, IT managers are expected to
deliver an ever-increasing level of service
to users, and many are charged with
showing tangible financial savings as part
of cost-cutting measures,” said Rakesh
Kumar, research vice president at Gart-
ner. “Significant savings can be made in
the data center. For example, removing a
single x86 server will result in savings of
more than $400 a year in energy costs
alone.”

Gartner has identified seven effective
ways organizations can reduce costs in
the data center over a 12- to 18-month
period.

1. Rationalize the Hardware.
Hardware rationalization will result in sav-
ings in several areas. First, it will help
with asset and inventory management
and provide a clear picture of the boxes
that are being used effectively and those
that are not. Second, server rationaliza-
tion should lower maintenance and sup-
port charges. Third, server rationalization
will lower energy costs, typically more
than $400 per server, per year. Finally,
hardware rationalization projects usually
yield savings of 5 percent to 10 percent
of the overall hardware costs, when mea-

sured post project.

2. Consolidate Data Center
Sites. Most organizations still have multi-
ple data centers for their IT operations,
ranging from large complex installations
to small machine rooms. Consolidating
these multiple sites info a smaller number
of larger sites will often result in financial
savings. Such economies go beyond real
estate savings and include getting rid of

redundant IT assets, software, mainte-
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nance and support, and disaster recovery
contracts. While these projects often result
in reducing the number of data center
operational staff needed, Gartner advises
users not just to get rid of people but to
retrain them to fill skill gaps in other parts
of the data center or wider IT organiza-
tion. Site consolidation can typically result
in savings of between 5 percent and 15

percent of the overall data center budget.

3. Manage Energy and Facili-
ties Costs. Energy costs are rising for
most data centers because the energy
consumption of the underlying hardware
continues to increase as new technolo-
gies, such as blade servers, are more
widely used. As floor space runs out,
more hardware is crammed into the
space, thus requiring higher levels of cool-
ing. Gartner recommends employing the
following tools and techniques to manage
the energy cost curve: raise the tempera-
ture of the data center to 24 degrees Cel-
sius to reduce the level of cooling
required; use outside/free air as an alter-
native to expensive air conditioning; use

hot aisle/cold aisle configurations, blank-

ing panels and economizers; and use
server-based energy management soft-
ware to run workloads in the most energy-
efficient way, such as taking advantage

of lower energy fariffs.

4. Renegotiate Contracts. Data
center managers must work with finance
and procurement teams to revisit all hard-
ware, lease, software, maintenance and
support contracts. In some cases, it may
be appropriate to terminate a contract
because it's too expensive, while in oth-
ers, new terms and conditions may secure
a lower payment schedule. Vendors are
used to reviewing contracts during down-

turns.

5. Manage People Costs. People
costs still form the largest single cost ele-
ment for most data centers, sometimes run-
ning as high as 40 percent of the overall
costs. Gartner advises IT managers to
review staffing levels and the types of
skills needed for the next 24 months and
make adjustments accordingly.

6. Sweat the Assets. Delaying
the procurement of new assets should be

considered a necessary step for all data

center managers. This may result in a per-
formance disadvantage and possibly an
energy use increase but will defer the cap-
ital expense of a new acquisition. Users
should negotiate on maintenance and sup-
port costs in such instances, as well as
ensuring that software is still supported on
servers whose working life is being

extended.

7. Use Virtualization. Virtualiza-
tion of hardware should be encouraged
to improve operational efficiency, as well
as to support consolidation, decommis-
sioning and costmanagement programs.
For most organizations, the net benefits
will include a smaller hardware estate,
which, in turn, will mean lower operating
and depreciation costs and less-expensive
maintenance and support. Virtualization is
also a good way to control energy costs.
Although virtualization involves license
and project costs, organizations can
expect to see net savings within 24
months, and the effective use of virtualiza-
tion can reduce server energy consump-
tion by as much as 82 percent and floor

space by as much as 86 percent.

Cloud Computing Helps
Cut Data Center Costs

op-performing companies that have adopted cloud

computing have reduced IT costs 18 percent and

data center power consumption by 16 percent,
according fo a new study by Aberdeen Group.

The new report, “Business Adoption of Cloud Comput-

ing: Reduce Cost, Complexity and Energy Consumption,”

examined the business adoption of cloud computing of 184

organizations, including small to midsize businesses and

large enterprises. The survey revealed the top business pres-
sures driving the adoption of cloud computing include:

Overall cost of IT infrastructure

Need to enhance competitive advantage

Lack of flexibility in the current IT environment

Need to support additional services or users

“Small businesses and startups are adopting cloud com-

puting to break down traditional technological and financial
barriers in the delivery of new categories of software innova-
tion,” said Aberdeen Group Research Director Bill Lesieur.

“Larger businesses are cutting costs with cloud computing
while embarking on a transformation of their IT service deliv-
ery models based on SOA architectures and cloud comput-
ing.”
Survey results show top performing organizations shared
several common characteristics, including:

e 77 percent monitor cloud applications for efficiency
and use

e 75 percent have a cloud team or task force

® 69 percent use a formal cloud evaluation process

e 62 percent have a formal education plan for train-
ing cloud team

Cloud computing is changing the role of IT from predom-
inantly one of maintenance to one that enables innovation
through the new service delivery model of cloud services.
Consequently, top companies are realizing the critical need
to establish a governance model around service-oriented
architectures and cloud-based service delivery.
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0% Financing. 100% HP.

Get the technology you need with 0% financing from HP Financial Services

Smart Buys on HP
business laptops

The HP Smart Buy promotion offers instant savings on expertly
preconfigured, HP-recommended business solutions designed
specifically for small businesses. Smart Buy HP Business notebooks
offer significant savings on current HP technology. Smart Buy
products and options have a promotional list price with excellent
savings built in upfront.

No rebates, no claims no hassle; HP-recommended business solutions
designed specifically for small businesses made simple.

For more information and a full listing of eligible equipment,
contact your Emtec representative.

For more information, please contact

~ Deanna Evers bUSiness partner
‘(em'l'ec 800-800-8894 x127897 (ﬁﬂ] ®
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Knowledge Is Power

Business intelligence can help organizations of all
sizes leverage data to boost revenue and profits.

t's been said that organizations

are drowning in information but

starving for knowledge. Organi-

zations today collect enormous

amounts of data from numerous
sources, but the problem is how to turn
that information into insight.

For example, businesses have spent
billions on enterprise resource planning
and customer relationship management
applications only to find that these sys-
tems collect data wonderfully but tend to
produce reports that nobody wants to
read. In an attempt to make sense of the
data stuck in these big-ticket enterprise
systems, many organizations have
invested heavily in business intelligence
(BI) software.

Bl software is designed to give an
organization the ability to extract mean-
ing from its data. With these tools, com-
panies can mine the raw data they obtain
from multiple sources to expose patterns
of customer behavior and make informed
business decisions. This insight into mar-
ket trends and customer habits can help
companies identify cost-cutting ideas,
uncover new business opportunities,
develop crossover sales leads, react
quickly to retail demand, optimize prices

and more.

Think Big

The value of a well-conceived BI strat-
egy is becoming more evident in all orga-
nizations, but particularly in small to mid-
size business (SMBs), according to a
recent report by Aberdeen Group. With
the emergence of Software as a Service
(Saa$), open source BI, and other on-
demand approaches, the analytical fire-
power that was once reserved for the
heaviest wallets in the industry is now
available to smaller and more resource-
conscious organizations.

“Many companies, particularly
smaller organizations, suffer from a lack
of transparency when it comes to the key
aspects of their business that drive perfor-
mance. As a result, data shows that SMBs
are turning fo Bl in order to improve visi-
bility into these business processes,”

explains Michael Lock, research analyst
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for business intelligence at Aberdeen
Group.

In the past, Bl software was of limited
usefulness to those outside of IT depart-
ments. Bl tools focused on querying,
reporting and multi-dimensional analysis
on top of a data warehouse were too
complex, costly and disengaged from
everyday software tools to provide much
help to the average end-user. By treating
business intelligence as a set of technolo-
gies rather than an essential business
process, organizations tend to create
increasingly complex systems that fail to
meet user needs.

Today, business intelligence is evolv-
ing as a platform not just for the IT depart-
ment, but for everyone else. The latest Bl
applications give everyone in the organi-
zation access to simple tools that allow
them to utilize analytics, alerts and feed-
back mechanisms to improve individual
performance. In such an environment, crit-
ical data that once was available only to
corporate analysts can be placed into the
hands of business users throughout the
organization, giving them direct access to
information they can use to make better
decisions, create more effective plans,
and respond more quickly to problems

and opportunities.

Tools You Can Use

Aberdeen Group collected data from
530 SMB organizations globally and
found that these companies are exploring
a multitude of deployment options for Bl in
order to affect more functions within the
organization as well as more job roles
within each function. Leading SMBs were
able to implement their Bl solutions in an
average of 14 days, enabling them to
expend fewer resources to deploy and
manage the Bl solutions, and to reduce
the total cost of ownership of their Bl strat-
egy.

The research firm also found that 99
percent of top-performing organizations
were able to deliver Bl to their employees
in a selfservice, non IT-assisted capacity,
helping improve adoption of the tools and
spread them throughout the organization.
By leveraging a simultaneously tactical
and strategic approach to Bl, these SMBs

were able to spread Bl across their orga-
nizations in order to produce substantial
revenue and profit growth.

Some Bl software packages now
include simple query and analysis tools
that allow users to extract business infor-
mation and answer ad hoc questions
themselves, without advanced knowledge
of the underlying data sources and struc-
tures. For example, a user might type in
simple yet extremely practical questions
such as “Who are my top customers2” or
“Which are my most profitable stores2”
and receive the answers quickly through
an uncomplicated interface. The data can
then be displayed in a basic table or

pushed to an Excel spreadsheet.

Inferactive visual models allow any-
one to quickly turn ordinary spreadsheets
info engaging business presentations with
dynamic charts and graphs. Performance
management products help users track
and analyze key business metrics via
management dashboards, scorecards,
analytics and alerting.

Information is power — that has
been the promise of IT for a long time, but
it is not delivered very often. Rarely do
organizations have tools that business
users can actually use. However, the
migration toward self-service business
infelligence will allow organizations of all
sizes to transform that information into

knowledge.

All Top Performers Deliver
BI Directly to End-Users

he value of enterprise resource planning (ERP) has traditionally been

tied to the standardization of business processes and centralization of

information across many areas of the business. Increasingly, ERP cus-

tomers have come to realize that value can be increased dramatically through

analysis of the consolidated data captured within ERP.

Research firm Aberdeen Group found that the top pressure impacting ERP

initiatives is the need to reduce business costs. The ability to identify and ana-

lyze costs is a core capability of business intelligence (Bl) software tools, and is

driving investment in Bl as a way of extending and deriving more value from

data captured within ERP systems.

This research, based on responses from 990 enterprises, investigates the

steps top-performing companies are taking to derive more value from ERP invest-

ments through the use of Bl. The report reveals what leading companies have

been able to achieve through their ERP/BI initiatives, such as:

@ A 17 percent reduction in operating costs and 18 percent reduction in

administrative costs

# Elimination or redeployment of 12 full-time employee positions

@ Ability to close a month in less than four days

@ 100 percent (or greater) ROl on Bl deployments within the first six

months

“Companies today sit on mountains of data both in ERP and surrounding

enterprise applications. While the economy has forced everyone to attempt to

‘do more with less,” by leaving this data largely untapped, companies instead

"

run the risk of ‘more is less,’

says Cindy Jutras, VP and research fellow,

Aberdeen Group. “Massive amounts of data can be overwhelming, particularly

when the relationships between data elements become more complex. The good

news is that Bl tools have reached a level of maturity that can elevate executives

from the depth of the details, bringing them to a higher operating level where

they can add strategic value fo the organization.”
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Opportunity
Knocks

Gartner bighlights five CRM strategies that cost
little to nothing but will generate positive results.

essons learned from previ-

ous downturns indicate that

40 percent of companies

will use the current eco-

nomic slump as an opportu-
nity to generate post-recovery growth via
effective use of customer relationship man-
agement (CRM) strategies, according to
Gartner, Inc. Companies that fail to invest
in CRM strategies because of the tough
economic climate will delay perceived
benefits by at least 12 months once the
economy recovers, giving rivals an
advantage in the market.

“Just because times are tough and
budgets are being cut, companies should
not think that means no CRM investment,”
said Scott Nelson, managing vice presi-
dent at Gartner. “Companies need to
think in terms of spending smarter, not
spending less. There are zero-cost or low-
cost strategies that can be implemented
now that can make all the difference, gen-
erate competitive differentiation and not
draw the attention of the CFO.”

Nelson said there is no such thing as
a true “zero-cost strategy,” as money has
often already been spent on CRM systems
and there are ongoing care and mainte-
nance expenses. However, CRM success
can be secured without spending more
money on technology. Many organiza-
tions have large investments in call cen-
ters, Web sites, marketing systems and
sales force automation. Companies can
wrap effective strategies around these
tools and generate real success from a
customer standpoint.

“CRM is a journey, not just a one-
time-and-done strategy,” said Nelson. “If
the right strategies are employed now,
then companies will get a ‘slingshot’
effect going into the eventual recovery,
putting them well ahead of the rivals who
chose to wait and who equate CRM suc-
cess with spending more money on tech-
nology.”

Gartner has identified five strategies
that companies can undertake now that
cost very little or nothing, but which will
generate positive results.

Customer Communities — Gart-
ner predicts that CRM of the future will be
about creating online communities of cus-
tomers via emerging social media such as
Facebook, Twitter and similar Web sites.
The economic downturn provides a great
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opportunity to begin experimenting in this
area, and Gartner advises companies to
set up accounts on the various Web sites
and learn what they do and don’t do,
and how users inferact.

Analytics — Once they are bought
and installed, analytic tools can be put to
good use during economic downturns.
Many companies have more information
than they know what to do with, and now
they have the opportunity to study attrition
models, look at next-most-likely-to-buy
models, and figure out channel-usage pat-
terns. While doing so, companies should
bear in mind that customer behavior may
change when the economy improves.

Segmentation — Many segmenta-
tion schemes are based on psycho-demo-
graphics, profitability or account attrib-
utes. However, a down economy pro-
vides companies with the opportunity to
review their segmentation strategy and
see if it really is best.

Process Redesign — Process is an
often-overlooked part of CRM. In many
cases, all CRM technologies have done is
taken out old, broken processes and
made them run more efficiently. Now is
an excellent time to study customer
processes with a view to redesigning
them and creating a win/win situation for
both the company — which gets greater
efficiency — and customers — who get a
“partner” who interacts with them in a
meaningful way.

Organizational Redesign —
Organizational change is one of the most
difficult areas of CRM strategy, but many
companies need to make the move from
product-centric to customer-centric. In a
down economy, with fewer distractions,
many companies will find that this is the
perfect time to start addressing some of
the organizational issues that get in the
way of serving the customer.

“At the end of the day, CRM is all
about change. Changing from product to
customers, changing age-old processes,
changing enterprise mindsets, and chang-
ing how companies relate fo customers,”
said Nelson. “All of this can be done
without new systems, and the challenging
economic environment may give compa-
nies just the chance they have been wait-
ing for.”
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Green IT in the Limelight

enior-level IT executives report significant interest in “green” IT strategies and

solutions. Data from a recent survey by Symantec points to a shift from imple-

menting green technologies primarily for costreduction purposes to a more
balanced awareness of also improving the organization’s environmental standing.

Ninety-seven percent of respondents state they are at least discussing a green IT
strategy, while 45 percent have already implemented green IT initiatives. Respon-
dents cited key drivers as reducing electricity consumption (90 percent), reducing
cooling costs (87 percent), and corporate pressure to be “green” (86 percent). Fur-
thermore, 83 percent of respondents are now responsible or cross-charged for the
electricity consumed in the data center, bringing visibility and accountability to bear
on the ultimate consumer of these resources.

IT executives report a significant increase in green IT budgets. The typical
respondent reported spending $21 million to $27 million on data center electricity.
At the same time, IT is willing to pay a premium for energy-efficient products. Two-
thirds of respondents said they would pay at least 10 percent more, while 41 per-
cent are willing to pay at least 20 percent more. Additionally, 89 percent of respon-
dents said IT product efficiency is either important or very important.

IT professionals are regularly deploying several key initiatives for green IT pur-
poses. Replacing old equipment was the most popular strategy (reported 95 per-
cent), followed by monitoring power consumption (94 percent), server virtualization
(94 percent), and server consolidation (93 percent). Additionally, more than half
(57 percent) of respondents see software-as-a-service offerings as green solutions.

Small Businesses Buying Communications

ost small businesses in North America (59 percent) say they are invest-

ing in communications technology right now, or plan to do so within the

year, according to a recent survey on small-business technology trends
from Avaya.

The survey results reveal a small-business environment that is still interested in
investing in communications technology, even during these tough economic times,
with 75 percent saying that communications technology is critical to their business.
Some key reasons cited: When it comes to keeping employees as productive as pos-
sible, communications tools are the top response (46 percent), followed by compen-
sation and flexible work schedules.

Telecommuting and mobile technologies are of interest to small organizations,
with the majority (69 percent] saying they would let employees work from home if it
could be done on a trial basis first. The most popular reasons for allowing employ-
ees to work from home are to increase productivity (39 percent) and retain employ-
ees (35 percent).

However, most small businesses are not yet equipped to let employees work
from home or mobile locations. According to the survey, 66 percent of respondents
say that less than a quarter of their employees — and in some cases no employees
— are currently equipped to work away from the office.

Mobile Data Traffic Surge Expected

n 2014, the volume of mobile data sent and received every month by users
around the world will exceed by a significant amount the total data traffic for
all of 2008, according to a new study from ABI Research.

Global mobile data traffic surpassed 1.3 exabytes transferred during 2008. By
2014, an average of 1.6 exabytes will be sent and received monthly. Video stream-
ing will grow 62 percent between 2008 and 2014, faster than any other IP traffic
type. Nearly 74 percent of the world’s mobile data traffic will be from Web and
Internet access by 2014. By the same time, 26 percent will come from audio and
video streaming. Peer-to-peer file sharing and VolIP contribution to overall mobile
data traffic will be less than 1 percent.

According to senior analyst Jeff Orr, the bulk of today’s traffic is generated by
laptops with PC Card and USB modems. While add-on cellular modems represented
two-thirds of traffic in 2008, computers with embedded 3G/4G modems will lead
in 2014 with more than 50 percent of the world’s mobile data traffic.

“The launch of 4G services promises even more data capability — full multime-
dia on a greater number of devices,” Orr said. “But it's a more pragmatic approach
than 3G's: Data-centric devices will be adopted first, rather than a large number of
phones. As network coverage and service plans satisfy market expectations, a vari-
ety of specialized consumer electronics devices with the ability to connect anywhere

will emerge.”
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Unified Fabric

Reduce costs and increase flexibility
with a single data center interconnect.

ressures to reduce cost and

improve agility during an era

of unprecedented data growth

are driving technology organi-

zations to transform their data
centers through consolidation and
automation. Virtualization and cloud com-
puting represent breakthrough technolo-
gies in this effort, but obstacles remain. A
unified server I/O architecture could
remove one of the more considerable bar-
riers.

Today, the typical data center sup-
ports multiple networks — one for data
and applications, one for storage, and
perhaps another for server clustering. As
such, servers must feature multiple net-
work adapters that fulfill the 1/O require-
ments of each function. What's more,
servers commonly have dedicated inter-
faces for management, backup or virtual
machine live migration.

Supporting all of these interfaces con-
tributes significantly to data center com-
plexity and imposes significant costs
related to cabling, rack space and
upstream switches. In addition, the rat’s
nest of different cables and connections
required for each different function makes
it harder to heat and cool the data center
and contributes to skyrocketing power
costs.

All Together Now

A unified fabric (UF) is designed to
aggregate 1/O and server resources with
a “wire-once” interconnect — a single
high-bandwidth, low-latency network
cable running from server to switch to
storage. In addition to reducing the num-
ber of server adapters, cables and
switches required to support the data cen-
ter, UF supports broader data center virtu-
alization by providing consistent, ubiqui-
tous network and storage services to all
connected devices.

Although a wide range of companies
(including Cisco, HP, IBM, Brocade,
Qlogic, Intel, EMC, Sun, Mellanox,
NetApp, Emulex and many others) now
offer UF products or support, there is no
consensus on the best interconnect for cre-
ating a unified fabric. The vendor commu-
nity remains divided largely between two
options — InfiniBand or Ethernet.

InfiniBand is well established as a
consolidated, flexible, low-latency and
high-bandwidth interconnect, and it is the
dominant protocol in high-performance
computing (HPC) environments. A March
2009 Tabor Research report noted that
60 percent of HPC organizations sur-
veyed said they used InfiniBand as a sys-
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tem interconnect. And those HPC organi-
zations that were considering a unified
fabric strategy said they were more likely
to consolidate on InfiniBand than on Eth-
ernet.

“InfiniBand already possesses the
attributes needed to successfully imple-
ment unified wire infrastructures, including
compliance with standards, highly
secured lossless fabric, high bandwidth
and low latency,” said Jie Wu, research
manager, High Performance Computing
at IDC. “Among the benefits envisioned
for these future infrastructures are simpli-
fied administration, higher application
and storage performance, and lower total
cost of ownership.”

Advantage: Ethernet?

However, recent enhancements could
tip the scales in Ethernet’s favor. The
development of Fibre Channel over Ether-
net (FCoE) and Converged Enhanced Eth-
ernet (CEE) are significant for organiza-
tions that already have a considerable
investment in Ethernet and Fibre Channel,
along with the management and opera-
tional structure to support them.

FCoE enables organizations to con-
solidate single-purpose storage networks
based on FC with existing LAN and other
storage traffic over Ethernet. CEE is an
extension of the Ethernet standard that
supports a unified Ethernet network and
allows FCoE to share the same wire with
multiple data traffic types — including
NFS, CIFS and iSCSI — as well as the
rest of the LAN. CEE allows prioritization
of traffic types to maintain lossless trans-
mission of the FCoE storage traffic while
permitting lower service levels for applica-
tions that can afford temporary variability
in transmission quality.

Cisco Systems has made FCoE the
basis for the UF that underlies its Unified
Computing and Data Center 3.0 strate-
gies. That's a marked strategy shift, con-
sidering Cisco spent $250 million on
InfiniBand switching firm Topspin Commu-
nications in 2005, and upgraded its line
of switches with Topspin technology the
following year. Industry analysts say
Cisco’s backing could push FCoE into a
prominent role in the data center.

“FCoE will play a more prominent
role in purchasing discussions with ClOs
and data center managers,” said Bob Lal-
iberte, senior analyst, Enterprise Strategy
Group. “Given the challenging economic
climate and that FCoE offers significant
savings, these solutions have the potential
for rapid adoption in the data center.”
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Web 2.0 Powers Public Sector

arly public-sector adopters of Web 2.0 are using it to improve services to
E citizens and to foster collaboration internally and with their stakeholders,
according fo a new report from Accenture.

Accenture’s research looks at national, state and city government agencies’
use of Web 2.0 technologies and highlights examples of public-sector benefits of
technologies such as blogs, wikis, crowd-sourcing, social networks, so-called rich
Internet applications, “virtual worlds,” and RSS publish-and-subscribe services. It
points to Web 2.0’s public-sector value in the following areas:

@ Improving the scope and timeliness of services fo citizens;

@ Improving collaboration between agency executives/managers and
agency workforces;

@ Engaging citizens to participate directly in governance;

@ Delivering cost efficiencies by enabling and encouraging self-service; and

@ Driving innovation by engaging internal and external constituents to find
and pursue new solutions to public challenges.

“Web 2.0 technologies resonate with governments because these technolo-
gies support a deeper engagement of people in their own governance,” said Greg
Parston of Accenture’s Institute for Public Service Value. “The era of ‘e-government’
is now moving to ‘egovernance.’ The shift is really being driven by citizens, and
public-sector leaders are responding by figuring out how to use Web 2.0 technolo-
gies to improve services fo, and more deeply engage with, their citizens.

Consumers in the Cloud

ome 69 percent of online Americans use Webmail services, store data

online, or use software programs such as word processing applications

whose functionality is located on the Web. In doing so, these users are mak-
ing use of “cloud computing,” an emerging architecture by which data and appli-
cations reside in cyberspace, allowing users to access them through any Web-con-
nected device.

Online users who take advantage of cloud applications say they like the con-
venience of having access to data and applications from any Web-connected
device. At the same time, however, they express high levels of concern about stor-
ing personal data online when presented with scenarios about possible uses of
their data by companies providing cloud services. Ninety percent say they would
be very concerned if the company with which their data were stored sold it to
another party, while 80 percent say they would be very concerned if companies
used their photos or other data in marketing campaigns.

“Even as large numbers of users turn to cloud computing applications, many
may lack a full understanding of possible consequences of storing personal data
online,” said John B. Horrigan, Associate Director of the Pew Internet & American
Life Project and author of the report. “These findings give consumers, the technol-
ogy community, and policymakers a chance to discuss the tradeoffs between con-
venience and privacy and figure out where there are needs for education to
improve public understanding.”

Smartphone Apps Set to Boom

or some fime, mobile operators have been offering a branded catalog of
F mobile content and services that could be purchased from the handset itself.

However, all that is changing for smartphones. As smartphone penetration
in the U.S. mobile markets continues to increase, newer types of targeted app
stores are being introduced to enable the device owner to purchase content from
outside the operator environment.

Smartphone downloads from all app stores will reach 6.67 billion in 2014,
according to analysis from Frost & Sullivan. The availability of a large number of
inexpensive or free mobile applications will help drive adoption. These applica-
tions will leverage the next-generation technical capabilities of the target device —
such as touch screens, accelerometers, full Web browsing, and location-based ser-
vices, among others — to deliver a truly compelling proposition.

“Next-generation devices are being introduced at a rapid pace, and stake-
holders are offering app stores to facilitate downloads of compelling applications
from multiple categories, serving a wide range of communication, entertainment,
information and personalization requirements of the mobile user,” says Frost & Sul-
livan analyst Vikrant Gandhi. “For example, Apple, Google, Nokia, Palm and
Microsoft have either already introduced app stores or are in various stages of
app store rollouts and are working to ensure that the entire service experience is
compelling for the end-user or device owner.”

The Adviser



=

T IMPROVED PROTECTION.

W, IMPROVED DISASTER RECOVERY,
VIPROVED

o . IMP "WAYS JO'MEET THE DEMANDS OF YOUR BUSINESS.

—

S Mvaaie . @ERNEETNGs:

Microsoft®

ExchangeServer 2007 |

So long, old communication barriers.
Hello, new communication avenues.

INTRODUCING EMTEC AND THE MICROSOFT
EXCHANGE SERVER 2007.

Keeping e-mail up and running in the face of current threats is nothing new. Doing it all
efficiently, while giving users unprecedented, virtually anywhere access, is what changes

everything. 'e~ "'ec

At Emtec, we can help you protect critical assets from viruses, spam, and phishing attacks

Lo . . Iransforming IT
and make it easier than ever to keep your business running—around the clock. What's more,
we can help you meet internal and regulatory compliance requirements.
Take the next step! Call us at 800-800-8894 x127897 or email information@emtecinc.com
for a complimentary copy of An Overview of Microsoft Exchange 2007 whitepaper. MRCTOSOR™ |

Partner

© 2010 Microsoft Corporation. All rights reserved. ~ MS.73

13

December 2009/January 2010 www.emtecinc.com B www.emtecfederal.com



Nothing Stays the Same

Leadership techniques to empower people during change initiatives.

By Jonathan Gilbert,
Project Management Professional (PMP)

very organization is affected

by change, especially during

times of economic volatility.

However, project managers

tasked with leading change
initiatives are all too aware of the alarm-
ing failure rates that can occur. The criti-
cal missing piece is frequently the failure
to take into account how change affects
an organization’s people.

According to a study by PriceWater-
houseCoopers, nearly 75 percent of all
organizational change programs fail
because they don't create the necessary
groundswell of support among employ-
ees. When organizational leadership
employs a three-phase Organizational
Change Management Lifecycle methodol-
ogy and techniques to address the stages
of change, change management initia-
tives stand a much greater chance for suc-

cess.
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Phase I: Identify the Change

While it may seem obvious, clearly
articulating the proposed change in com-
mon, consistent language is the funda-
mental first step for any change initiative.
Leaders need fo identify and communicate
the need for change so that it is under-
stood and supported by people at all
organizational levels. Project leaders
should also be aware that there are intel-
lectual, psychological and neurological
responses that people have regarding
change that can be addressed with the
following recommended techniques:

Get People’s Attention — Change
distracts and disturbs human beings, so
directing their attention in a positive way
will help them focus on the proposed
change. Introducing the initiative in a set-
ting away from people’s daily routines,
off-site if possible, will create a shared
sense of urgency and ownership in the

change.
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Align Their Disturbances — A distur-
bance is a neurological term for the con-
flict or gap between a person’s current
mental map of thinking and the mental
map required to operate in a changed
state. To align disturbances means to cre-
ate agreement among the individuals in
an organization so they have a common
gap between their current way of thinking
and the mental state needed to adopt the
change. This will enable them to agree on
the direction and organizational response
needed for change.

An important technique leaders
should use to align disturbances is to cre-
ate a compelling vision of the future state
and continually communicate it. The vision
should take into consideration the change
needed at every organizational level so
that the day-to-day work experience of the
staff is described along with high-level
change goals.

Phase 2: Engage the People

The next step in the change manage-
ment lifecycle is to engage people in the
planning of the organization’s response to
the change. This concept is the antithesis
of a top-down rollout strategy in which a
change initiative is delivered to the peo-
ple expected to implement and adopt the
change. Giving people the opportunity for
intellectual, emotional and psychological
reaction fo the proposed change enables
them to become accustomed to the idea
of change and begin thinking in ways that
can identify potential trouble spots and
contribute to process improvement. It is
critical fo their personal stake in the pro-
posed change.

A technique project leaders can use
to facilitate adoption of a change is to
conduct organization-wide workshops on
appropriate change response. These ses-
sions enable people to participate in the
dialogue about how a deliverable should
be used in the organization, and con-
tribute to the emergence of an aligned
approach for managing and adapting to
the change. Aligning reactions and
encouraging involvement in the change
response typically moves people’s behav-
ior fo addressing the problem and creat-
ing a direction fo facilitate change.

The implementation strategy for
change response can then be developed
at a high level. The people executing the
strategy, as well as those who will be
impacted by it, should be included in the
strategy development. The strategy needs
to be acknowledged by all involved as a
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flexible plan so that changes can be
made once implementation is begun.

Phase 3: Implement the Change

During the final Implementation
phase, change strategies developed in the
Identify and Engage phases are translated
into actions for achieving the proposed
future organizational state. If the first two
stages were effectively addressed, people
will be well prepared to participate in the
development and implementation of new
processes and technology, and the imple-
mentation should essentially be a monitor-
ing activity for leaders. However, most
organizations spend the majority of their
time in the implementation phase and
don’t adequately address their people’s
role in change. In such instances, success-
ful change adoption rarely occurs.

Prototyping is a critical technique to
get the change under way incrementally
without waiting for a highly detailed, mas-
ter plan that can potentially stall the
change initiative, while allowing flexibility
to respond to changing conditions. Proto-
typing takes into account people’s think-
ing and activities as new processes and
technology are deployed. Since their
thoughts and actions are used in develop-
ing the change response, it further
increases people’s ownership in the
change initiative.

The urgency of circumstances that
precipitate change results frequently in the
introduction of new processes and tech-
nology which are doomed to failure with-
out the input and buy-in of an organiza-
tion’s people. Leadership that recognizes
the importance of making change a per-
sonal commitment for all its people — not
just executives and stakeholders — will be
more successful at implementing change.
Using the Change Management Lifecycle
methodology’s three phases of Identify,
Engage and Implement and related tech-
niques provides organizations with a
framework for creating a receptive envi-
ronment for positive, lasting change.

Jonathan Gilbert, PMP, Executive
Director of Client Solutions for ESI Interna-
tional, has more than 30 years of experi-
ence as entrepreneur, educator, CEO,
construction manager, management con-
sultant, project manager and engineer.
He earned his B.S. in Civil Engineering
from the University of Maryland at Col-
lege Park, concentrating in project/con-
struction management and environmental
engineering. For more information, visit
www.esi-intl.com.

The Adviser



‘Scareware’ Security Scams On the Rise

careware or rogueware —
fake security software that
attempts to steal money from
computer users by tricking
them into paying to remove
nonexistent threats — is rapidly becoming
one of the most lucrative activities for
cybercriminals, raking in as much as $34
million per month by some estimates.

Pandalabs, Panda Security’s mal-
ware analysis and detection laboratory,
says that approximately 35 million com-
puters are newly infected with scareware
each month.

Rogue security products can be diffi-
cult to spot by end-users who may not be
particularly computersavvy. Some known
scareware products carry legitimate-
sounding names such as WinFixer,
WinAntivirus, Windows Pro Police, Drive-
Cleaner, ErrorSafe and XP Antivirus, and
feature professional-looking graphics.
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Transforming IT

For more information, please contact
Deanna Evers

800-800-8894 x127897
information@emtecinc.com
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Pop-ups typically warn that threats such as
viruses, spyware or registry errors have
been detected, and users are baited with
the offer of a free scan to identify all
threats. Then comes the catch — one must
purchase the application to get rid of
these alleged threats.

Worse yet, scareware frequently
seems to leave users with no options.
Upon execution, these rogue products not
only prevent legitimate security software
from loading, but also block access to sys-
tem tools, third-party applications and
security Web sites with the claim that
these all represent unsafe executions.
Each mouse click only produces more
prompts and more offers to download
installation files. This is when exasperated
users are most likely to give in and buy
the bogus products.

In a best-case scenario, the product
will simply deactivate its own scareware.

In the worst cases, users, having already
surrendered credit card and other per-
sonal information during the purchase
process, will actually wind up download-
ing additional malicious code such as Tro-
jans, keyloggers or bots that will continue
to silently infect their PCs.

Industry experts say there often is a
way out of these ambushes with a few
simple steps. The first thing to do is end
the pop-up nightmare and regain control
of the desktop by killing the scareware
This
“ctrl+alt+delete,” clicking on the Win-

processes. involves pressing
dows Task Manager tab and terminating
suspicious processes such as the exe file
for the offending scareware (i.e. “win-
fixer.exe). This should allow you to run an
anti-virus scan to find and remove the
offending program and its related files.
Freeware tools from Malwarebytes and
Superantispyware are known to be effec-

@ Sun

tive in rooting out and eliminating scare-
ware.

Webroot, a provider of antivirus and
antimalware applications, further recom-
mends the following precautions against
scareware and rogueware:

@ Always have a current version of
an industry-leading antispyware, antivirus
and firewall product

@ Never download free product or
purchase them from unknown Web sites
and vendors

@ Never purchase a product that is
the result of an unknown alert

@ Don't click on links in e-mail or on
social networking sites

@ Use a credit card that has suffi-
cient fraud protection

@ Never use a debit card online.
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Provides an instant-on, context sensitive dynamic roaming desktop

Eliminates the traditional desktop and introduces the “Stateless Thin Client”

Integrates with the all major healthcare apps (Siemens, Eclipsys, Epic, etc.)

Enhances provider productivity

Delivers significant savings
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TRANSFORMING

Emtec, Inc. is an integrated IT solutions, services and systems provider driven by a singular
mission: fo help major organizations across a broad range of sectors realize fast and full
return on their IT investments.

Our solutions offerings span the entire IT lifecycle: from Business Alignment & Planning,
through Best Practices & Governance, to Application Services, Enabling Technologies, and
Operations & Support.

In short, we help you plan, procure, integrate, implement, manage and maintain IT to align
with your business goals. We do that by combining the latest knowledge with proven IT
products and systems from world-leading partners — and we have the consulting, engineering
and technical expertise, resources, and personnel to efficiently handle projects of any size
and complexity.

Our commitment to delivering IT solutions, systems and services of the highest standard is
reflected in our ISO 9001 certification. Let Emtec help you transform IT into an investment
that returns true value to your organization.
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VISIT OUR NEW WEBSITE TO LEARN MORE
ABOUT OUR EXPANDED OFFERINGS:

WWW.EMTECINC.COM

IT BUSINESS ALIGNMENT & PLANNING
@ Service Portfolio Definition & Management
@ [T Strategy & Planning

IT BEST PRACTICES & GOVERNANCE
@ Auditing & Assessments
@ Service Improvement Strategies
@ Best Practices Training & Consulting

APPLICATION SERVICES
@ Quality Assurance & Testing
@ Enferprise Resource Planning
@ Business Analysis
@ Application Development

ENABLING TECHNOLOGIES
@ Technology Sourcing, Configuration &
Deployment
# Technology Design, Implementation &
Value Realization

IT OPERATIONS & SUPPORT
@ |ITSM Process Improvement
€ Managed Services
® Infrastructure Monitoring & Management




