
W
hen one of the
largest universities
in North America
decided to enhance
its IT service man-

agement (ITSM) capabilities, it quickly
became clear that there were too many
chefs in the kitchen. The experts at
Emtec were able to provide a recipe
for success.

ITSM is a discipline for managing
the delivery of technology with a focus
on end-user needs and business value.
Over the years, the university had
developed a somewhat fragmented
approach to IT service. A dozen or
more different IT groups had sprouted
up using a variety of open-source
management and reporting toolsets to
serve many different pockets of the
faculty, student and administration.

As part of an effort to consolidate
its IT resources and streamline its

processes, the university issued an RFP
inviting solution providers to bid on a
project for implementing one common
toolset — BMC Software’s  Remedy
ITSM suite. Emtec submitted the win-
ning bid, but quickly found the univer-
sity had much more on its plate than a
straightforward tool implementation.

“One issue was that the people
who authored the RFP were no longer
around. Those who were left were
kind of blindsided and not sure what
toolsets and processes they had in
place.  Another was that they thought
there were common processes, training
and documentation in place, but once
the project was underway, quickly
realized that was not the case,” said
Luc Bouchard, Emtec’s Director of
ITSM Consulting Services. “They had
2 IT departments and 12 service desks,
all operating in totally different ways
with different tools and processes.
They were operationally, geographi-
cally and departmentally fractured.
The disparate systems did not allow
for sharing of information (i.e. metrics
of calls, etc.). They were in pure reac-
tive mode doing what they could with
tools they had.”

Bigger Fish to Fry
This is an unfortunately common

scenario when it comes to ITSM. “If
we would have just come in and
implemented a tool, it would have

eventually led to failure”, said
Bouchard.  At its core, ITSM is ulti-
mately about solving end-user issues
quickly, ensuring appropriate uptime
and making sure changes are properly
managed. It is more about ensuring
tight business processes than a piece of
software or technology.  Using ITSM
to solve these issues isn’t as simple as
installing a tool and linking it to a
database.

When ITSM programs don’t meet
organizational expectations, it is
almost always due to a lack of upfront
planning. Beyond tool selection and
implementation, a good ITSM plan
must address issues such as process
development, cultural resistance, orga-
nizational change, employee training
and ongoing process governance.

Emtec found those ingredients
lacking.

“Each time we asked a question,
we’d get 12 different answers,” said
Bouchard. “So we had to put on the
brakes on the Remedy tool implemen-
tation and do some process reengi-
neering.”

Food for Thought
Outside the scope of the original

engagement, Emtec set up a series of
workshops designed to formalize and
document the processes that would
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provide the basis for university-wide incident and

change management procedures. 

Equally important, the workshops allowed

Emtec to break down pockets of cultural resis-

tance to change by getting each of the satellite IT

shops involved.  Each division liked their process,

so why change? Handling emotional change man-

agement is a must in these projects.  Consensus-

building exercises ensured that each group used

common verbiage, handled problem tickets in the

same fashion and used the same processes for

reviewing, approving and implementing changes.  

“We were able to bring everyone to the table

to discuss the Remedy tool and processes built

into the tool,” said Bouchard.  “We listened to

their specific needs and got everyone to agree that

this is the tool, these are the agreed upon proce-

dures and this is the way information will be

tracked. We were then able to move forward.”

“They now have one central tool used by all

of the service desks. With a single tool, a single

process and a single language they can now work

cooperatively,” said Bouchard. “They can now

pass tickets from central to satellite locations eas-

ily. All the information they extract is also now

consolidated in one place for transparency across

the board. They can generate reports for the full

university or for a single department. It is a posi-

tive approach for their future.” 

This information enables them to make

proactive decisions about what might need to

change to improve overall IT performance, rather

than simply reacting to problems and issues as

they arise. The university now has 4-5 months of

data that can be analyzed in the tool.  This visi-

bility is deal changing.  One recent example is the

sheer number of password-user credentials calls

they can now see they are receiving.  A potential

password tool to help reduce/eliminate calls is

now in the works.  

Emtec also provided ITIL foundation train-

ing that was recorded, and is referred back to

even now on regular basis. 

Proof is in the Pudding
Having acquired a taste for Emtec’s compre-

hensive approach to ITSM planning and imple-

mentation, the university has now engaged Emtec

to continue providing Tier 1 support for BMC

Remedy issues and has proposed additional pro-

jects to enhance its service management abilities.

These proposals include having Emtec develop a

more detailed CMDB (Configuration Manage-

ment Database) as well as an online service cata-

log. These features could eventually enable the

creation of an automated self-service ITSM portal

through which end-users can bypass the service

desk and look up frequent issues, log incidents or

check on the status of a ticket themselves. That

would be the icing on the cake.

Cover Story
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I
n today’s schools, technology plays a critical

role in keeping students engaged and pre-

pared for a fiercely competitive global mar-

ketplace. Computer-based curriculum, cen-

tralized student information systems, library

applications, messaging systems and more

are having a transformative effect on the classroom.

Emtec has a long history of helping K-12

schools, colleges and universities choose, implement

and maintain a broad range of technologies that

enrich and improve the educational experience.

While we offer unmatched expertise in software,

hardware, networking and system solutions, it is our

understanding of the educational environment that

sets us apart.

We recognize the unique needs of educators, and

understand they need to work within the confines of

limited budgets, classroom schedules and tight time

frames. On top of that, schools have special require-

ments for security and access control. That’s why we

take a different approach for our education clients,

ensuring that we meet their distinctive classroom and

institutional data management requirements.

Here are a few examples of our recent work with

educational institutions:

Technology Refresh
Duval County Public Schools, located in Jack-

sonville, Fla., is the 19th-largest school district in the

U.S., comprising 165 schools and alternative learning

centers. Emtec has been a key IT partner for the dis-

trict for the past nine years, and has been involved in

several technology refreshes — including a project to

replace or upgrade desktops and operating systems

throughout the district. Emtec continues to provide

software maintenance and infrastructure support.

Network Upgrade
Emtec designed and implemented a new Cisco

network for the Paterson (N.J.) School District, con-

necting 61 school and administrative buildings. The

project involved the replacement of approximately

600 network switches and the installation of backup

power devices throughout the district. Because the

work was slated during the school year, much of the

work was done at night and on weekends. Still,

Emtec completed the work on time and within bud-

get. 

IP Telephony
A number of school districts have called on

Emtec to implement IP telephony solutions to replace

costly and outdated PBX systems. In every case, the

school district dramatically cut costs related to infra-

structure and administration. Better yet, Emtec was

able to demonstrate ways the new phone systems

could be used to enhance classroom security, collabo-

ration and creativity.

Messaging Platforms
Emtec helped Southern Regional School District

in Manahawkin, N.J., upgrade a fragmented messag-

ing platform. We updated Active Directory domain

controllers on more than 2,000 servers and migrated

the whole network to a common platform. 

Desktop Virtualization
Emtec recently completed a “virtual desktop”

project for a New Jersey K-12 school system. The

project included the creation of 100 virtual desktops

using HP servers connected to an HP SAN. This VDI

project uses VMware View, the industry-leading

solution for virtual desktops. A secure server allows

access to virtual desktops from the Internet. 

Asset Management
Emtec recently completed an inventory audit for

a Florida college, documenting the location and sta-

tus of all technology assets. In addition, Emtec is

deploying nearly 4,000 desktops and laptops for the

college, and providing warranty break/fix work as

well.

At Emtec, we recognize that schools of today are

undergoing a significant transformation — both

physically and philosophically. The classroom will

evolve as a collaborative environment that allows

students and teachers to connect to the world’s best

teaching and learning resources from any location.

Emtec is ready to deliver the new technologies

required to build new connections.

School of Thought
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I
n the thick of battle, it’s some-
times hard to sort out the bad
guys from the good guys.
That’s increasingly true in net-
work security. While combat-
ing a growing array of security

threats, network administrators must
also support the mobile workers, busi-
ness partners, consultants, contractors
and customers who require access to
corporate network resources. These
end-users have a wide range of options
for gaining access thanks to pervasive
wireless connectivity and a proliferation
of mobile devices, yet they often fall
outside IT’s direct control.

For all their productivity and col-
laboration benefits, those devices and
connections create multiple avenues for
introducing viruses, worms and other
malwareinto an organization. They also
make it difficult to control access to
applications and data, and expose sensi-
tive corporate information to loss or
theft. Endpoint security solutions can
help separate friend from foe, and
ensure that end-users have the access
they need without increasing network
security risks. 

Halt! Who Goes There?
IBM recently released results from

a survey of nearly 300 IT decision mak-
ers on their companies’ endpoint secu-
rity initiatives. The study, conducted by
Zogby International, revealed that 90
percent of business leaders are investing
in resources to better manage the secu-
rity of their endpoints. Over half of
those surveyed are also extending secu-
rity to smartphones and other instru-
mented devices, with plans to increase
spending in this area.

Endpoint security solutions encom-
pass an array of tools that help IT
ensure that endpoint devices are compli-
ant with security policies. The most
basic solutions check to see if the end-
point device has up-to-date antivirus
software; if not, a centrally managed
tool pushes updates out to the device.
Endpoint security is expanding, how-
ever, to include intrusion detection and
prevention and behavior-blocking appli-
cations that look for activity associated
with malicious software. 

The most sophisticated endpoint
security systems incorporate network
access control (NAC) to grant access
based upon the end-user device. NAC
solutions help organizations enforce
their security policies by extending tra-
ditional definitions of authentication,
authorization and access control to
include more detailed endpoint inspec-
tion. NAC software validates the end-
user’s credentials, scans the device for

compliance with policies requiring up-
to-date operating systems, malware pre-
vention and mandatory corporate appli-
cations, and ensures that no unautho-
rized software is installed. Devices that
do not match policy mandates may be
denied access, quarantined or granted
limited access. 

These solutions work hand-in-glove
with identity management to create
seamless security for the distributed net-
work. In addition to making users
prove their identities, endpoint security
makes the devices themselves prove
they’re secure before they can log onto
the network. 

Assessing the Risk
Experts estimate that by 2015 there

will be approximately one trillion con-
nected devices, whether traditional PCs
or laptops, mobile devices such as
smartphones or tablets, point-of-sale
(POS) systems, ATMs, retail kiosks, or
sensors in smart meters, buildings and
other off-premises devices. Each of
these devices will be generating, trans-
mitting, consuming or analyzing data,
and it is critical that they remain avail-
able, secure and configured in accor-
dance with company and regulatory
policies and requirements. 

As the survey results indicate, orga-
nizations recognize they are facing an
evolving security landscape, given all of
the new computing endpoints being
added to their networks every day.

Organizations must not only manage
the security of PCs and laptops, but
keep up with demands to secure the
influx of smartphones and other instru-
mented devices interacting with their
corporate infrastructure. Eighty percent
of survey respondents expect their orga-
nization to add new endpoints to their
network in 2011.

Although 73 percent of the business
leaders surveyed currently allow nontra-
ditional endpoints such as mobile
devices or tablets to connect to their
corporate networks, 36 percent feel that
these devices are not adequately pro-
tected and would like to see their com-
panies invest more in managing the
security of smartphones, POS systems
and other smart devices. Nearly 40 per-
cent of those surveyed indicated that
their company is planning to increase
their investment in security to manage
and protect nontraditional endpoints. 

While 72 percent of respondents
say that PCs and laptops pose the great-
est danger to their firm's IT security,
smartphones and tablets are viewed as a
growing threat. A third of all respon-
dents acknowledged that a lack of visi-
bility into all endpoints is their greatest
security concern.

The War on Data
However, research suggests that

organizations are more confident in
their ability to detect and control mal-
ware and security breaches than in their

ability to secure data on endpoint
devices. The IBM X-Force 2010 Trend
& Risk Report indicates that while vul-
nerabilities and attacks exist, exploita-
tion of endpoint devices is not prevalent
yet. Instead, most IT professionals view
the data that can be stored on them and
how that can be misused or lost as the
main security threat associated with
these devices.

The risks are very real. According
to the Ponemon Institute, data breach
incidents cost U.S. companies $214 per
compromised record in 2010, compared
to $204 in 2009. Average total per-inci-
dent costs in 2010 were $7.2 million,
compared to an average per-incident
cost of $6.75 million in 2009.

Clearly, enterprises must ensure
control of their data regardless of where
it is stored, including employee-owned
or business-issued smartphones and
other smart devices. Experts say that
advanced password management and
data encryption are the best defense
against data leakage from endpoints.
Effective data protection not only
reduces the risk of a costly breach but
improves regulatory compliance.

Mobile computing and smart
devices offer the enterprise significant
benefits, but security still remains a pri-
mary hurdle for organizations manag-
ing the influx of these devices. Endpoint
security solutions can help ensure that
only friendly devices gain access to the
network, and that data is protected
across the extended enterprise.

The Front Lines of Security
Endpoint security solutions help reduce the risks of security breach and data loss.

S
ecurity professionals justifiably worry about the
security of endpoint computing devices. But
Mocana, a company that focuses on smart device

security, says that smartphones, machine-to-machine
(M2M), industrial automation, smartgrid, medical and
automobile electronics already outnumber PCs on the
Internet by five to one. Most of these smart devices — the
so-called Internet of Things — have scant ability to pro-
tect themselves from hacking, malware or data theft.

In April, Mocana released the results of its 2011
Mobile and Smart Devices Security Survey, a study focus-
ing on the fast-growing impact of security threats to non-
PC devices. Survey results suggest that companies are
aware of connected smart devices and the rapidly growing
risks associated with them but they aren’t prepared to
handle device security breaches — even the ones that are
already happening. They don’t yet have the security tools
or expertise in place to handle device security problems.
But organizations seem to be going full steam ahead with
device rollouts anyway.

Seventy-one percent of respondents said they were
concerned about security of mobile phones. Sixty-four
percent said that attacks on smart devices already required

the regular attention of their IT staff, or would this year.
But interestingly, 63 percent said their organization had
already deployed smart devices despite these concerns. 

Fifty-four percent said security issues around non-PC
devices had already caused disruption to their networks.
But 51 percent said their organizations still did not regu-
larly update or patch against device threats — not even on
a monthly basis. More than 47 percent of respondents
said they didn’t believe their organization could ade-
quately manage the risks posed by devices already
deployed.

“Securing the ‘Internet of Things’ is going to be chal-
lenging. With products ranging from medical devices,
office printers, smart phones and household appliances to
smart grid utility meters, security cameras and industrial
controls, there’s no ‘software box’ you can buy to protect
them,” said Mocana CEO Adrian Turner. “Why? Device
security is a tough nut to crack. Processor limitations,
memory constraints, battery life and a slew of other idio-
syncrasies particular to device environments make device
security technically difficult. But with so many more
devices than PCs on the Internet, it’s crucial. Now is the
time to address smart device security head-on.”

Smart Devices Are Dumb on Security
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I
n the age of “big data” many
organizations are drowning in
information but thirsting for
knowledge. Organizations today
collect enormous amounts of

data from numerous sources, but lack
the ability to turn that information into
insight.

“Big data” is a term used to
describe the massive amount of data
produced by a new generation of sys-
tems and applications. These are
datasets so large that they have tran-
scended the ability of typical database
software tools to capture, store, manage
and analyze. Although the definition is
necessarily subjective, most analysts use
the term in reference to terabytes,
exabytes or even zettabytes of data.

While this clearly puts a strain on
data storage infrastructures, big data
also creates big opportunities. Forward-
thinking companies are looking to next-
generation business analytics tools to
examine historical data and detect pat-
terns that will improve decisions and
provide better outcomes. Companies
that can analyze precisely what they
know about their customers and busi-
ness partners, their supply chains and
their operations can then make deci-
sions that cut costs, speed time-to-mar-
ket and increase revenue.

A Game Changer
This is why CIOs say that business

analytics will be their top strategic tech-
nology investment over the next five
years — even ahead of more headline-
grabbing technologies such as cloud
computing and virtualization.

“The advent of business analytics is
clearly a game-changing opportunity for
organizations that want to be more effi-
cient in their business processes and still
increase the likelihood of achieving
needed levels of bottom-line business
performance,” said Robert Kugel,
senior VP of research at Ventana
Research. “Without a strong business
analytics foundation, organizations will
not be able to understand where to
optimize performance, let alone plan to
achieve the goals required for guiding
an organization's performance. The
organizations that invest in business
analytics and collaborate across line-of-
business areas and IT are most likely to
be innovating in their use of analytics
and to achieve increased operational
efficiencies.”

In a recent IBM survey of 3,018
CIOs spanning 71 countries and 18
industries, 83 percent of midmarket
CIOs identified analytics as their top-
priority investment area. In particular,
CIOs are looking to invest in data ware-
housing (64 percent), visual dashboards
(64 percent), master data management
(63 percent) and client analytics (63
percent) that not only help them better
utilize structured data, but also unstruc-
tured data in the form of videos, blogs
and tweets that can be obtained
through the social web. 

“An increasingly sensor-based,
mobile-enabled and instrumented envi-
ronment — what IDC calls the Intelli-
gent Economy — is driving big data
trends, not just in terms of volume but
also in type, complexity and rate,” said
Dan Vesset, program VP of IDC's busi-
ness analytics research. “Capturing,
analyzing and managing such dynamic
data is increasingly viewed as a compet-
itive advantage for organizations to
solve a variety of complex problems . . .
and influence timely and better deci-
sions.”

More than BI
Next-generation business analytics

goes beyond traditional business intelli-
gence and reporting. Where traditional
BI tools are largely focused on answer-
ing predefined questions with metrics
that are oriented to a consistent style of

reporting, these new analytics tools
offer a more ad-hoc approach. The
focus is on enabling end-users to create
on-the-fly searches to uncover new pat-
terns and insights. By delivering infor-
mation online, rather than in static
reports, these new tools allow users to
drill down for additional details.

A key difference is the ability to
extract information from unstructured
data that isn’t recorded in neat rows
and columns on a spreadsheet, but is
scattered across the web or stored in
text documents. In addition, integration
of collaboration and social media tools
can make it easier to share and com-
ment on data.

In its recent report on the global
business intelligence and analytics mar-
ket, Gartner says SAS dominates the
analytic applications market, with SAP,
Oracle, IBM and Microsoft also listed
among the key vendors. However, con-
solidation in the market is creating
other players. EMC, long a dominant
figure in the storage market, now is
preparing to help clients figure out what
to do with all that stored data. EMC
last year purchased Greenplum, maker
of self-service, cloud-based analytics,
and rolled out the first EMC-Green-
plum appliance three months later.

Open-Source Powerhouse
A once-small, open-source project

called Hadoop has emerged as one of

the hottest analytics engines for large
datasets. Hadoop enables batch pro-
cessing of unstructured and structured
data at massive scale using commodity
hardware. Internet companies such as
Facebook, Twitter and eBay use the
engine to crunch data. Given Hadoop’s
growing popularity, EMC, NetApp and
IBM all have recently jumped on the
bandwagon by introducing Hadoop-
based analytics platforms. 

At a time when rapid technology
advances such as cloud computing,
mobile applications and social media
are driving massive data growth, orga-
nizations need the ability to extract
meaning from that data to meet shifting
market conditions.  Next-generation
business analytics have transformed big
data into big business by providing
deeper visibility into structured and
unstructured data and improving deci-
sion-making processes. That’s why IDC
forecasts 7.2 percent compound annual
growth of business analytics worldwide
for the next five years

“Analytics are more critical than
ever to making successful business deci-
sions and achieving maximum perfor-
mance from business operations,” said
Vesset. “We’re seeing increasing evi-
dence that organizational performance
and competitiveness can benefit from
better and more business analytics,
which is why the analytics industry is
poised to continue its rapid growth in
the years to come.”

Analyzing ‘Big Data’
Next-generation business analytics tools can deliver insight, competitive advantage.

M
ore than half of organizations still spend the
majority of their time in unproductive data
preparation and quality assurance processes

rather than in applying business analytics to gain the most
value from their data, according to a recent benchmark
study by Ventana Research. The study involved input
from more than 2,850 organizations.

Despite the obvious value of analytics and the ready
availability of analytics tools, the study found that the
application of analytics remains a spreadsheet-based activ-
ity in 88 percent of organizations. Yet these same organi-
zations report issues with data accuracy and timeliness of
analytics, and find themselves at a competitive disadvan-
tage against the most mature organizations that are using
predictive analytics to help determine future outcomes and
mobile technologies to simplify access to analytics and
metrics. 

The study found that business and IT organizations
use a variety of analytics, but they have not yet automated

many of the underlying data integration and analytics

operations needed to generate metrics. Moreover, the

study found that businesses largely are not acting to

improve their processes. The research indicates that that

only a third of organizations are planning to change the

way they generate and apply analytics in the next 12 to 18

months.

What organizations desire most is the ability to search

for relevant analytics and metrics that answer business

questions. Businesses also want to be able to drill down

into the causes of situations by performing root-cause

analysis and to be able to collaborate in reviewing analyt-

ics. These are capabilities not readily available to organi-

zations that rely heavily on spreadsheets as analytics tools

or data sources. Not surprisingly, the research finds that a

quarter of those organizations are not happy with their

existing technology.

Many Still Rely on Spreadsheet-based Analytics



8 The Adviserwww.emtecinc.com    � www.emtecfederal.com

For more information, please contact Deanna Evers 

800-800-8894 x127897

information@emtecinc.com

WWW.EMTECINC.COM

HP CloudSystem combines servers, storage, networking, and security

together with automated system and hybrid service delivery management.

The result is a complete cloud solution that’s prepared to fulfill the promise

of “cloud driven” services. Contact Emtec today to learn more.
© Copyright 2011 Hewlett-Packard Development Company, L.P.   HP-207



9www.emtecinc.com    � www.emtecfederal.comJuly/August 2011

C
loud computing repre-
sents a fundamental
shift in the way IT ser-
vices are sourced and
delivered. With IT ser-
vices decoupled from

underlying technology, services can be
requested and employed from any loca-
tion, and data can be stored anywhere.
Processing power can be purchased at
the moment it is needed and de-provi-
sioned once it is no longer needed.

The increased speed and fluidity in
such an environment creates exciting
opportunities for organizations, yet it
also presents significant management
challenges. Most traditional IT manage-
ment tools were built for siloed, static
environments and are ill-suited to meet
today’s dynamic demands.

The cloud revolution comes at a
time when many IT organizations are
still in the process of converting to a
service-oriented model through the
implementation of IT Service Manage-
ment (ITSM) tools. ITSM is a discipline
for orchestrating IT resources across an
organization and providing a coordi-
nated point of contact for all consumers
of IT services.

ITSM and the underlying concepts
and practices set forth in the Informa-
tion Technology Infrastructure Library
(ITIL) are designed to give businesses
control and visibility into critical IT
functions. The idea is to dynamically
link business-related services to underly-
ing applications, workloads and infra-
structure components to deliver greater
insight into how technology assets are
impacting business. To fully align IT
with business goals, the organization
must have this end-to-end view of all
services — whether on-premises or
cloud-based.

Ready or Not?
However, 51 percent of IT profes-

sionals who participated in a recent
global survey say they do not think
their ITSM processes are mature
enough to effectively manage cloud-
based services. Another 23 percent of
those responding to the survey by ITSM
provider Axios Systems said they are
unsure, with the remaining 26 percent
saying they believe their organizations’
process are cloud-ready.

The survey also revealed that only
8 percent of organizations currently use
their ITSM tools to manage cloud-based
services. Another 19 percent think their
current tools could support manage-
ment of cloud services, but they have

not started to do so. About one-third
(31 percent) indicate that their current
ITSM tools would not support the man-
agement of cloud-based services, while
the remaining 42 percent are unsure. 

Nevertheless, the survey indicates
this uncertainty won’t slow the cloud’s
growing momentum. Sixty-eight percent
of the organizations surveyed said they
expect to adopt cloud-based services in
the near future. Twenty-eight percent
have already adopted a cloud strategy
in one or more areas, 5 percent plan to
implement cloud services in the next
three months, 16 percent plan to adopt
within six months and 20 percent say
they will roll out cloud services in six
months or beyond. 

The Big Picture
The survey indicates that most

organizations believe their approach to
service management will have to be
reconsidered once cloud services are
adopted. Yet, the basic principles of
ITSM and ITIL will still play a critical
role in managing cloud services. 

Enterprise Management Associates
(EMA), a leading IT and data manage-
ment research and consulting firm, says
organizations should look to implement
ITSM tools and processes in ways that

support a “cross-domain service man-
agement strategy” to support both on-
premises and cloud-based IT services.

In a recent EMA survey of 155 IT
professionals in North America, Europe
and Asia, 70 percent of respondents
reported they had to rethink or redirect
cloud initiatives once begun. As a result,
59 percent say they now have a cross-
domain services management organiza-
tion responsible for managing and plan-
ning all IT services.

“Rarely have I seen such strikingly
consistent data pointing to the values of
both organizational and process trans-
formation, along with key technology
adoptions,” said EMA VP of Research
Dennis Drogseth.   “The notion that
cloud technologies are disruptive and
catalytic is clearly true.  The notion that
cloud, therefore, negates best practices
and technologies associated with
advanced IT Service Management, on
the other hand, couldn’t be more
bogus.”

Evolving Management
EMA anticipates that within two to

five years, cloud adoptions will con-
tinue to grow in importance as options
in support of strong service manage-
ment organizations.  At the same time,

cloud is reshaping priorities for how
service management technologies must
evolve — toward more dynamic aware-
ness and higher levels of automation.
The research firm says these trends will
continue to value core service manage-
ment requirements for service modeling,
user experience management, dynamic
visibility into service interdependencies,
and superior analytics.

In short, Drogseth says, ITSM is
the key to moving cloud initiatives
beyond experimental or fragmented
deployments toward a more cohesive
strategy backed by meaningful organi-
zational, process and technology com-
mitments.  

“While it’s impossible to predict
the future in an absolute sense — even
for those of us who are paid to do so —
I am very optimistic about the interme-
diate and longer-term impacts of cloud
computing technologies on all sizes and
classes of businesses,” said Drogseth.
“This is true not only because of
inherent advantages within the tech-
nologies themselves  but also — perhaps
even more — because of the transfor-
mative value they will have on IT orga-
nizations seeking to become more
responsive, more business-aligned and
more cohesive in how they approach
service delivery.”

Managing the Cloud
ITSM principles critical to the success of both on-premises and cloud-based services.

M
ost organizations that have adopted IT Service
Management (ITSM) have done so as the
underpinning framework for meeting regula-

tory requirements. However, a recent survey indicates that
few of these organizations have any sort of defined, imple-
mented and enforced ITSM governance in place.

Only 26 percent of organizations report that they
have implemented and enforce ITSM governance, accord-
ing to the sixth annual ITSM survey conducted by Con-
sulting-Portal, an ITSM implementation firm. Only 22
percent reported having “actionable” metrics — meaning
they actually do something to improve the processes based
on objective evidence.

The lack of follow-up threatens to negate the benefits
of ITSM implementation and makes it difficult to comply
with standards such as Sarbanes-Oxley and Basel II. It
also weakens the organization’s ability to quantify the
return on investment (ROI) from costly IT projects.

Other notable findings in the survey, conducted
between January 13, 2010, and March 9, 2011, include:

• Executive management support for ITSM continues
to grow. This year, 69 percent of the respondents report

VP or higher support for their ITSM programs. That is up
from 56 percent last year and even more from previous
years. In addition, 60 percent report that they have a dedi-
cated ITSM organization with fulltime resources.

• Version 3 of the Information Technology Infrastruc-
ture Library (ITIL) is the preferred IT process framework.
Eighty percent of respondents use ITIL v3 as their process
framework, up from 60 percent in 2010. Ninety-three per-
cent of the participants are using ITIL and 7 percent use
other frameworks.

• Acceptance of Software as a Service (SaaS) for ITSM
continues to grow. Sixty-six percent reported that their
companies are either using SaaS for ITSM or are evaluat-
ing its use.  That is up from 33.4 percent in 2010.

•Certification is very important to ITSM practition-
ers. Only 4 percent have no ITIL v3 certification. Forty-
nine percent are certified at the “foundations” level, the
most basic level of certification.  Twenty percent are tak-
ing intermediate ITIL training and 27 percent have either
a Service Manager or ITIL V3 Expert designation. In addi-
tion, 52 percent of the organizations surveyed have a for-
mal ITSM training program and 49 percent have their
own internal ITIL trainers.

ITSM Governance Lacking
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Many Remain Wary of Virtualization

A
large number of enterprises and businesses are only gradually going to
a virtual environment, according to a recent Symantec survey of 3,700
information technology managers in 35 countries. The study, entitled

“Virtualization and Evolution to the Cloud,” found that two-thirds of enter-
prises list performance degradation as a significant factor in their hesitation to
place business-critical applications into a private cloud.

While respondents generally accepted that virtualization/cloud computing
can help streamline operations and save money, they said that such gains are
negated if customers and employees are unable to work within a fast, secure
environment that provides maximum uptime. Among organizations that have
implemented storage virtualization, 84 percent of respondents stated that one
of their goals in doing so was to improve storage performance or speed. 

Of the technologies evaluated in the survey, server and storage virtualiza-
tion are the most mature with 45 percent and 43 percent of enterprises imple-
menting. Private Storage-as-a-Service is the least mature with 36 percent
adopting.

“Cloud computing represents a major shift within IT — changing from a
traditional IT delivery to a service-provider model. Moving to the cloud is a
complex evolution for many companies and it’s essential that IT and execu-
tives are aligned on initiatives,” said John Magee, vice president of virtualiza-
tion and cloud solutions, Symantec. “Virtualization is an enabler for private
and hybrid clouds and our survey shows that planning a seamless move is criti-
cal to achieving all the simplicity, affordability and efficiency that these envi-
ronments have to offer.”

Software Piracy Hits Record High

T
heft of software for personal computers leapt 14 percent globally in
2010 to a record commercial value of $59 billion, the Business Soft-
ware Alliance (BSA) reports in its annual global software piracy study.

BSA says emerging economies are driving the increase. While the number
of PCs shipped to emerging economies in 2010 accounted for more than 50
percent of the world total, paid software licenses in emerging economies
accounted for less than 20 percent of global sales.

According to the report, a great number of people do not realize they are
using unlicensed software. The most common form of software piracy is buy-
ing a single license for a program and installing it on multiple computers: 60
percent incorrectly think this is legal at home, and 47 percent think it is legal
at work.

BSA has created a rich, interactive presentation that shows how these
trends play out in 116 countries and regions around the world. It is featured at
www.bsa.org/globalstudy. 

“The software industry is doing everything it can to promote legal soft-
ware use,” said BSA President and CEO Robert Holleyman. “We need govern-
ments to step up their efforts on this issue by supporting public education
efforts, enacting and enforcing strong intellectual property laws, and leading
by example.” 

New Cybersecurity Framework Proposed

A
U.S. Department of Commerce task force has proposed voluntary
codes of conduct to strengthen the cybersecurity of companies that
increasingly rely on the internet to do business, but are not part of the

critical infrastructure sector. These companies range from small and medium
enterprises and bricks-and-mortar firms with online services, to social net-
working sites and Internet-only businesses, to cloud computing firms that are
increasingly subject to cyber attacks. 

“Our economy depends on the ability of companies to provide trusted,
secure services online. As new cybersecurity threats evolve, it’s critical that we
develop policies that better protect businesses and their customers to ensure
the Internet remains an engine for economic growth,” said Commerce Secre-
tary Gary Locke. 

Specific recommendations from the department’s Internet Policy Task
Force include employing present-day best practices, such as automated security
and Domain Name System Security (DNSSEC) protocol extensions on the
domains that host key Web sites. DNSSEC provides a way to ensure that users
are validly delivered to the web addresses they request and are not hijacked.

D
ata growth was cited as
one of the top three data
center challenges by 47
percent of respondents in
a recent Gartner survey of

representatives from 1,004 large enter-
prises. It’s no surprise, then, that organi-
zations are looking for ways to reduce
the hardware, software, administration
and maintenance costs associated with
storage.

In the short term, data growth can
be managed by freeing trapped, under-
utilized storage through consolidation
projects. Long-term, however, organiza-
tions need to find ways to reduce the
amount of data they store — particu-
larly in high-cost Tier 1 storage.

Data reduction technologies have
become commonplace in backup and
archival solutions, but have been slower
to reach the primary storage tier. How-
ever, new real-time compression tech-
nologies can deliver dramatic reductions
in primary storage utilization without
the drawbacks that have plagued older
techniques. 

Real-time compression can enable
organizations to reclaim existing storage
capacity, achieve faster throughput, sup-
port high availability configurations and
improve forecast storage resource
requirements. It is redefining the eco-
nomics of storage, enabling customers to
significantly reduce their storage foot-
print while improving the performance
of their storage infrastructure.

Reducing the Load
Data de-duplication has become

popular as a means of reducing storage
requirements in backup and archival
operations. It eliminates redundant
copies of data to reduce storage costs
and shrink backup and recovery times.
By focusing on backup and archival,
however, de-duplication technologies
fail to apply data reduction techniques
where data originates — in Tier 1 or pri-
mary storage. 

Primary storage is for active data
that is frequently accessed by both end-
users and key applications. It is the most
expensive storage tier, requiring high
performance, low latency and high avail-
ability. It is also the source of the vast
amounts of data that organizations gen-
erate and use to run their businesses. 

The overwhelming majority of data
begins life in primary storage that is
used to host mission-critical software
such as databases, email and transaction
processing applications. But it’s not just
generated once — it is replicated, dis-
tributed, warehoused, backed up and
ultimately archived to other storage

tiers. If an organization can reduce its
primary storage footprint, it not only
saves capacity in Tier 1 but creates a
waterfall of capacity throughout the
storage infrastructure and cost savings
across the data lifecycle.

Unfortunately, data de-duplication
is not suited to primary storage. While
de-duplication may result in up to 20:1
reductions in backup and archival data,
it yields just 2:1 reductions in primary
storage at best. Worse, data de-duplica-
tion simply requires too much perfor-
mance overhead to be used in Tier 1. 

Overcoming Challenges
Data compression has not been

widely adopted in primary storage either
because performance concerns were
more critical than capacity savings. Sim-
ply put, Tier 1 data reduction must not
impact performance.  

Real-time, random access compres-
sion/decompression technology, how-
ever, delivers the compression ratios and
performance needed for primary storage
data reduction. So-called lossless data
compression maintains reliable and con-
sistent performance and data integrity
through a compressed file format that
preserves all the information needed to
access or re-create the original data.
Unlike data de-duplication, in which
files are replaced with pointers that may
point to the wrong reference, lossless
compression ensures that data integrity
is not compromised. 

Real-time compression differs from
traditional compression technologies in
that it can drastically reduce the amount
of data that must be stored — from 50
percent to 90 percent. It enables IT man-
agers to reduce the Tier 1 storage foot-
print in the data center and, as a result,
reduce associated power and cooling
costs and administrative overhead.

Real-time compression does for pri-
mary storage what de-duplication has
done for backup. It transparently com-
presses primary storage without changes
in performance, storage, applications,
networks or processes. It overcomes the
challenges that have inhibited the adop-
tion of data reduction technologies in
the primary storage tier, delivering dra-
matic savings without changing down-
stream storage processes such as replica-
tion, backup and archiving.

Data growth and the storage costs
associated with that growth remain
major challenges for many organiza-
tions. Real-time compression attacks the
problem at the source — primary stor-
age — and in so doing delivers real cost
savings and performance gains through-
out the storage infrastructure.

Putting the Squeeze
on Data Storage Growth
Real-time compression reduces primary storage 
data volumes without performance degradation.
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FTC Urges Data Security Legislation

I
n recent testimony before Congress, the Federal Trade Commission recom-
mended the development of legislation that would require companies to
implement reasonable security practices and to notify consumers when

there is a data security breach.

To minimize the risk of identity theft or other harm, the FTC said compa-
nies should employ reasonable safeguards to protect consumer information,
collect only information for which they have a legitimate business need, and
retain data only as long as necessary to fulfill the business purposes for which it
was collected. 

“If companies do not protect the personal information they collect and
store, that information could fall into the wrong hands, resulting in fraud and
other harm, and consumers could lose confidence in the marketplace,” FTC
Commissioner Edith Ramirez said in delivering the Commission’s testimony
before the House Committee on Energy and Commerce, Subcommittee on
Commerce, Manufacturing, and Trade. 

The FTC also announced settlements resolving two data security law
enforcement actions. The first involves Ceridian Corporation, a human
resource services and payroll processing company that allegedly failed to pro-
tect highly sensitive payroll information, compromising the personal data of
approximately 28,000 employees of Ceridian’s small business customers. The
second resolves charges against Lookout Services, Inc., which sells products
that help employers comply with immigration laws. The FTC alleged that
Lookout failed to protect its customer database of Social Security numbers,
passport numbers, military identification numbers and dates of birth, leaving it
vulnerable to unauthorized access. Both companies are barred from future mis-
representations, must implement comprehensive information security programs,
and must obtain independent security audits every other year for 20 years. 

IT Services Market Recovering

P
ent-up demand is driving recovery in the global IT services market, which
will grow at a compound annual growth rate of 4.4 percent during the
next four years, to hit $756 billion, predicts Ovum. The independent

technology analyst finds that although 2011 growth is still not back to pre-
recessionary levels, the market will return to healthy growth of over 4.5 percent
in 2013, when the recovery will begin in earnest.

“The market for IT services is gradually recovering from the economic
downturn,” said Dr. Alexander Simkin, Ovum’s lead IT services market trends
analyst. “So far, the turnaround has been patchy, with some geographies and
service lines emerging faster than others. By 2013, we expect to see a return to
pre-recessionary levels of growth. However, the market is not out of the woods
yet and there will be small regional and segmental dips along the way.”

Of the all the IT service lines, business process outsourcing will experience
the strongest growth from 2010 to 2015, followed by infrastructure-led out-
sourcing and support services. Ovum predicts the project services and applica-
tion-led outsourcing market will also experience healthy growth.

Cloud a Mystery to Small Businesses

N
early three-quarters (71 percent) of small businesses surveyed by
Newtek Business Services said they have never heard of cloud comput-
ing, underlining a fundamental lack of knowledge about the technol-

ogy.

The survey found that only 26 percent of those who had heard of cloud
computing could describe what it was. In addition, 71 percent of respondents
acknowledged they do not keep their critical business files and data backed up
offsite. 

Barry Sloane, president and CEO of Newtek, said cloud computing will be
the next important trend in the U.S. economy for businesses large and small,
and there is no doubt that business owners will embrace the cloud concept and
over time gravitate toward its massive benefits. 

“Server huggers beware,” he said. “The cloud is approaching; the security
blanket of the server in the closet onsite and having an assistant back up impor-
tant business data and confidential client information needs to be behind us all.
Our survey this month is quite telling about what independent business owners
really need to know about the cloud and how misinformed they are about data
safety and security.”

P
roponents of Fibre Channel
over Ethernet (FCoE) say
this transport mechanism
will deliver a number of
important benefits to the

modern data center, including lower
operating costs, ease of deployment,
scalability, low latency and high perfor-
mance. For network and storage man-
agers, it is a familiar refrain.

Technologies such as Asynchro-
nous Transfer Mode (ATM) and Infini-
Band were also introduced with a great
deal of hype as powerful alternatives to
Fibre Channel as storage network fab-
rics. While each found niche implemen-
tations, neither gained widespread trac-
tion due to the significant costs associ-
ated with replacing an established,
efficient technology.

FCoE may be different, however.
The FCoE standard enables SAN traffic
to be natively transported over Ethernet
networks while protecting and extend-
ing the investment that customers have
made in Fibre Channel. By combining
two established and well-understood
technologies, FCoE complements
today’s existing connectivity and proto-
cols used in storage and data center net-
working, and offers the possibility of
consolidated server I/O connectivity in
the data center.

Catching On
A recently published report by

Dell'Oro Group indicates that approxi-
mately 7 percent of servers, or 150,000
units, shipped with FCoE-capable net-
work connections in the first quarter of
2011.  

“Since FCoE will be a key data
center technology, continued invest-
ment in this sector should bode well for
the technology,” said Seamus Crehan,
vice president of Dell’Oro Group.
“New data center technologies and
deployment models that have com-
pelling return on investment prospects
have resulted in increased investment in
the data center.”

Many industry experts believe
FCoE’s ultimate value lies in its ability
to drive data center consolidation, vir-
tualization and automation as a unified
data center fabric. With the ability to

support both Fibre Channel and IP-

based protocols over a common link

layer transport, FCoE could potentially

form the basis for a single, converged

network that supports all of an organi-

zation’s application and messaging traf-

fic.

All Together Now
Today, the typical data center sup-

ports multiple networks — one for data

and applications, one for storage, and

perhaps another for server clustering.

As such, servers must feature multiple

network adapters that fulfill the I/O

requirements of each function. What’s

more, servers commonly have dedicated

interfaces for management, backup or

virtual machine live migration.

Supporting all of these interfaces

contributes significantly to data center

complexity and imposes significant

costs related to cabling, rack space and

upstream switches. In addition, the rat’s

nest of different cables and connections

required for each different function

makes it harder to heat and cool the

data center and contributes to skyrock-

eting power costs.

FCoE could be the key protocol in

delivering the unified fabric that can

aggregate I/O and server resources with

a “wire-once” interconnect — a single

high-bandwidth, low-latency network

cable running from server to switch to

storage. In addition to reducing the

number of server adapters, cables and

switches required to support the data

center, the unified fabric would support

broader data center virtualization by

providing consistent, ubiquitous net-

work and storage services to all con-

nected devices.

In a significant milestone for the

progression of the FCoE protocol, three

technology heavyweights — Cisco,

NetApp and VMware — recently

announced the first certified end-to-end

FCoE solution for virtual environments.

Cisco data center switches and NetApp

storage FCoE solutions are now vali-

dated by VMware to support VMware-

based virtualized environments.

The Future
of Networks?
Fibre Channel over Ethernet may be the key
to the ‘single-network’ data center.
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T
here’s no question that
counterfeiting and intellec-
tual property theft
threaten legitimate busi-
nesses. However, a gov-

ernment crackdown on websites used to
sell counterfeit goods and illegally dis-
tribute copyrighted materials could also
sweep innocent businesses into its net,
legal experts say.

In June 2010, the U.S. Immigration
and Customs Enforcement’s (ICE)
Homeland Security Investigations (HSI)
launched “Operation In Our Sites,” a
sustained law enforcement initiative
aimed at counterfeiting and piracy over
the Internet. During the course of the
operation, ICE HSI agents have investi-
gated websites suspected of selling
counterfeit goods and illegally distribut-
ing copyrighted material in the United
States. Once the materials were con-
firmed as counterfeit or otherwise ille-
gal, seizure orders for the domain

names of the websites that sold or dis-
tributed the items were obtained from
federal magistrate judges. Individuals
accessing the websites found a banner
notifying them that the domain name of
that website had been seized by federal
authorities. 

The fight against counterfeiting and
intellectual property theft ultimately
benefits American businesses and con-
sumers. It is estimated that intellectual
property theft costs American industry
billions of dollars and hundreds of
thousands of jobs every year. Addition-
ally, counterfeit pharmaceuticals, soft-
ware, electronics, games and other
products threaten public health and
safety. 

At the same time, however, legal
experts are concerned that Operation In
Our Sites raises questions of due
process because the domain name
owner is not notified prior to seizure.
Sites that post user-generated content

could get caught in the sting if that con-
tent violates intellectual property laws
— even if the primary purpose of the
website is legitimate.

Ongoing Operation
Operation In Our Sites is being

spearheaded by the ICE HSI-led
National Intellectual Property Rights
Coordination Center (IPR Center), a
partnership of federal agencies includ-
ing U.S. Customs and Border Protec-
tion, the FBI, the Food and Drug
Administration and the Postal Inspec-
tion Service, among others. INTER-
POL, the Government of Mexico Tax
Administration Service and the Royal
Canadian Mounted Police are also part-
ners. 

Since the launch of this operation,
ICE HSI and the IPR Center have seized
a total of 125 domain names and redi-
rected those domain names to a seizure
banner. Seventy-six of the seized
domain names have been forfeited to
the U.S. government.

In May, ICE HSI seized domain
names Mygolfaccessory.com, Watch-
newfilms.com and Re1ease.net, among
others, during the fifth phase of Opera-
tion In Our Sites. The fourth phase,
dubbed "Operation Broken Hearted,"
took place around Valentine’s Day and
resulted in the seizure of 18 domain
names of commercial websites engaged
in the illegal sale and distribution of
counterfeit goods. During the course of
the operation, federal law enforcement
agents made undercover purchases of
counterfeit items representing 14 name
brands, including Chanel, Coach and
Rolex.

Earlier in February, seizure war-
rants were executed against 10 websites
that illegally streamed live sporting tele-
casts and pay-per-view events over the
Internet. The seized websites were pop-
ular “linking” sites — a type of website
that provides access, or “links,” to
other websites where pirated sporting
and pay-per-view events are hosted.
Users simply click on a link to begin the
process of downloading an illegal
broadcast of a sporting event from the
third-party website that is hosting the
stream. Linking websites are popular
because they allow users to quickly
browse content and locate illegal
streams that would otherwise be more
difficult to find. 

In November 2010, 82 domain
names of commercial websites engaged
in the illegal sale and distribution of
counterfeit goods and copyrighted

works were seized. In June 2010, inves-
tigators executed seizure warrants
against nine domain names of websites
offering pirated copies of first-run
movies, music and software.

One Side of the Story
According to the ICE, the domain

names are subject to seizure under a
federal statute governing the forfeiture
of stolen property, which includes coun-
terfeit goods or packaging and pirated
movies, music and other intellectual
property. The problem, according to
legal experts, is the way in which
seizure warrants are executed. The war-
rants are issued in so-called ex parte
proceedings, meaning that the domain
name owners are not represented at the
hearing before the federal magistrate
judge. The domain name owner can
challenge the warrant by filing a motion
with the court that issues the seizure
order, but at that point the domain has
already been seized.

The Electronic Frontier Foundation
and other organizations concerned with
civil liberties in cyberspace say that
domain name owners should be allowed
to defend their operations before their
sites are taken down. Many organiza-
tions would be put out of business if
their websites were unavailable for even
a short period of time. The potential
damage to wrongly targeted businesses
could be great.

Other analysts say that the law
allows the shutdown of an entire site
even if only a portion is implicated in
illegal activities. This gives rise to the
concern that user-generated content
could cause an otherwise legitimate site
to be seized. There does not even have
to be illegal content on a site — links
alone would qualify. In addition, the
PROTECT IP Act — which passed the
Senate Judiciary Committee but has
been placed on hold by Senator Ron
Wyden of Oregon — would broaden
the government’s power to crack down
on so-called rogue websites.

So far, the ICE has gone after sites
engaged in criminal-level copyright
infringement and counterfeiting. The
odds of a legitimate website being
seized remain small. Still, there is
enough concern that some members of
Congress are pushing for legislation
clarifying the seizure process. Businesses
should remain vigilant to ensure that
their websites are not replaced by a
banner notifying visitors of seizure by
the U.S. government.
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What If Your Domain Name Were Seized?
Government seizure of domain names is designed to curb counterfeiting and intellectual
property theft, but legal experts and civil libertarians say the crackdown has gone too far. 
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Social Media Evolving in Retail

M
any retailers are overlooking the huge potential of transforming

their online stores into entertainment destinations through the inte-

gration of social media, according to independent retail analyst Ver-

dict. A new report by the firm says that although e-commerce and social media

are separate entities for retailers, those businesses that recognize the potential of

combining the two will reap the rewards.

“By viewing and running the two operations separately, retailers simply

aren’t realizing the full power of social media,” said Charlotte Woods, analyst

at Verdict. “Retailers have the ability to attract increased levels of traffic to

their online stores by using social media to create entertainment destinations

that consumers can get excited about. As a result, retailers have the ability to

create retail theater online.”

The research highlights how effective social media could be for online

stores in helping to shape brand identity. For example, simply embedding

YouTube videos of catwalk fashion shows, and interviews with designers and

celebrities could emphasize brand identity and boost customer engagement as

they would help consumers to identify with the retailer on a personal level.

Smartphone, Tablet Security Lags

L
ess than one in 20 smartphones and tablets have third-party security

software installed in them, despite a steady increase in threats from

device loss/theft, malware and viruses, according to a new report from

Juniper Research. The firm says the increasing extent to which personal and

corporate data is stored on mobile devices and the recognition of the need to

protect it will create a $3.6 billion opportunity for mobile security software

providers by 2016.

“We believe that the market for mobile security products will go main-

stream by late 2013 as the vulnerability of data-centric mobile devices becomes

more widely appreciated both in the business and consumer sectors,” said

report author Nitin Bhas. “High-profile security alerts are likely to heighten the

public’s awareness of this growing issue.”

Juniper predicted that just as consumers currently purchase and install

Internet security products for their PCs and laptops, they will begin to add

mobile devices to the list of electronic devices that they must secure. The firm

says that enterprise security for tablets and smartphones will account for 69

percent of the total mobile security product sales revenue by 2016.

Digital Signage Revenue Rising

T
he global market for digital signage, including displays, media players,

software and installation/maintenance costs, will grow from nearly $1.3

billion in 2010 to almost $4.5 billion in 2016, according to a recent

study by ABI Research.

The majority of digital signage installations today are IP-based, underscor-

ing the evolution of digital signage away from static advertising; each media

player requires connection to a remote content management server. This con-

nection can be wired or wireless, and in some cases is made via a cellular net-

work.

“A continual stream of fresh and relevant content is what separates a suc-

cessful digital signage project from one that is boring and stale,” said Larry

Fisher,  ABI practice director, Automotive, Energy and Emerging Technologies

“Relevant could mean timely or localized, customized to the time of day or the

demographics of the audience watching the screen, but deployers must consider

content from the outset of a project.”

ABI says the market is accelerating in terms of number of installed units

and total revenue. Meanwhile the cost of deployment is steadily declining,

which gives companies considering digital signage good reason to view this

marketing channel as an excellent opportunity to expand messaging to cus-

tomers and potential customers.

C
loud computing
promises to dramatically
increase the speed with
which applications are
designed, built and

delivered. To reap all these benefits,
however, organizations must do their
homework and make good decisions up
front. An excellent starting point is a
cloud readiness assessment.

A readiness assessment can help
organizations determine what applica-
tions can most effectively be shifted to a
cloud platform. Despite the overwhelm-
ing industry hype, the cloud isn’t
always the most suitable choice for cer-
tain applications, particularly those
with heavy computing power, network
bandwidth and online transaction pro-
cessing (OLTP) requirements.

Only by aligning the architecture
— compute, network, data center,
power and storage resources — with
applications can an organization be on
the path to achieve the reliability and
performance it requires within a cloud
environment.

“In cloud computing, true protec-
tion is an outcome of the right architec-
ture for the right application,” said
Janel Ryan, senior product marketing
manager at SunGard Availability Ser-
vices.  “Organizations need to fully
understand their individual application
requirements and, if using a cloud plat-
form, the corresponding cloud architec-
ture. With that knowledge, they can
make informed decisions about what
cloud platform best meets the reliability
and performance requirements of their
specific applications.”

Here are five considerations for
companies looking at cloud computing
architectures.  

AVAILABILITY. Not all applica-
tions are created equal, nor are all
cloud platforms the same. Organiza-
tions need to tier their applications,
identifying which applications need to
be highly available, which can accept
downtime and how much downtime is
acceptable. They need to understand
the business risk associated with a lack
of availability of their data. For those
applications that need to be highly
available, businesses should consider

enterprise-class technologies that have
been rigorously tested versus looking at
building something internally. It's also
important to look at multi-site solutions
and disaster recovery/business continu-
ity planning. For most businesses, this
means working with a service provider
or consultant because they usually have
access to greater levels of expertise and
provide these services as their core busi-
ness.

SECURITY. Security is still the pri-
mary concern for businesses regarding
the cloud. Concerns include the loss of
control of their sensitive data, the risks
associated with a multitenant environ-
ment, and how to address standards
and compliance. Organizations need to
know how a shared, multitenant envi-
ronment is segmented to prevent cus-
tomer overlap. How is the solution
architected? Is the service provider's
cloud infrastructure — network, virtu-
alization and storage platforms —
secure?  

MANAGEABILITY. Businesses
need to determine what they are
accountable for versus what they expect
from a service provider. Most public
cloud vendors do not provide adminis-
trative support. Organizations need to
have the technical expertise in-house to
design the right solution or seek the ser-
vices of an outside provider. They
should define what level of manage-
ment their applications require and
have an identified change management
process.  

PERFORMANCE. As with a more
traditional hosting model, it's impor-
tant to understand workload demands
on the infrastructure and what the
potential bottlenecks are. Organizations
should perform their own testing to
evaluate how a cloud environment
affects compute, storage and network
resources.

COMPLIANCE. Organizations
need to determine where their data will
reside as well as who will interact with
it and how. They need to understand
which areas of compliance the service
provider controls and how to audit
against the standards and regulations to
which they need to adhere.

Are You Prepared
for the Cloud?
Upfront readiness assessment of applications,
architecture key to successful cloud initiatives.
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