
W
ith an estimated

78 million baby

boomers moving

toward retirement

age, today’s

healthcare organizations must increas-

ingly rely upon sophisticated technol-

ogy solutions to support the needs of

this demographic. Nowhere is this

more true than in the world of health-

care insurance.

Medica, a non-profit provider of

health insurance products, recently

decided to undertake a highly complex

overhaul of its payment-processing

infrastructure. To ensure the project

would deliver anticipated benefits

while also satisfying an array of fed-

eral regulatory mandates, the com-

pany turned to the experts at Emtec’s

Emerging Solutions division.

Medica, based in Minnetonka,

Minn., was particularly interested in

revamping its approach to Medicare.

It is estimated that more than 10,000

seniors per day are becoming eligible

for the government-run health insur-

ance program for Americans aged 65

and up, and those enrolling typically

also purchase supplemental insurance

to fill gaps in Medicare coverage.

Because Medicare supplements

can be difficult for a layman to under-

stand, enrollees usually engage the ser-

vices of experienced brokers who can

provide valuable information about

various options, including discounts

and prescription plans. Brokers are

compensated through commissions

from health-insurance providers.

Taking Control
Calculating and processing broker

compensation is a significant under-

taking for Medica, which works with

more than 4,000 brokers and a

national network of 660,000 health-

care providers and 5,100 hospitals.

Until recently, Medica outsourced its

payment processing for Medicare sup-

plement brokers. However, the bene-

fits of bringing that processing in-

house were just too great to ignore.

In addition to considerable cost

savings, Medica determined that better

control over private health records

would improve its compliance with

the Health Insurance Portability and

Accountability Act (HIPAA) and other

regulations, leading to overall

improvement in its risk-management

practices.

There was also a “need for

speed.” These thousands of brokers

get paid twice a month. Cutting

checks manually simply wouldn’t

work. Medica executives made the

decision that enhanced automation

was a “must have.”

This was no small undertaking. It

would involve porting the personal

information of all brokers, including

names, addresses, Social Security num-

bers, etc., into an in-house payment

processing system. Bank routing num-

bers and other data needed to allow

for payments would also be needed.

For spending-analysis purposes, Med-

ica also wanted to steadily track the

commissions/earnings of individual

brokers.
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Solution
Emtec was brought on board to manage the

vendor-integration project for accounts payable

(AP) utilizing Microsoft Dynamics GP accounting

and Dynamics XRM platform-development tools.

This was a sub-project of a much larger AP

vendor integration taking place at the same time

within Medica, which meant it couldn’t always

take top priority. The Emtec team had to specify,

configure and build the new integration framework

between Medica’s new broker system, Actek

ACOM3, and Dynamics GP. Emtec collaborated

with Medica’s financial department to establish

data requirements — business rules/audit standards

mandated data validation early on to assist the

implementation team. It developed a series of inte-

grations with an existing eConnect framework,

TIBCO (a non-Microsoft platform), to manage all

files and data flows.

The solution also had to address issues related

to the identification numbers of brokers used in the

existing system. These numbers could not remain

the same for Dynamics GP. Emtec’s input ensured

that all new numbers were 100 percent synchro-

nized with the existing ones.

Results
The Microsoft platform has proven its flexibil-

ity, as the existing eConnect framework segued

smoothly to TIBCO, using the Dynamics GP inte-

gration toolkit out-of-the-box. Business-logic veri-

fication and payment-tracking reporting are now

added to Dynamics GP so financial staff can stay

on top of broker payments.

Information and transactions related to the

brokers are conducted without the need for man-

ual data entry, and brokers can now receive emails

whenever a commission is transmitted to their

bank accounts. Payment data is also now accessi-

ble via each broker’s portal on demand. The inte-

gration project was successfully completed with a

nearly “invisible” transition from the perspective

of the brokers.

Due to the boost in automation, Medica’s

accounts payable group can now process more

than 1,600 additional monthly payments in

Dynamics GP without additional staff.

“This was a tremendous undertaking and,

because of Emtec’s Emerging Solutions team, it

couldn’t have gone any smoother,” said Doug

Sherlock, Finance Manager, Medica. “Our finance

team now has the tools they need to process broker

payments efficiently. Our brokers are happy: get-

ting timely commission payments with the ability

to track their compensation history at any time.

And we now have better oversight of our data. We

are very pleased with the results.” 

COVER STORY
continued from page 1

B
usiness applications form the central

nervous system of today’s organization,

and data is its lifeblood. However,

exploding volumes of data coupled

with the increasingly heterogeneous

nature of enterprise IT environments make it diffi-

cult for organizations to combine data residing in

different systems in order to provide decision-mak-

ers with a unified view of critical information assets.

Recent customer engagements such as the Med-

ica project featured in our cover story highlight a

trend we have been seeing for some time. Clients

need the expertise of a valued technology partner

who can help them develop solutions for managing

and integrating a broad range of mission-critical

applications and systems, allowing data to flow

between sources without manual intervention.

As a Microsoft Gold Certified Partner and Pres-

ident's Club member, Emtec’s Emerging Solutions

division has unmatched expertise in implementing

Microsoft Dynamics tools that help automate and

streamline financial, customer and supply chain

processes.  With application experts focused in

Microsoft Dynamics AX, CRM, GP and SL, our

consultants provide the necessary guidance not only

in the implementation of an application, but in

design and deployment of complex solutions across

multiple applications.

Here are just a few of the ways we have helped

clients leverage Microsoft Dynamics solutions to

improve data integration and create improved busi-

ness functionality:

• A professional membership organization

wanted to build a new website where members

could sign up, renew and pay dues.  We helped

them move the membership data from the web host

to Dynamics GP Sales Order Processing and then

send out invoicing. This saves them time and makes

their invoicing and member data management

process very efficient. 

• A client in the professional sports market

receives accounts payable (AP) invoices in a multi-

tude of formats. We worked with them to build

templates for this extracted data, allowing them to

import invoices directly into Dynamics GP instead

of manually re-keying information. Eliminating this

manual process also allows them to be more sophis-

ticated with the allocation of expenses.  Addition-

ally, this client implemented a document manage-

ment system for imaging inbound paper invoices

and routing them for approvals. We worked with

them on a solution that imports this payables data

into Dynamics GP after all electronic approvals

have been received. 

• Another client in the professional sports mar-

ket manages annual arena suite sales and sponsor-

ship agreements in Dynamics CRM. We worked

with them to synchronize data between Dynamics

CRM and Dynamics GP. Additionally, we assisted

them with the development of an integration to

import the sponsorship contracts into Dynamics GP

Sales Order Processing and monthly deferred rev-

enue entries into the Dynamics GP General Ledger.

This helps the client use the right tool for the right

job — Dynamics CRM for customers and sales,

Dynamics GP for accounting.  We also helped this

client import AP data from various insurance

providers and utility companies. Eliminating man-

ual data entry, gives the client more time and better

data for reviewing and analyzing their monthly

spend.

• A not-for-profit tourism promotion agency

that incurs a significant amount of travel and event

costs chose to use a web-based employee expense

report solution that is integrated with their out-

source payroll provider. This simplifies the adminis-

tration of the expense report solution by permitting

electronic approvals and allowing expense report

payments to be included with payroll direct

deposits. We assisted this client with integrating the

accounting journal entries for these expenses into

Dynamics GP General Ledger.

Familiarity is a key benefit of our Microsoft

Dynamics solutions — they present the feel and

functionality of software organizations use every

day. If users are comfortable with Microsoft Office

programs, they will rapidly become accustomed to

Microsoft Dynamics tools to perform their jobs

with greater productivity and optimal efficiency.

Emtec’s Microsoft Dynamics experts can help

your organization improve its ability to create,

access and share information across diverse IT envi-

ronments. We essentially create technology

“bridges” so you can translate between different

data formats, protocols and technologies to gain

more control over your data, increase productivity,

improve business efficiencies and reduce costs.

Deric is responsible for managing resources and

delivery in the Minnesota region. He also serves in a

consulting capacity on projects in the roles of pro-

ject manager, business analyst, business intelligence

development and dynamics implementation.

Streamlining Data Flow
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B
orn out of the collapse of Enron,

WorldCom and Tyco, the Sarbanes-

Oxley (SOX) Act is now 10 years old.

Designed to enhance the reliability of

financial reporting and to improve

audit quality, SOX compliance has

moved beyond being just a regulatory obligation.

Today it is viewed as part of a larger governance, risk

management and compliance (GRC) program that is

closely integrated with strategic decision-making,

aligned with business goals and enabled by technol-

ogy.

“The SOX Act set in motion a flurry of regulatory

activity geared toward building more-responsible busi-

nesses and protecting stakeholders. Since then, several

major regulations have been introduced in the U.S.,”

said Michael Rasmussen, president of GRC advisory

firm Corporate Integrity. “SOX compliance initiatives

are now being seamlessly integrated with other crucial

GRC processes such as policy management, enterprise

risk management and internal audits.”

GRC provides a framework that allows organiza-

tions to strike an appropriate balance between busi-

ness reward and risk. When applied specifically to IT,

effective GRC programs deliver quantifiable business

benefits by improving data protection, regulatory

compliance and IT service levels. A study by the IT

Policy Compliance group found that organizations

with mature GRC programs increase revenues by 17

percent, profits by 14 percent and customer satisfac-

tion by 18 percent — while also reducing financial

losses from the theft or loss of customer data by 96

percent.

‘Embedding Accountability’

“Fundamentally, IT GRC is concerned with two

objectives: delivering value to the business and miti-

gating business risks from IT,” said Everett Johnson,

chairman of the Strategy Advisory Council at ISACA.

“Successful organizations accomplish these goals by

aligning the business and IT strategy, and embedding

accountability for effective IT into the organization,

beginning with top leadership.”

Given the GRC benefits that have grown from

SOX compliance, many organizations surveyed by

Pricewaterhouse Coopers (PwC) claimed that even if

Sarbanes-Oxley disappeared they would continue to

pursue its requirements. For these organizations, the

reason for implementing robust policies and controls

is not just to pass regulatory compliance exams or

audits, but to establish an enterprise-wide culture of

accountability, transparency and risk-resilience.

Two out of three respondents to the PwC survey

said SOX and other compliance initiatives helped their

organizations uncover control problems, and 65 per-

cent said SOX has helped them better understand their

own business. In some cases, according to the PwC

report, companies’ compliance efforts “are revealing

weaknesses in controls and business processes, and

accelerating their efforts to remediate these problems

through control optimization, process improvement

and automation.” By reworking existing, subpar con-

trols, some organizations reported improving their use

of valuable data and resources. In addition, 20 percent

of respondents say complying with Sarbanes-Oxley

has helped them reduce fraud.

Skeptics Remain

Since SOX was enacted on July 30, 2002, with an

overwhelming majority in both houses of Congress,

reactions to it have been varied. Critics say it has

imposed an unnecessary cost burden on companies

regulated by the Securities and Exchange Commission

(SEC). Proponents, meanwhile, say business account-

ability and transparency have increased while internal

controls have become stronger — especially with

CEOs and CFOs taking individual responsibility to

certify and approve their regulatory filings.

According to a majority of executives surveyed by

the consulting firm Protiviti, corporations’ internal

control over financial reporting has improved “signifi-

cantly” or “moderately” in the 10 years since SOX

became law.

“Sarbanes-Oxley has had its share of controversy

in the past, but nearly 70 percent of respondents in

our survey reported that the internal control over

financial reporting structure in their organizations has

improved since compliance with Sarbanes-Oxley Sec-

tion 404 became a requirement,” said Brian Chris-

tensen, Protiviti’s executive vice president, global

internal audit. “Companies are still learning and

working to improve continuously the quality of their

internal controls as well as the effectiveness and effi-

ciency of their compliance processes, even 10 years

later.”

Automating Processes

These efforts to improve SOX compliance have

contributed to another unexpected benefit — IT

automation. The Act’s focus on internal controls has

forced IT departments to think strategically and mod-

ernize their controls and processes. The majority of

those surveyed by Protiviti said they are now focused

on automating SOX compliance processes. Organiza-

tions are fast replacing spreadsheets and other cum-

bersome manual tools with innovative technology for

automating controls and continuous control monitor-

ing.

“Automating key controls likely represents the

‘final frontier’ in terms of significant Sarbanes-Oxley

process improvement and cost savings,” said Jim

DeLoach, Protiviti’s senior SOX practice leader.

Process automation has led to better management

of risk intelligence, and has helped organizations inte-

grate their “Big Data” stores with business applica-

tions, security systems and IT infrastructure. With this

foundation, organizations now are also integrating

data from mobile devices, cloud applications, and

social media, and mapping it to enterprise risks and

compliance requirements.

“In the initial years of SOX, it was challenging for

companies to comply with the stringent requirements

for controls, audits and monitoring,” said Keri Daw-

son, vice president of GRC solutions provider Metric-

Stream. “But over the years, they have learned how to

not only optimize SOX compliance but also harmo-

nize controls across regulations, integrate SOX with

their extended GRC programs, and improve reporting

and visibility into compliance for senior management.

More importantly, they have started embedding SOX

controls into business processes so that compliance is

made more efficient, while the business grows stronger

and more risk-resilient.”

SOX Turns 10
Despite controversy, financial regulations lay groundwork
for significant IT governance and automation improvements.
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IPv6 Exploits on the Rise 

E
ven though most companies haven’t strategically rolled out Internet Pro-

tocol v6, most new servers, desktops and mobile devices now configure

local IPv6 interfaces out of the box. This has created an enticing new

attack vector for cybercriminals, according vulnerability management firm

Rapid7.

“The number of IPv6-enabled systems has quadrupled over the last three

years, broadening the attack surface for cyber attackers, with over 10 percent

of the world’s top web sites now offering IPv6 services,” said HD Moore,

Rapid7 CSO. “IPv6 is like a parallel universe for intruders. Since most compa-

nies focus on the IPv4 side of their networks, security assessments must audit

IPv6-enabled internal and external hosts to ensure they don’t lead to a breach.”

Moore said the lack of IPv6 awareness can lead to dangerous misconfigu-

rations, such as a firewall that has filters set up for IPv4 traffic but accepts all

IPv6 traffic. Such vulnerabilities are becoming more common as more vendors

begin preparing for the eventual transition to the new protocol. For instance,

the default setting in Windows 7 and Windows Server 2008 is to prefer the

IPv6 link-local address over the IPv4 address for network shares and manage-

ment communication. 

These security issues often can be easily solved by changing a system’s con-

figurations. To accelerate the coverage of IPv6-related vulnerabilities as they

emerge, Rapid7 encourages the security community to contribute exploits and

modules to the open-source Metasploit Framework.  

HR Driving Business Social Media 

T
he use of social collaboration and social media is becoming established

as a means for engaging employees, improving productivity, and

recruiting and retaining talent, according to a recent report by Ventana

Research.

In its “Social Collaboration for Human Capital Management” report, Ven-

tana Research found that 50 percent of organizations intend to implement sig-

nificant changes in their use of recruiting via social media over the next 12 to

18 months. Currently, 81 percent of the participating organizations use social

media to identify new talent pools, while 75 percent indicated they hope to gain

competitive advantage and 67 percent cite improving recruiting processes as a

priority. The quality of the hire was another top metric in 79 percent of organi-

zations. For these reasons, the research found that investment in social collabo-

ration is occurring primarily in HR and line of business as only 10 percent of

organizations are funding this type of investments through IT.

“The need to engage employees in business to harness collective knowledge

and focus on improving business is driving a new generation of technology for

social collaboration,” said Mark Smith, CEO & chief research officer at Ven-

tana Research, “Companies need to begin moving beyond the use of email and

telephone to using Internet-based technologies advancing from the methods

used in social media and collaboration within the enterprise for human capital

management needs.”   

IT Career Guidance Needed

T
he love affair teenagers and young adults have with technology doesn’t

necessarily translate into interest in a career in information technology

(IT), according to a new study released today by CompTIA, the non-

profit association for the IT industry. While 97 percent of teens and young

adults report loving or liking technology, just 18 percent report a definitive

interest in a career in IT, the study finds. 

Though a relatively small pool of students is interested in IT careers, the

CompTIA research reveals that interest levels jump when teens and young

adults are presented with options for specific jobs. Nearly half of the respon-

dents can see themselves potentially designing video games; 41 percent envision

creating applications for mobile devices; 39 percent, designing web pages; and

34 percent, applying technology in fields such as healthcare or education.

This lack of understanding of the variety of career options in the IT field is

reflected in other findings in the CompTIA study. For example, 21 percent of

respondents perceive the job as working alone in front of a computer all day.

Additionally, only 26 percent believe IT occupations are in demand despite evi-

dence to the contrary from job boards and other surveys.

T
he data deluge is here:
Ninety-four percent of C-
level executives say their
organization is collecting
and managing more busi-

ness information today than two years
ago — an average of 86 percent more
— according to a new report from Ora-
cle. Respondents note they see the
biggest data growth areas coming from
customer information (48 percent),
operations (34 percent) and sales and
marketing (33 percent).

But in the age of “big data” many
organizations are drowning in informa-
tion but thirsting for knowledge. Execu-
tives say they are not prepared to han-
dle the increasing amount of data they
face. In fact, 29 percent of executives
give their organization a “D” or “F” in
preparedness to manage the data del-
uge. Only 8 percent of executives give
their organization an “A” in prepared-
ness.

Almost all (93 percent) believe their
organization is losing revenue opportu-
nities — representing, on average, 14
percent of revenue — by not being able
to fully leverage the information they
collect. On average, private-sector orga-
nizations with revenues of $1 billion or
more say they are losing approximately
13 percent of their annual revenue as a
result of not being able to fully leverage
their information. That translates to
$130 million each year for a $1 billion
organization.

Top Priority
The report, “From Overload to

Impact: An Industry Scorecard on Big
Data Business Challenges,” is based
upon a survey of 333 C-level executives
from U.S. and Canadian enterprises
spanning 11 industries. The survey
focused on the pain points executives
face in managing the deluge of data
coming into their organizations and
how well organizations are using that
information to drive profit and growth. 

Sixty-seven percent of executives
say that the ability to draw intelligence
from their data is a top organizational
priority. However, organizations lack
the ability to turn the enormous
amounts of data they collect into
insight.

Respondents say they are frustrated
with their organizations’ data gathering
and distribution systems. Specifically,
38 percent note they do not have the
right systems in place to gather the
information they need, 36 percent can-

not give their business managers access

to pertinent information and need to

rely on IT to compile and analyze infor-

mation and 29 percent feel they are

using systems that are not designed to

meet the unique needs of their industry. 

Ninety-seven percent of respon-

dents note their organization must

improve information optimization over

the next two years. Top priorities

include improving the ability to trans-

late information into actionable insight

(43 percent), acquiring tools to collect

more accurate information (38 percent)

and training employees to better make

sense of information (38 percent).

Variations across Industries
Seventy-seven percent of organiza-

tions use industry-specific applications

or software to help leverage informa-

tion to make strategic decisions. The

financial services (91 percent) and

healthcare (87 percent) industries are

most likely to use industry-specific

applications. Executives in the commu-

nications industry are most confident in

their organizations’ preparedness for

the data deluge, with 20 percent giving

their organization an “A” rating. The

communications, manufacturing and

retail industries lose the lowest esti-

mated percentage of additional annual

revenue because of their current data

management processes – 10 percent. 

Executives in the public sector,

healthcare and utilities industries are

least prepared to handle the data deluge

— with 41 percent of public-sector

executives, 40 percent of healthcare

executives and 39 percent of utilities

executives giving themselves a “D” or

“F” preparedness rating. The oil and

gas (22 percent) and life sciences (20

percent) industries lose the greatest esti-

mated percentage of annual revenue

due to their current data management

processes.

“This study shows that up to 14

percent of a company’s revenue is lost

because enterprises are challenged to

manage and analyze data, which grows

exponentially as we speak. Enterprises

can get ahead of the game by using

these challenges as catalysts for com-

pany-wide strategic change. Through

industry-specific applications and tech-

nologies, enterprises can transform data

into measurable business benefits,” said

Oracle President Mark Hurd.

More Data Does Not
Equal More Revenue
Organizations may be losing incremental revenue
each year by not fully leveraging collected information.
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Y
ou can’t blame IT man-

agers for wanting to lock

down access to the net-

work, given the endless

barrage of sophisticated

security threats they must attempt to

thwart. However, increasing numbers

of mobile employees need anytime, any-

where access to mission-critical applica-

tions and data. Organizations must find

ways to provide that access without

compromising security.

There are a number of ways to con-

nect to the company network from out-

side. Two of the most common methods

are Remote Desktop Protocol (RDP)

and Virtual Private Networking (VPN).

Many people tend to think they’re the

same because they accomplish the same

goal. However, there are major differ-

ences between the two and which you

choose depends upon a number of fac-

tors.

A Tale of Two Protocols
RDP was developed by Microsoft

and has been included with every ver-

sion of Windows starting with Win-

dows 2000. It allows a user to access

and control a specific remote computer.

The user can view the remote desktop,

control the keyboard and mouse, run

applications and access data located on

that computer’s hard drives. The user

may be able to access open network

resources connected to that computer

but not necessarily all of that com-

puter’s network connections.

With RDP, only screens are trans-

mitted from the remote computer —

files and applications are accessed

locally on the network by the remote

machine. As long as you have sufficient

bandwidth, RDP is a low-cost, easy-to-

use method for accessing a remote desk-

top.

VPN is very different. A VPN

enables access to an organization’s pri-

vate network by establishing a secure

connection over a public network such

as the Internet. Those network

resources may or may not include the

hard drive of a particular machine. Files

and applications are transferred over

the VPN connection for processing on

the local machine running the VPN

client.

There are two types of VPNs:

remote access VPNs and site-to-site

VPNs. Remote access VPNs enable one

user to access the network from any

location with Internet access. Site-to-site

VPNs enable multiple users in a fixed

remote location, such as a branch

office, to connect to the network.

Into the Tunnel
VPNs establish encrypted “tunnels”

for communication over the public

Internet, providing end-users with

highly secure access to network

resources as if they were physically con-

nected to the corporate LAN. Tradi-

tionally, companies used VPNs based

upon the IP Security (IPSec) suite of

protocols. However, IPSec VPNs

require that client software be installed

on the end-user’s machine — software

that is notoriously difficult for the IT

department to manage and the end-user

to operate. In addition, IPSec VPNs

often require a special firewall configu-

ration to allow public IP addresses to

come through.

SSL-VPN technology makes secure

remote access easier for both end-users

and network administrators. It com-

bines Secure Sockets Layer — the

encryption and authentication technol-

ogy built into every Web browser —

with access control, policy enforcement

and other tools to create secure connec-

tions via the public Internet. SSL-VPNs

come with fewer headaches than IPSec

VPNs, making it easier for organiza-

tions to provide remote access without

increasing security risks or IT support

woes.

With SSL-VPNs, the remote user’s

interface is a standard Web browser.

There’s no learning curve because

almost all users are familiar with

browsers, and the IT department

doesn’t have to install and maintain any

client software. What’s more, the end-

user can access the network from any

Internet-connected device.

Complementary Solutions

RDP and VPN have different sets

of advantages and disadvantages. The

latest RDP solutions encrypt data and

can be fairly secure if strong passwords

are used. However, RDP can be subject

to a so-called “man-in-the-middle”

attack in which a hacker tricks the

remote machine into providing the

user’s credentials. An RDP connection

can also be quite slow, making it nearly

impossible to use in situations with low-

bandwidth or lots of network traffic,

and difficult to troubleshoot when

things go wrong. On the other hand,

RDP would be a faster solution for

applications that require large files to be

transferred.

VPNs are easier to troubleshoot

and enable access to multiple resources

on the network. Because they validate

the server through certificates, they are

not subject to man-in-the-middle

attacks. Every file the user accesses

needs to be transferred over the VPN

connection to the local machine, and

the need to encrypt and decrypt data

makes a VPN slower than the LAN. On

the other hand, only network resources

rely on the VPN connection; all the

work is done by the local machine. 

Security concerns notwithstanding,

RDP is a great tool for giving end-users

remote access. As a result, organizations

often combine the two technologies to

provide greater security and more flexi-

bility. This solution is also preferable if

multiple users need remote access.

As mobility continues to increase,

organizations need to find ways to give

employees remote access to resources

within the network. Armed with an

understanding of the differences

between RDP and VPN, organizations

can choose the right remote access tech-

nologies to meet business needs and

security requirements.

Enabling Remote Access
Today’s mobile employees need remote access but what’s the best way to provide it — RDP or VPN?

I
n today’s “post-PC” world, businesses of all sizes, as

well as policy makers at all levels, need to be ready to

address and manage increasing security and privacy

challenges. That’s the finding of a panel of experts —

including several dozen policy makers, security and pri-

vacy experts, and technology advocates — who partici-

pated in a recent mobile security briefing and discussion

conducted by CompTIA, the IT industry association.

“Mobile technologies are helping to increase produc-

tivity and competitiveness, they are a terrific platform for

innovation, but we must also consider the vulnerabilities

that mobility introduces and be prepared to address

them,” said Todd Thibodeaux, president and chief execu-

tive officer, CompTIA. “With more companies adopting a

‘BYOD’ or bring your own device policy, it’s more critical

than ever that businesses and policy makers consider the

security and privacy implications of these actions.”

According to a recent CompTIA study, more than 70

percent of IT staff surveyed cited security considerations

as the greatest risk involved in supporting mobility. As

mobile devices such as smartphones and tablets extend

both the physical and temporal boundaries of the work-

place, businesses are under increasing pressure to create

new policies and procedures to keep the mobile enterprise

accessible, available and secure.

“We’re seeing greater awareness in the enterprise

space of the need to protect both company-issued and per-

sonal devices. However, a major effort is needed in educa-

tion, research and industry collaboration to counter the

rising threats to mobile security,” said Andrew Hoog,

chief executive officer, viaForensics.

“Mobile devices and working in a mobile environ-

ment opens up new vulnerabilities, particularly in the area

of privacy. Having clear industry best practices can help

establish guidelines for and encourage good, pro-con-

sumer behaviors,” said Allan Friedman, PhD, research

director for the Center for Technology Innovation at

Brookings Institution.

The CompTIA study found that 84 percent of those

surveyed use their smartphones for light work such as

email or web browsing, while tablets had even wider

range of uses. CompTIA regularly benchmarks business

attitudes, purchase plans and technology preferences to

help inform the business strategy of its member companies

and public policy development.

Experts Call for Industry Best Practices As Increasing
Adoption of Mobile Technologies Raises New Concerns 
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E-Gov Satisfaction Hits New High

T
he American public is happier than ever with e-government initiatives,

according to a new survey by the government analytics firm ForeSee.

Customer satisfaction with federal government web sites climbed 0.7

percent in the second quarter of this year, reaching a new all-time high of 75.6

on the American Customer Satisfaction Index (ACSI) 100-point scale.

Three web sites from the Social Security Administration top the list:

iClaim web site (92), Retirement Estimator web site (90), and Medicare Pre-

scription Drug Plan Costs (90).

Despite steady progress in satisfaction with government web sites, the firm

said there is still much room for improvement.

“Customers already interact with friends, family, companies and brands

on multiple platforms. As consumers access the web from mobile devices in

greater numbers, it is natural for them to expect to interact no differently with

the government,” ACSI Founder Claes Fornell said in a press release. “The

federal government needs to connect with its users on multiple platforms or

risk alienating them.”  

Healthcare Social Media Lagging 

S
ocial media is changing the nature of healthcare interaction, and health-

care organizations that ignore this virtual environment may be missing

opportunities to engage consumers, according to a new report by the

Health Research Institute (HRI) at PricewaterhouseCoopers (PwC).

PwC says that hospitals, insurers and pharmaceutical manufacturers can

benefit from the interactive nature of social media. Insights from social media

offer instant feedback on products or services along with new ideas for innova-

tion that could lead to higher-quality care, more loyal customers, efficiency

and even revenue growth. 

“Social media is another source of business intelligence that provides

information at the aggregate level, not only about what consumers like, but

what they need, how they behave and when their experiences demand an

immediate response,” said Daniel Garrett, U.S. Health Information Technol-

ogy leader, PwC. “Health organizations can engage IT to integrate social data

intelligence with existing systems and processes, yet most are still struggling

with how to manage the data from their own clinical systems.”

Semiconductor Revenue Growth Likely

S
emiconductor revenues worldwide will grow 4.6 percent in 2012 to

$315 billion according to a mid-year 2012 update from International

Data Corporation (IDC). IDC also forecasts that semiconductor rev-

enues will grow 6.2 percent to $335 billion in 2013 and grow at a compound

annual growth rate (CAGR) of 4.8 percent from 2011 to 2016, reaching $380

billion in 2016. 

Despite ongoing global macroeconomic uncertainties such as the Eurozone

crisis, lower global GDP growth and economic slowing in the BRIC countries

(Brazil, Russia, India and China), current demand remains strong for semicon-

ductors in applications such as smartphones, media tablets and automotive

electronics. Further, there are high expectations for the launch of Microsoft’s

Windows 8 operating system and next-generation smartphones later this year,

which will accelerate semiconductor revenue growth in 2013 and beyond. 

“The cyclical semiconductor downturn that started in the middle of last

year reached bottom in the second quarter of 2012,” said Mali Venkatesan,

research manager for semiconductors at IDC. “Supply constraints on semicon-

ductor products, such as smartphone applications processors and PC discrete

graphics processors based on the most advanced process technologies, are eas-

ing as foundries are bringing more capacity online. Also, the semiconductor

industry has recovered from the flooding in Thailand that held back the supply

of hard drives and PCs.”

hin, uncomplicated, reli-

able and secure. Suitable

for long-term relationship.

Sure, that could

describe a personals ad on

craigslist. But it is also a fairly accurate

representation of thin-client computing.

A recent Thin Client Vendor Landscape

report, published by Info-Tech Research

Group, predicts thin clients will con-

tinue to entice enterprises away from

traditional desktops because of their

security and cost benefits. Thin clients

are less expensive, are more reliable and

generally require less power than PCs.

“Going thin is about more than sav-

ing on electricity bills — the projected

benefits go well beyond that. But cost is

one benefit businesses are unlikely to

ignore,” said Laura Hansen-Kohls,

senior research analyst for Info-Tech

Research Group. 

Thin clients are the ideal partners

for desktop virtualization solutions, in

which the desktop environment, applica-

tions and data reside on a centralized

server. A thin client has its own mem-

ory, processor and network connectivity

but no hard drive — or any of the bag-

gage that goes with it. IT is freed from

the tasks of patching operating systems,

installing and updating applications, and

ensuring that data is protected on each

and every desktop. And as they face the

prospect of upgrading to Windows 7

and/or Windows 8, more organizations

may embrace the thin-client alternative. 

However, there is a fresh face in

town that is attracting a lot of attention.

So-called zero-client or ultra-thin-client

solutions take thin-client computing to

the next level. Which will win the hearts

of desktop administrators?

A Lot of Experience

Thin clients have been around for a

while. In fact, the thin-client computing

concept grew out of the old mainframe

environment, in which “dumb termi-

nals” provided the interface to central-

ized applications. And “interface” pretty

much describes a thin client’s function.

In essence, a thin client accepts the user’s

keystrokes and mouse movements and

sends them to the application, then

accepts the application’s video output

and displays it for the user.

Thin clients began seeing renewed

interest as relief for the high cost of PC

management and support, but their

mainframe legacy tarnished their reputa-

tion somewhat. Critics saw them as

character-oriented devices unsuited to

today’s graphics-intensive environment.

It takes more processing power and

bandwidth to process graphics, and

more still to handle multimedia, offset-

ting some of the benefits of thin-client

computing.

However, thin clients have contin-

ued to evolve along with the market-

place. The leading manufacturers of

thin-client solutions offer an array of

options suited to a variety of end-user

and application requirements. Some sup-

port Windows and Linux operating sys-

tems as well as specialized “thin” OSs.

The most powerful provide support for

voice, video and rich media, multiple

displays, wireless connectivity, and

more. These solutions provide a robust

end-user experience while enabling orga-

nizations to capitalize on desktop virtu-

alization.

Low Maintenance
Of course, not every end-user needs

those kinds of features. If the key is to

minimize desktop acquisition and

administration costs, it’s important to

select the simplest device for each appli-

cation. And with no memory, processor

or operating system, the zero client is

about as uncomplicated as it gets.

The zero client is essentially a con-

nectivity device optimized for the desk-

top virtualization environment. Zero-

client solutions include software that

runs inside each user’s virtualized desk-

top and routes data to and from a zero-

client device, which typically includes an

Ethernet jack, a VGA plug, audio input

and output connections and USB con-

nectors for input devices. Direct connec-

tivity between the zero client and the

host software eliminates the need for

network protocols that can increase net-

work overhead and degrade perfor-

mance.

Zero clients offer all of the benefits

of thin clients, with a lower cost per

unit. What’s more, zero clients consume

much less power than their thin client

and PC counterparts — some as little as

three watts.

Neither thin clients nor zero clients

are right for everyone. They’re not suffi-

cient for power users who need to do a

lot of local processing with applications,

for example. But for many organizations

seeking to control costs, improve secu-

rity, reduce energy consumption and

streamline desktop management, thin-

client and zero-client computing is a

match made in heaven.

Flirting with Change
Are thin-client or zero-client computing
a match for your environment?

T
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Navigate the crossroads
of IT Service Management
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FTC Slams Unapproved Mobile Charges

T
he “cramming” of unauthorized charges on wireless phone bills poses a

serious problem for American consumers, and wireless providers

should be required to give customers the option to block all third-party

charges from their bills, according to a recent statement from the Federal

Trade Commission (FTC). The remarks came in response to a “request for

comment” by the Federal Communications Commission (FCC).

Over the past few years the FTC and FCC have reviewed thousands of

complaints about unauthorized third-party charges on wireless bills. The FTC

stopped short of recommending a ban or default blocking of third-party

billing, noting that it can be a legitimate platform for consumers to fund

mobile payments. However, the FTC said that some basic consumer protec-

tions are needed in the mobile billing space.

“At a minimum, all wireless providers should offer their customers the

ability to block all third-party charges,” the comment states. “Wireless

providers should clearly and prominently inform their customers that third-

party charges may be placed on the consumers’ accounts and explain how to

block such charges at the time accounts are established and when they are

renewed.  And wireless providers should provide a clear and consistent process

for customers to dispute suspicious charges placed on their accounts and

obtain reimbursement.  The FTC believes that such measures should be man-

dated by law or regulation to ensure that consumers have baseline protec-

tions.”

Cars May Soon ‘Talk’ to 911 

T
he recent announcement of technical standards for the collection and

transmission of vehicle crash information among multiple emergency

responders is paving the way for pilot programs that would allow vehi-

cles to immediately “tell” 911 call centers when there is a crash.

Following a two-year effort to develop the standards, the Association of

Public-Safety Communications Officials International (APCO) recently

approved the Vehicular Emergency Data Set (VEDS).  The standards would

allow vehicles with in-car communication and security systems such as OnStar

to directly send automatic crash notifications to a 911 call center.

A key catalyst for VEDS is the emerging deployment of Advanced Auto-

matic Crash Notification by telematics service providers, such as OnStar and

Agero, who provide crash severity information. These companies along with

Hughes Telematics and Ford Motor actively participated in the development

of the VEDS documentation.

“VEDS is a visionary document that demonstrates APCO’s commitment

to get ahead of deployments in digital technology by identifying only those

data elements that are important to multiple responders after a vehicle crash,”

said APCO President Gregg Riddle. 

NYC Puts Wi-Fi at Phone Booths

T
he phone booth may become relevant again. New York City officials

recently announced a pilot program to provide free public Wi-Fi at

public pay telephone installations across the city’s five boroughs. New

Yorkers and visitors are now able to connect free-of-charge using their smart-

phones, tablets and other Wi-Fi-enabled devices. Access is currently available

at 10 locations, with additional hotspots to follow in the coming months.

There are approximately 12,000 payphone kiosks in New York City.

Under the pilot program, the kiosks are fitted with antennas that create Wi-Fi

hotspots providing free wireless service up to 300 feet away.

Expanding Wi-Fi service in New York has been a priority for Mayor

Michael Bloomberg. The city has partnered with AT&T on a five-year project

to provide free Wi-Fi at 26 locations in 20 parks throughout the city.

“Expanding public access to broadband technology across the five bor-

oughs, be it wired or wireless, is at the heart of the Bloomberg Administra-

tion’s efforts to promote greater digital inclusion for New Yorkers,” said

NYC’s Chief Information and Innovation Officer Rahul Merchant. “(This)

announcement does just that, while also allowing us to enhance existing

telecommunications infrastructure – public payphones – in an innovative way.

As we begin assessing the future of the payphone in New York City, this pilot

should help us gauge public interest in the amenities the next generation of

devices might offer.”

H
ere’s yet another rea-
son to be careful what
you post on Facebook:
An increasing number
of companies are plan-

ning to monitor employees via social
networks in order to spot security
breaches, data leaks and other potential
risks.

Less than 10 percent of organiza-
tions currently engage in social media
monitoring as part of their security pro-
grams, although many use such tech-
niques as part of brand management
and marketing. However, monitoring
employee behavior in digital environ-
ments is on the rise, with 60 percent of
corporations expected to implement
formal programs for monitoring exter-
nal social media for security breaches
and incidents by 2015, according to
Gartner, Inc.

“The growth in monitoring
employee behavior in digital environ-
ments is increasingly enabled by new
technology and services,” said Andrew
Walls, Gartner research VP. “Surveil-
lance of individuals, however, can both
mitigate and create risk, which must be
managed carefully to comply with ethi-
cal and legal standards.”

Conflicting Interests
To prevent, detect and remediate

security incidents, IT security organiza-
tions have traditionally focused atten-
tion on the monitoring of internal infra-
structure. The impact of IT consumer-
ization, cloud services and social media
renders this traditional approach inade-
quate for guiding decisions regarding
the security of enterprise information
and work processes. 

“Security monitoring and surveil-
lance must follow enterprise informa-
tion assets and work processes into
whichever technical environments are
used by employees to execute work,”
said Walls. “Given that employees with
legitimate access to enterprise informa-
tion assets are involved in most security
violations, security monitoring must
focus on employee actions and behavior
wherever the employees pursue busi-
ness-related interactions on digital sys-
tems.”

The popularity of consumer cloud
services, such as Facebook, YouTube
and LinkedIn, provides new targets for
security monitoring, but surveillance of
user activity in these services generates
additional ethical and legal risks. There
are times when the information avail-
able can assist in risk mitigation for an
organization, such as employees posting

videos of inappropriate activities within
corporate facilities. However, there are
other times when accessing the infor-
mation can generate serious liabilities,
such as a manager reviewing an
employee’s Facebook profile to deter-
mine the employee’s religion or sexual
orientation in violation of equal
employment opportunity and privacy
regulations. 

“The conflicts involved were high-
lighted through recent examples of a
small number of organizations request-
ing Facebook login information from
job candidates,” said Walls. “Although
that particular practice will gradually
fade, employers will continue to pursue
greater visibility of social media conver-
sations held by employees, customers
and the general public when the topics
are of interest to the corporation.”

Too Much Information?
A wide range of products and ser-

vices have emerged to support these
actions and many public relations firms
provide social media monitoring as a
standard client service. Security organi-
zations are beginning to see value in the
capture and analysis of social media
content — not just for internal security
surveillance but also to enable detection
of shifting threats that impinge on the
organization. These might be physical
threats to facilities and personnel
revealed through postings concerning
civil unrest, or it may be threats of logi-
cal attacks by hacktivists. Early detec-
tion of shifting risks enables the organi-
zation to vary its security posture to
match and minimize negative impacts. 

“The problem lies in the ability of
surveillance tools and methods to pro-
duce large volumes of irrelevant infor-
mation,” said Walls. “This personal
information can be exposed acciden-
tally or become the target of voyeuristic
behavior by security staff.”

There are a number of important
issues that also need to be considered.
Automated, covert monitoring of com-
puter use by staff suspected of serious
policy violations can produce hard evi-
dence of inappropriate or illegal behav-
iors, and guide management response,
but it might also violate privacy laws.
In addition, user awareness of focused
monitoring can be a deterrent for illicit
behavior, but surveillance activities may
be seen as a violation of legislation, reg-
ulations, policies or cultural expecta-
tions. There are also various laws in
multiple countries that restrict the legal-
ity of interception of communications
or covert monitoring of human activity.

The Boss Is Watching
Gartner says more employers are
monitoring employee behavior online.
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C
ybercriminals today are increasingly

leveraging malware, bots and other

forms of sophisticated threats to

attack organizations for various rea-

sons — from financial gain and dis-

ruption of business operations to data theft or attacks

driven by political agendas. A recent survey by Check

Point Software Technologies found that 65 percent of

targeted attacks were motivated by financial fraud and

resulted in business disruption and the loss of sensitive

information, including intellectual property and trade

secrets. 

Regardless of motivation, new variants of mal-

ware are being generated on a daily basis, often target-

ing multiple sites and organizations to increase the

likelihood of an attack’s initial success and the poten-

tial for threats to spread quietly throughout an organi-

zation. The Check Point report, “The Impact of

Cybercrime on Businesses,” found that companies

report an average of 66 new security attack attempts

per week, with successful incidents costing businesses

anywhere from $100,000 to $300,000. Among the list

of top threats, Denial of Service (DoS) attacks were

said to pose the greatest risk to organizations.

“Cybercriminals are no longer isolated amateurs.

They belong to well-structured organizations, often

employing highly skilled hackers to execute targeted

attacks, many of whom receive significant amounts of

money depending on the region and nature of the

attack,” said Tomer Teller, security evangelist and

researcher at Check Point Software Technologies.

“Cybercrime has become a business. With bot toolkits

for hackers selling today for the mere price of $500, it

gives people insight into how big the problem has

become, and the importance of implementing preemp-

tive protections to safeguard critical assets.”

Seeking Valuable Data

According to the survey, SQL injections were

cited as the most serious types of attacks organizations

had experienced in the last two years, and more than

one-third of respondents had each experienced

advanced persistent threats (APTs), botnet infections

and DoS attacks. Following investigations of targeted

threats, respondents reported the biggest consequences

were a disruption to their business and the loss of sen-

sitive data and intellectual property. 

“For the most part, the goal of attackers is to

obtain valuable information. These days, credit card

data shares space on the shelves of virtual hacking

stores with items such as employee records and Face-

book or email log-ins, as well as zero-day exploits that

can be stolen and sold on the black market ranging

anywhere from $10,000 to $500,000,” added Teller.

“Unfortunately, the rate of cybercrime seems to be

climbing as businesses experience a surge in web 2.0

use and mobile computing in corporate environments

— giving hackers more channels of communication

and vulnerable entry points into the network.”

“Companies are constantly facing new and costly

security risks from both internal and external sources

that can jeopardize the business,” said Dr. Larry

Ponemon, chairman and founder, Ponemon Institute.

“While the types of threats and level of concern com-

panies have may vary across regions, the good news is

that security awareness is rising. Across the board, C-

level executives reported high levels of concern about

targeted attacks and planned to implement security

precautions, technology and training to mitigate the

risk of targeted attacks.”

Risks by the Numbers

Following investigations of cyber attacks within

organizations surveyed, the majority of respondents

reported financial fraud (65 percent) as the cybercrim-

inal’s primary motivation, followed by intent to dis-

rupt business operations (45 percent) and stealing cus-

tomer data (45 percent). Approximately 5 percent of

security attacks were estimated to have been driven by

political or ideological agendas.

On average, respondents reported SQL injections

as the most serious security attacks experienced in the

last two years, and more than one-third of respon-

dents said they experienced APTs (35 percent), botnet

infections (33 percent) and DoS attacks (32 percent).

While the majority of companies have important secu-

rity building blocks in place, such as firewall and

intrusion prevention solutions, less than half of com-

panies surveyed have advanced protections to fight

botnets and APTs.

Survey participants estimated a single, successful

targeted attack costs an average of $214,000. Esti-

mates include variables such as forensic investigation,

investments in technology and brand recovery costs.

When asked to rank employee activities that pose

the greatest risk, all regions unanimously cited the use

of mobile devices — including smartphones and tablet

PCs — as the biggest concern, followed by social net-

works and removable media devices such as USB

sticks. Only 64 percent of companies say they have

current training and awareness programs in place to

prevent targeted attacks.

Cybercriminals are focused on valuable data that

is worth the time and risk; therefore, it has become

imperative for enterprises to focus their security

efforts there as well. Businesses should start by identi-

fying critical data and assets and enforce multilayered

threat prevention. While thousands of companies have

already been targets of bots and advanced threats,

businesses have the responsibility to stop it from

spreading. 
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TRANSFORMING IT
Emtec, Inc. is an integrated IT solutions, services and systems provider driven by a singular
mission: to help major organizations across a broad range of sectors realize fast and full
return on their IT investments. 

Our solutions offerings span the entire IT lifecycle, from IT Consulting and Application
Services to Infrastructure Services and Cloud Solutions.  

In short, we help you plan, procure, integrate, implement, manage and maintain IT to align
with your business goals.  We do that by combining the latest knowledge with proven IT
products and systems from world-leading partners – and we have the consulting, engineering
and technical expertise, resources, and personnel to efficiently handle projects of any size
and complexity. 

Our commitment to delivering IT solutions, systems and services of the highest standard is
reflected in our ISO 9001 certification.  Let Emtec help you transform IT into an investment
that returns true value to your organization. 

IT CONSULTING
� IT Strategy & Planning
� IT Performance & Governance
� IT Process Improvement
� IT Security & Compliance

APPLICATION SERVICES
� Development, Maintenance & Support
� Package Implementation (ERP, CRM)
� Validation & Verification 
� Information Management & Business

Intelligence

INFRASTRUCTURE SERVICES
� IT Service Management
� Procurement & Lifecycle Services
� Infrastructure Optimization
� Managed Services

CLOUD SOLUTIONS
� Cloud Strategy
� Cloud Development
� Infrastructure Optimization

LEARN MORE ABOUT OUR EXPANDED OFFERINGS AT:

W W W. E M T E C I N C . C O M
W W W. E M T E C F E D E R A L . C O M

OR CALL US AT:
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