
I
n today’s digital economy,

most organizations don’t

have any trouble accumulat-

ing data. The problem is how

to take this data and develop

information that can be used

for business insight.  

For example, businesses have

spent billions on enterprise resource

planning (ERP) and customer relation-

ship management (CRM) applications

only to find that while these systems

effectively manage and produce data,

they don’t lend well in supporting

insightful reporting. Generating useful

reports becomes a tedious external

process of pulling data from multiple

sources and then manually creating

spreadsheets, charts and graphs —

many of which are already out of date

by the time they’re finished.

The experts in Emtec’s Informa-

tion Management practice show orga-

nizations how to unlock the value of
data trapped in their information
architecture in order to get actionable
data quickly.

“We specialize in developing data
integration and business intelligence
solutions that give our clients the abil-
ity to understand and use information
relevant to their operations,” said Saj
Patel, Managing Director of Informa-
tion Management Practice, Emtec Inc.
“The ultimate goal is to improve your
ability to make informed decisions
that will translate into increased prof-
itability and greater opportunity.”

Advanced Analysis

That’s why one of the world’s
largest distributors of distilled bever-
ages called on Emtec last year for
guidance with respect to the architec-
ture and implementation of two key
projects designed to deliver faster and
more robust sales reporting. 

Like most large enterprises, the
client had been accumulating opera-
tional data for years. SAP, legacy ERP
and several external sources provide
the bulk of sales related content.
Although with many limitations, the
client was able to slice and dice this
information for some strategic benefit
through a number of very loosely con-
nected and independent home-built
solutions.  However, they now wanted
to use that information to more tacti-

cal advantage, integrating the informa-
tion directly within key business
processes for much improved and
timely decision-making. 

In the initial engagement, the
client was looking for help with the
development of a solution to support
its national accounts team, which is
responsible for sales to large chains
that sell or serve its products across
the country. The company’s IT team
had already settled on a new BI frame-
work based on the SAP BusinessOb-
jects toolset, but it sought Emtec’s
expertise to develop a reporting data
mart for the integration of key sales
data.
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T
he consumerization of IT across
enterprise-scale organizations has
reached a tipping point where main-
stream IT organizations are recogniz-
ing that they can no longer ignore the
transformational impact of consumer

technologies in the enterprise. A new IDC global sur-
vey of IT decision makers and consumer IT users finds
that consumer use of smartphones, social networks
and cloud services are fundamentally changing the
way organizations do business.

The study, titled “IT Consumers Transform the
Enterprise: Are You Ready?” reveals that IT con-
sumerization creates many new opportunities, includ-
ing increased employee productivity, improved cus-
tomer interactions, and faster and more agile business
operations and decision-making. At the same time,
however, it results in significant IT management and
security challenges. 

“Today’s CIOs have an opportunity to lead both
business and IT innovation as they help their organi-
zations decide how to best exploit the trend towards
consumerization and personalization of IT,” said
Crawford Del Prete, IDC’s Chief Research Officer.
“CIOs are being called upon to do more than just
maintain IT operations behind the firewall. In the face
of rapid and intense consumerization of IT, CIOs are
being called upon to work closely with business deci-
sion-makers to create safe, secure, well-managed envi-
ronments that allow the company to communicate
and collaborate with customers and employees any-
time, anywhere. 

“CIOs need to lead the charge in order to ensure
that customers are engaged, confidential data is pro-
tected, employee productivity is enabled, and the
enterprise is getting the greatest return possible on
every IT dollar it spends.”

Taking the Lead
The study found that different IT decision-makers

are using different tactics to address these rapid-fire
changes in their customer and employee expectations.
One group of thought leaders, representing 19 percent
of the total sample of IT decision makers surveyed,
was found to be particularly proactive in getting
ahead of the curve of consumer-driven IT. This group
generally emphasizes the need for the IT organization
to work closely with business decision-makers to
aggressively integrate consumer technologies into a
wide range of customer-facing programs and internal
business initiatives. 

This group of “leaders” can be contrasted with
more mainstream organizations that described them-
selves as market followers, or ones that prefer to let
business decision-makers lead the charge without
assistance from the IT team. The idea is that these
decision-makers tend to be further along in exploiting
the potential advantages of IT consumerization. 

The research indicates the leaders group is more
likely to realize greater benefits from their investments
than the mainstream “followers.” For example, 45
percent of leaders report they are experiencing
improved customer satisfaction and loyalty by using

social networks and rich media, compared to 31 per-
cent of the mainstream group. Approximately one-
third (32 percent) of leaders say they are seeing
increased market share due to their use of social net-
works and rich media, compared to 20 percent of the
mainstream group, and 32 percent note they are see-
ing greater penetration into new geographies, com-
pared to 20 percent of the mainstream group.

The Public Cloud
Similarly, these proactive leaders are experiencing

significant benefits from the use of public cloud ser-
vices. Specifically, among the 616 organizations in the
survey that are using public cloud services, 45 percent
of leaders are reporting they are able to reduce IT
staff, full-time employees and/or training expenses
using public cloud services, versus 35 percent of main-
stream organizations. 

Thirty-six percent of leaders are seeing improved
competitive positioning from their use of public cloud
services, compared to 28 percent of the mainstream
sample. In addition, 36 percent of leaders see an
improved ability to deal with spikes in demand using
public cloud services, compared to 26 percent of
mainstream organizations. One-third of leaders expe-
rience better end-to-end application performance
using public cloud services, compared to 24 percent of
mainstream organizations.

While these trends were consistent around the
world, the survey did show some international vari-
ability. Among U.S.-based IT decision-makers cur-
rently using public cloud services, 42 percent said they

were seeing reductions in IT staff expenses, full-time
employees, and/or training costs, compared to 37 per-
cent of the total sample (including the U.S. respon-
dents).

Key Concerns
The experiences of the leaders provide important

lessons for mainstream IT and business decision-mak-
ers who are just now moving to fully exploit the busi-
ness opportunities created by the IT consumerization.
Specifically, these experienced leaders point to the
need to address a number of concerns. 

Among organizations currently using public cloud
services, data protection and backup frequency and
accuracy in public cloud deployments are an issue for
42 percent of leaders, compared with 32 percent of
mainstream organizations. Among all organizations
surveyed, 31 percent of leaders are concerned about
providing a consistent user experience to customers
via social networks across all devices or browsers,
compared with 26 percent of mainstream organiza-
tions. Forty-one percent identify the ability to guaran-
tee an end-to-end user experience via mobile devices
as one of their biggest challenges that result from cus-
tomer use of mobile devices. 

“The experience of these proactive leaders shows
that IT and business collaboration is critical in order
for CIOs to cost-effectively and proactively manage,
control and secure their IT environments at a time
when mobility, personalization, cloud and social
media are rapidly shifting business requirements,” said
Del Prete.

IT Consumerization at ‘Tipping Point’
Smart phones, social networks and cloud services are changing the way organizations do business.

T
he growing deployment of wireless and
wired connectivity globally is fueling a con-
sumer revolution that will drive $2 trillion

in technology spending by 2014, IT research firm
Yankee Group predicts. Ubiquitous connectivity,
truly mobile devices, content in the cloud and a
plethora of apps are enabling consumers to live,
work and play on the go. In this new environment,
consumers are the new power brokers: They decide
which technologies and experiences succeed — and
which ones don’t. 

Yankee Group calls this the era of the con-
nected user. Its new report, “The Next Tipping
Point: The Connected Experience,” defines how the
connected-user experience is driving not only tech-
nology spending, but also technology innovation. 

“Gone are the days when IT departments were
the sole drivers of demand for new technology.
Today, consumers and workers are driving demand
and pushing technology into enterprises — shifting
trillions of dollars in business with them in the

process,” said Gigi Wang, chief research officer at
Yankee Group. 

Yankee Group focuses its research and analyt-
ics on the attitudes, behaviors and usage patterns
of mobile users. For the last several years, the firm
has been tracking the tipping point of ubiquitous
connectivity — what it calls “Anywhere” — when
a region’s number of broadband lines exceeds its
population. Today nine countries have passed that
tipping point, and by 2014, 30 countries around
the globe will be Anywhere. 

“We believe connectivity has become funda-
mental — like electricity — and, as a result, it is
creating an even more powerful revolution,” said
Carl Howe, director at Yankee Group and author
of the report. “At Yankee Group, we believe the
revenue impact of Connected Experience will be
bigger than the PC, bigger than the Internet and
even bigger than Anywhere. Its effects will be felt
by families, societies and governments across the
globe.”

Consumers Will Drive $2 Trillion 
Technology Market by 2014
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“They wanted a solution with the
flexibility to leverage the various levels
of information available on sales —
both actual and forecast — from within
the organization and from external
sources,” said Peter Lepine, Managing
Director of Information Management
Practice, Emtec. “The integration of
internal and external sales data was
critical for a complete sales picture.
Although the solution was regarded as a
data mart, it fundamentally required a
complete data warehouse solution due
to the implementation of new technolo-
gies and the new design approaches.”

The key piece of this effort was the
design of a layered data architecture to
ensure that information from these mul-
tiple sources was properly integrated
and presented for use in the most flexi-
ble manner.  The data was captured at a
transaction level, effectively integrated
with other data to create meaningful
information and then presented with
dimensional flexibility to allow the
business to slice and dice information in
the manner that supports their opera-
tional and analytical needs.    

“It gives them the ability to extract
meaning from their data. They can mine
the raw data they obtain from multiple
sources to expose patterns of customer
behavior and make informed business
decisions,” said Saj Patel. “This insight
into market trends and customer habits
can help them identify cost-cutting
ideas, uncover new business opportuni-
ties, effectively develop sales plans and
targets, develop crossover sales leads,
react quickly to retail demand, optimize
prices and more.”

Success Breeds Success
Around the same timeframe of that

project, the client began an internal pro-
ject to improve its reporting solution for
delivering key metrics for the regional
sales teams.  Whereas the national
accounts team had a broader focus on
large customers spanning multiple
regions and states, the regional sales
team focused on sales for their indepen-
dent areas. This was a tactical initiative
to rehost the existing reporting environ-
ment for improved automation and
control. However, the client began to
reevaluate that approach only a few
months later. 

The organization found that the
rehosted environment could not easily
support the changing demand for
enhanced key performance indicators

(KPIs) that were now required for

regional sales. Considerable changes to

the overall architecture would be

required to support these new require-

ments. Rather than continuing to invest

in that solution, the firm sought Emtec’s

help in implementing a new solution

that would mimic the framework that

Emtec had developed for the national

accounts team prior.

“The success of the previous pro-

ject and our subject-matter expertise

with the company and its data proved

to be very valuable,” said Peter Lepine.

“They asked us to establish the baseline

for the solution, which included defin-

ing all requirements, and then design

the overall solution, the data architec-

ture and the reporting framework.”

Working collaboratively with the

client’s IT and business teams, Emtec

documented the requirements for data

from multiple sources, clarified the vari-

ous reports and level of analysis that

would be required by the sales team.

This included itemizing the individual

characteristics of each report and work-

ing with users to refine the delivery of

the content.

Based on these requirements, Emtec

designed the data models for the trans-

actional and dimensional layers in the

database. Since internal and external

sales data was necessary to support the

requirements, the integration of this

content along the right dimensions was

critical. Dimensions and hierarchies had

to be reconciled and modeled correctly

to represent the main metrics at the

right level and allow the business teams

to view the information at the various

levels necessary for their KPIs.

‘Information is Power’
After verifying the data require-

ments, Emtec produced the overall solu-

tion design, developed the data architec-

ture and designed the initial Business

Objects reporting universe to accelerate

the development process.  Once Emtec

completed the initial phase, the project

was transitioned to the client-led teams

that were responsible for completing the

data integration detailed design, ETL

and report development, test and imple-

mentation.  Emtec provided transitional

support and oversight during the over-

lap handoff period.

The end result is that the client’s
national and regional sales teams now
have an extremely user-friendly data
reporting mechanism that is powerful
enough to conduct fairly complex ana-
lytics. Query and analysis tools allow
users to extract business information
and answer ad hoc questions them-
selves, without advanced knowledge of
the underlying data sources and struc-
tures. Interactive visual models allow
anyone to quickly take the information
on key performance indicators and
develop engaging business presentations
with dynamic charts and graphs to inte-
grate into operational business func-
tions. 

“Information is power,” said Saj
Patel. “That’s been the promise of IT
for a long time, but it is not delivered
systematically very often. Unfortunately
companies struggle to provide tools that
business users can actually use on their
own and allow IT to get out of the way.
At Emtec, we take pride in helping our
clients create an environment where you
can get to the data you need and truly
see how the business is doing. We help
create a more self-service environment.
Information allows for insight, and
insight leads to opportunity.”

COVER STORY
continued from page 1

“At Emtec, we take pride in helping our clients create an

environment where you can get to the data you need and

truly see how the business is doing.”
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C
onsidered by most tech-
nology historians to be
the original “killer app,”
the electronic spreadsheet
almost immediately

changed the personal computer from
merely a hobby for computer enthusi-
asts into a serious business tool.  In the
32 years since the first commercial
spreadsheet, VisiCalc, went on sale,
spreadsheets have become ubiquitous —
used by organizations of all sizes across
all sectors for data analysis and report-
ing.

Microsoft Excel has long been the
reigning king of spreadsheet programs,
in use on 500 million desktops around
the world. The research firm Forrester
estimates that up to 80 percent of enter-
prise organizations use Excel spread-
sheets for critical reporting functions.

Is the spreadsheet still the best way
to analyze and report? Not in today’s
fast-moving business environment,
where organizations need to slice and
dice mushrooming volumes of data to
gain rapid business insight.

A Better Approach
Emtec has developed broad and

deep expertise in providing Business
Intelligence (BI) solutions that allow
companies to mine their raw data for
the kind of insight that helps them iden-
tify cost-cutting ideas, uncover new
business opportunities, develop
crossover sales leads, react quickly to
retail demand, optimize prices and

more. We’ve significantly enhanced our
capabilities with the recent acquisition
of Emerging Solutions and its deep
expertise with Oracle’s Hyperion per-
formance management applications.

Using a proven project methodol-
ogy, Emtec can help our clients imple-
ment a BI environment in which they
gain access to simple tools that allow
them to utilize analytics, set alerts and
get critical feedback in order  to
improve performance. Crucial data that
once was available only to corporate
analysts can be placed into the hands of
business users throughout the organiza-
tion, giving them direct access to infor-
mation they can use to make better
decisions, create more effective plans,
and respond more quickly to problems
and opportunities.

This is a far superior approach to
the widespread use of spreadsheets,
which are notoriously prone to errors.
Accounting giants PricewaterhouseC-
oopers and KPMG International esti-
mate up to 90 percent of corporate
spreadsheets have material errors, cost-
ing companies up to $100,000 per error

per month. That equals a $10 billion hit
for corporate America each year.

While spreadsheet errors are clearly
a huge financial reporting issue, what
we often fail to consider is what is hap-
pening when managers use these
spreadsheets to contemplate important
decisions. A simple data entry or cut-
and-paste mistake can contaminate an
entire report, as well as every decision
based upon that report.  It’s clear that
these errors can seriously undermine the
operational integrity of many organiza-
tions.

A Case Study
A recent Emerging Solutions

engagement with a national grocery and
supply chain company dramatically
illustrates the effectiveness of our
approach to BI. The client has a dedi-
cated safety department working to
improve safety in their stores.  For
years, the client relied upon manual
spreadsheet reports to monitor and ana-
lyze safety incidents and claims at hun-
dreds of stores across the country. Each
month, IT generated multiple reports
from information stored in several data
silos. These reports were then for-
warded to the corporate safety team,
which merged everything into a single
source.  

Besides being a lengthy and error-
prone manual process, this monthly
practice left the safety team with reports
that lacked any real actionable intelli-
gence. It was impossible to perform any

comparative analysis from month to
month. The organization suffered from
spending too much time on data prepa-
ration and report building, significantly
delaying the process to improve safety
in their stores.

Using its proven project methodol-
ogy, Emerging Solutions crafted a com-
plete BI solution within eight weeks.
The process included extensive analysis
and discovery with the client’s IT team,
stakeholders and power users to ensure
the final solution would address all
issues. Once the system was designed
and built, we engaged in intensive qual-
ity-assurance sessions until the system
tested to the client’s satisfaction.

The client now has the ability to
drill down into data to gain immediate
insight into current safety status, as well
as compare month-to-month figures to
see changes in overall accident fre-
quency. It’s also possible to identify
which stores, if any, need extra training,
technology or tools to reduce incidents
and claims.

Information is power — that has
been the promise of IT for a long time.
By helping clients like the distilled bev-
erage distributor included in this edi-
tion’s feature story and this national
grocery and supply chain, Emtec is
delivering on that promise.

Gaining Business Insight

E
merging Solutions, an Emtec, Inc. company

and leader in IT consulting services, has been

named one of the Chicago Tribune’s Top

Workplaces for 2011.

“Being recognized by the Chicago Tribune as a

Top Workplace is a great honor. We are extremely

proud to receive this recognition, particularly since

our employees were the judges,” said Andee Harris,

Senior Vice President of Marketing, Emerging Solu-

tions. “In order to stay successful; we rely on the

dedication and motivation of our employees.”

In order to find the region’s best places to

work, the Chicago Tribune teamed up with Work-

place Dynamics LLC, a firm that specializes in

workplace surveys, to conduct more than 136,300

anonymous surveys of Chicago-area businesses

completed by the employees themselves. Out of

1675 of Chicago area companies that were asked to

participate in the program, 100 companies were

selected for the Top Workplaces award.

The awards are determined by a 22-question

survey completed by employees of the company.

Results are measured by the total percentage of

employee participation and overall responses within

six key factors including: direction, execution,

career, conditions and managers and benefits and

pay. According to the survey, when it comes to its

employees, Emerging Solutions excels at career

opportunity and advancement, workplace flexibil-

ity, compensation and benefits.

“Emerging Solutions empowers me to be the

master of my own destiny. They allow me flexibility

and encourage me to be a leader and value my
expertise,” says one employee that was surveyed.
“Emerging Solutions expects a lot from consultants
in the workplace, but totally understands that an
employee’s personal life is most important. ES co-
workers, managers and partners know and care
about people’s personal lives and that makes a dif-
ference when it comes to their approach to our
work and priorities.”

Emerging Solutions is involved in continuous
efforts to benefit the communities it serves. They are
avid supporters of Children’s Memorial Hospital
and take part in Habitat for Humanity and the
Chase Corporate Challenge every year. Not only do
these efforts benefit the community, they also pro-
vide the chance for each employee’s personal
growth.

Emerging Solutions Named to Chicago Tribune’s Top Workplaces
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T
he transition from the
PC Era to the Cloud Era
is expected to fuel a
massive build-out in
cloud infrastructure, cre-
ating a new market pro-

jected to exceed $11 billion by the end
of 2014, according to industry analysts.
Technology research firm In-Stat pre-
dicts that enterprise spending on public
cloud computing services will expand
139 percent from 2010 to 2011 alone. 

The rise of cloud computing can be
attributed in large measure to virtualiza-
tion. The ability to virtualize multiple
servers on a single piece of hardware
makes it possible to build out public and
private cloud infrastructures capable of
supporting a wide range of IT services.
Virtualization also helps enable a key
benefit of cloud computing — the ability
to scale the infrastructure up or down on
demand.

But some experts say this is just the
first step toward cloud computing. Ulti-
mately, cloud computing environments
will not consist of a traditional enter-
prise server virtualization platform with
cloud management layered on top. They
will run on platforms designed from the
ground up to deliver cloud services in
the simplest and most cost-effective way.
The world’s largest and most successful
public clouds are already built this way.

A key element of this architecture is
open-source software (OSS). OSS is
licensed in such a way that enables users
to copy it, redistribute it and make
improvements to it, fostering a “commu-
nity” paradigm that encourages pro-
grammers to voluntarily contribute to
the software. The goal is to reduce costs,
speed the cycle of new releases and
enhancements, and encourage innova-
tion. Because open-source licensing
schemes generally prohibit the addition
of any proprietary components, it also
helps free organizations from the vendor
lock-in and inflexibility associated with
proprietary solutions. These features
make OSS ideally suited to the cloud
environment. 

Slow Uptake
Back in 2005, Gartner listed OSS as

one of the year’s Hottest IT Topics and
Trends. The esteemed research firm pre-
dicted that 95 percent of Global 2000
organizations would have formal OSS
acquisition and management strategies
by 2008, and that OSS would directly
compete with closed-source products in
every software infrastructure market. By

2010, the research firm said, IT organi-
zations in Global 2000 companies would
consider OSS in 80 percent of their
infrastructure-focused software invest-
ments and 25 percent of their business
software investments.

Things didn’t quite turn out that
way. A recent Gartner survey found that
while more than half of organizations
surveyed have adopted OSS as part of
their IT strategy, just 22 percent of
respondents were adopting OSS consis-
tently in all departments. A much-higher
number (46 percent) used OSS in specific
departments and projects, and 21 per-
cent revealed that they were in the
process of evaluating the advantages of
OSS usage. Only one-third of responding
organizations had a formal OSS policy
in place.

At the same time, however, more
organizations are looking to OSS for
competitive advantage rather than as a
source for no-cost software. Nearly one-
third of respondents cited benefits of
flexibility, increased innovation, shorter
development times and faster procure-
ment processes as reasons for adopting
OSS solutions.

“Gaining a competitive advantage
has emerged as a significant reason for
adopting an OSS solution, suggesting
that users are beginning to look at OSS
differently — if they can customize the
code to make it unique to their com-
pany, they have created a competitive

advantage,” said Laurie Wurster,
research director at Gartner. “Although
a search for reducing costs by adopting
OSS continues to be a major driver, with
this survey we see more respondents
looking at OSS as having much-greater
value than simply getting something for
free.”

The key corporate-wide, Gartner-
defined initiatives supported by the use
of OSS are: data management and inte-
gration; and application development,
integration, architecture, governance
and/or overhaul. Other key initiatives
supported by OSS are business process
improvement or reengineering; security,
risk and/or compliance; data center
modernization and consolidation; and
virtualization.

Use the Source
Many businesses are already using

open-source software — often without
even realizing it. The Linux operating
system, Apache Web server and mySQL
database are some of the best-known
examples of open-source software. Of
course, there is open-source software for
virtually everything, from email to word
processing to accounting and more.

Most of these solutions are available
for free download, although vendors
often charge for support and other add-
ons. However, the benefits of open-
source software extend beyond free
licenses. Most OSS is built upon industry

standards and benefits from the contri-
butions of the development community.
Bugs and security flaws tend to be fixed
rapidly, and access to the source code
also enables organizations to customize
the code to meet specific needs. 

OSS poses some unique legal chal-
lenges, most of which come into play
when an organization modifies the code.
Because any code added to an open-
source application must be made open
source and included in any subsequent
distributions, there is the risk of an orga-
nization exposing its intellectual prop-
erty if the code is to be distributed. Fork-
ing is another concern with open-source
software. An application is said to fork
when the development community
becomes divided as to the direction
development should take. Development
may stop, the technical direction of the
software may change dramatically or
multiple versions may evolve. 

Despite these risks, OSS is clearly
the wave of the future and organizations
should start looking for ways to weave
OSS into their IT infrastructures. The
amount of OSS in enterprise software
portfolios has increased with each Gart-
ner OSS survey taken in the past five
years, from less than 10 percent five
years ago to more than 30 percent
expected within the next 18 months.
With cloud computing providing
another boost, there’s little doubt that
OSS is on the rise.

The Rise of Open Source
With a boost from cloud computing, the open-source software movement is fulfilling
the promise of improved flexibility, innovation and competitive advantage.

T
he Open Cloud Initiative (OCI), a nonprofit organi-
zation established to advocate open standards in
cloud computing, announced its official launch at

the OSCON 2011 Open Source Convention in July. Its pur-
pose is to provide a legal framework within which the
greater cloud computing community of users and providers
can reach consensus on a set of requirements for open
cloud and apply those requirements to cloud computing
products and services, again by way of community consen-
sus. 

The organization is patterned the Open Source Initia-
tive (OSI), which oversees the Open Source Definition
(OSD) and reviews and approves open-source software
licenses as OSD-conformant. The OSI is also actively
involved in community-building, education and promoting
awareness of the importance of nonproprietary software.

The OCI is documenting Open Cloud Principles
designed to ensure user freedoms without impeding the
ability of providers to do business. The principles are
focused on interoperability, avoiding barriers to entry or

exit, ensuring technological neutrality, and forbidding dis-
crimination. They also define the specific requirements for
open standards and mandate their use for formats and
interfaces, calling for “multiple full, faithful and interopera-
ble implementations,” at least one of which is open-source
software.

The OCI is governed by a Board of Directors compris-
ing leaders from the cloud computing and open source
industries. The organization has launched its official web-
site at http://www.opencloudinitiative.org/ and commenced
a 30-day final comment period on the Open Cloud Princi-
ples. Full text of the principles can be found at
http://www.opencloudinitiative.org/principles.

“The primary purpose of the Open Cloud Initiative is
to define ‘open cloud’ by way of community consensus and
advocate for universal adoption of open standard formats
and interfaces,” said OCI Founder and President Sam John-
ston. “Inspired by the Open Source Initiative, we aim to
find a balance between protecting important user freedoms
and enabling providers to build successful businesses.”

Nonprofit Advocates Open Source in the Cloud
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For more information, please contact Deanna Evers 

800-800-8894 x127897

information@emtecinc.com

WWW.EMTECINC.COM

HP CloudSystem combines servers, storage, networking, and security

together with automated system and hybrid service delivery management.

The result is a complete cloud solution that’s prepared to fulfill the promise

of “cloud driven” services. Contact Emtec today to learn more.
© Copyright 2011 Hewlett-Packard Development Company, L.P.   HP-207
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O
n March 16, 2011,
the Microsoft Digi-
tal Crimes Unit, in
cooperation with
computer security
experts and the U.S.

Marshals Service, successfully took
down the Win32/Rustock botnet, con-
sidered to be the largest botnet in the
world. At the time of the takedown,
Rustock was estimated to have upwards
of 2 million infected computers under
its control capable of sending 30 billion
spam email messages daily.

The takedown was the culmination
of months of investigation by antimal-
ware firm FireEye, with help from
Microsoft and Pfizer. Rustock was
known for sending bogus Microsoft lot-
tery scams and offers for fake Viagra
and other prescription drugs, and the
companies went after the botnet under
the auspices of copyright law rather
than antispam laws. Based upon Fire-
Eye’s intelligence, U.S. Marshals
stormed seven data centers across the
U.S. where 96 Rustock command
servers were hidden. Computer foren-
sics experts and Microsoft lawyers and
technicians were also on the scene.

It was not as simple as pulling the
plug. Somehow, while Microsoft’s tech-
nicians were securing the evidence, Rus-
tock’s botmaster regained control of the
network and began erasing files. For a
tense half-hour, the operation played
out like a TV crime drama, with the
good guys battling the bad guys for
control of the servers. Ultimately, the
bad guys lost, and global spam volumes
fell dramatically.

The Botnet Threat
Rustock may have been the largest

botnet, but it was just one of many
operating around the world. Botnets
have become the source of much of
today’s cybercrime, including spam and
phishing attacks, identity theft, online
scams and click fraud. Botnets are rep-
resentative of the shift in online crime
from creating mischief to making
money.

Botnets are, in many ways, an ideal
vehicle for cybercriminals. They func-
tion by gaining control of thousands of
computers through malware and user
deception. The master of the botnet —
the so-called “bot herder” — controls
these machines through a central com-
mand center, often having as much or
more control over the computer than
the legitimate user. The infiltrated com-
puters operate quietly in the back-

ground, with the botnet malware often
undetected for years, enabling the bot
herder to keep a low profile.

Millions of zombie computers
worldwide are under the control of
these cybercriminals, and thousands
more are being “recruited” into botnets
every day. As a result, botnets are able
to accumulate immense collective pro-
cessing power — certainly many times
greater than most corporate systems.
Yet their distributed nature makes them
difficult to find and shut down. 

Riding Herd
The bot herders who put together

these rogue networks invest large
amounts of time, money and effort in
them, and protect them like any valu-
able asset. After all, bot herders make a
lot of money by hiring out their botnets
to other cybercriminals. 

Security experts say many spam-
mers book time on Russian-owned bot-
nets to send out their junk email and
massive phishing scams. Bots are so
lucrative that they have spawned online
turf wars with web mobs releasing
viruses designed to overwrite malware
in an attempt to win control of rival
gangs’ botnets.

Botnets have also enabled computer
criminals to put a high-tech spin on an
age-old extortion scheme — the protec-

tion racket. In the old days, mobsters
would strong-arm individuals or busi-
nesses for “protection money” to pre-
vent trench-coated goons from smash-
ing up the joint and busting a few
heads. Web mobs have used botnets
and the threat of DoS attacks to extort
money from businesses that rely heavily
on the Internet, such as online-payment
processors, gambling websites and
financial-services sites.

Microsoft and other software ven-
dors have helped to disrupt botnets by
reducing the number of security vulner-
abilities in their products, and users
have become more diligent about apply-
ing Microsoft updates in recent years.
These efforts reduce the number of
potential zombies that can be recruited
into the botnet, increasing the bot
herder’s costs and making the botnet
less lucrative. 

Cybercrime Drama
At the same time, security experts

and law enforcement agencies are con-
tinuing their aggressive efforts to take
down botnets. Microsoft coordinated
the takedown of the Waledac botnet in
February 2010, and FireEye led the suc-
cessful attack on the Mega-D botnet’s
servers at the end of 2009.

The Rustock takedown was by far
the most dramatic. In addition to its

sheer size, Rustock had a complex
infrastructure that relied on hard-coded
IP addresses; Waledac, in contrast, used
domain names and peer-to-peer com-
mand and control servers. The take-
down team was worried the bot herder
would simply move to a new infrastruc-
ture. Microsoft was granted a court
order that allowed the Microsoft team,
escorted by U.S. Marshals, to raid the
data centers and physically seize evi-
dence. Microsoft also severed the bot-
net’s command control structure by
working with ISPs and a Chinese
domain name registrar to blacklist the
addresses of the command servers.

According to a report by Symantec,
global spam volumes dropped by as
much as 90 percent over the past year,
from 225 billion emails per day to as
few as 25 billion; the Rustock take-
down accounted for a third of this
decrease. Still, many more botnets
remain in operation. Organizations
must continue to take steps to prevent
their computers from joining the botnet
armies. Firewalls, intrusion-detection
systems, email filtering, antimalware
solutions and other security techniques
will make it more difficult for bot
herders to operate until the next take-
down.

Bringing Down the Rustock Botnet
FireEye, Microsoft and the U.S. Marshals Service took down the Rustock botnet in
dramatic, coordinated raids. But there are plenty of other botnets still in operation.

A
n overwhelming shift to social networking as the
communication platform of choice for Internet
users has led to a corresponding change in cyber-

crime, according to the 2011 Blue Coat Web Security
Report. Social network phishing and click-jacking attacks
were the two most common types of attacks through
social networks in 2010. The shift of phishing attacks to
social networks is driven by the attempt to obtain user
credentials that can also provide access to banking, finan-
cial and other online accounts that use shared passwords. 

Another noticeable shift in the threat landscape is the
migration of attack infrastructures from free domains to
known sites with trusted reputations and acceptable use
category ratings. By hacking into trusted sites, cyber crimi-
nals can host attack infrastructures on sites that have
good reputations.

What’s more, cybercriminals are hiding malware in
acceptable Web categories. Historically, malware has been
hidden in categories that would traditionally be blocked
by acceptable use policies. However, Online Storage and
Open/Mixed Content saw the fastest malware growth in

2010. Both of these categories typically fall within accept-
able use policies for most companies. 

Cybercriminals can build attack infrastructures using
dynamic links, changing only the location of the malware
deliverable. Blocking malware delivery, call-home
attempts, scams and phishing requires a defense that can
respond dynamically to rate new and unknown content
and analyze the dynamic links that increasingly are part of
malware attacks. Defenses that don’t analyze Web
requests in real time and provide immediate ratings leave
users exposed to attacks that may only last for a few
hours. 

To avoid detection, cybercriminals are increasingly
hacking legitimate sites with good reputation ratings and
using those sites to host attack infrastructures. A defense
that only utilizes reputation ratings will leave its users
exposed to those attacks. No amount of data governance
or automated prevention will stop data loss through mal-
ware, so organizations need to move to a dynamic Web
defense that can identify command-and-control servers
and block requests for and attempts to send data to those
servers.

Cybercrime Tactics Shift Along with Web Usage
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Mobility Driving Cloud Adoption

A
new report suggests that remote/mobile connectivity has become the

leading driver of cloud adoption in enterprise organizations. Accord-

ing to the Yankee Group survey, 48 percent of respondents cited con-

nectivity as  the top reason for deploying software as a service (SaaS) — a 92

percent increase over 2010.

With mobility as an impetus, 38 percent of enterprises project the deploy-

ment of over half of their applications on a cloud platform within three years

compared to just 11 percent today. 

“Mobility is the driving force to cloud adoption,” said George Hamilton,

Yankee Group principal analyst. “Despite worries that the cloud reality would

not match the media hype, we’re seeing enterprises raise their spending and set

their sights on cloud and mobile productivity.”

The report further says that the argument over public versus private cloud

is dead. Adoption is up across the board, with private cloud still most widely

deployed (63 percent) but public cloud and managed public cloud making

gains (58 percent and 51 percent, respectively).

The firm also says that platform as a service (PaaS) is gaining momentum.

In 2011, 41 percent of very large enterprises (more than 10,000 employees)

have already deployed or are considering deployment of PaaS within the next

12 months, compared to just 32 percent in 2010. 

CRM Yields Significant Returns

C
ustomer Relationship Management (CRM) applications continue to

deliver high return on investment (ROI), with an average benefit of

$5.60 returned for every dollar spent, according to a Nucleus Research

analysis.

Where other software areas show smaller incremental returns after reap-

ing the greatest benefits in initial deployments, CRM was found to deliver sig-

nificant ROI throughout its lifecycle, often enhanced by further investment.

Organizations effectively deploying secondary applications, such mobile,

social, marketing optimization and sales analytics can see triple-digit ROI

while greatly increasing employee productivity. By deploying applications that

run on top of existing CRM, companies have also seen an improvement in

business forecasting and an increase in sales. 

“With a return of $5.60 for every dollar spent, investing in CRM is a no-

brainer. Further, that investment has significant staying power. As vendors add

social, marketing, analytics, and mobile access capabilities to their offerings,

organizations have an opportunity to gain even more returns from CRM,”

said Rebecca Wettemann, vice president of research, Nucleus Research. 

Mac OS Passes Linux

T
he Mac operating system has surpassed Linux in popularity as a devel-

opment environment in North America according to the recently

released Evans Data North American Development survey. Although

Windows remains overwhelmingly the most popular operating system for

development with over 80 percent of developers using it, Linux has slipped to

third place with only 5.6 percent using it as their primary development plat-

form, while 7.9 percent now use Mac OS.

“Apple has made tremendous strides in the last few years with innovative

products and technologies so it’s quite reasonable to see developers adopting

the Mac and its OS as a development environment,” said Janel Garvin, CEO

of Evans Data Corp. “Windows firmly remains king, but developers are obvi-

ously attracted to Apple’s devices, while at the same time Linux has lost some

of its luster after years of only single-digit adoption.”

Mac OS has not, however, displaced Linux as a development target. Still

more than twice as many developers primarily target Linux.

In the comprehensive survey of more than 400 professional software

developers in North America conducted in June 2011, developers also said

they believe mobile and cloud development will increase the most in impor-

tance over the next three years, followed distantly by open source and plugin

architecture.

D
eployment of unified
communications solu-
tions is poised for
growth as organizations
build on a foundation of

voice and data applications to include
more video, collaboration and social
communications tools, according to
new research from CompTIA, the non-
profit association for the IT industry.
Unified communications seamlessly
blends these communication tools
within a single user interface to improve
employee collaboration, productivity
and customer service and boost the effi-
ciency of the IT infrastructure.

Nearly half (49 percent) of the
organizations surveyed for the new
CompTIA study, “Unified Communica-
tions and Collaboration Market
Trends,” said their expenditures on uni-
fied communications technologies will
grow relatively faster than their overall
IT budget over the next 12 months.
Large firms (500 or more employees)
are significantly more likely to increase
their unified communications invest-
ment relative to the overall IT budget
than the smallest of firms (1-49 employ-
ees), 64 percent vs. 35 percent.

“This likely reflects the complexity
of communications at a large firm com-
pared to a small firm,” said Tim Her-
bert, vice president, research, Comp-
TIA. “More staff, more locations, more
endpoints and possibly more IT systems
make for a more complex communica-
tions landscape and a stronger desire to
simplify through a unified communica-
tions strategy.”

Defining Unified
Communications

While IT companies and their cus-
tomers are bullish on the future of uni-
fied communications, the CompTIA
study indicates that greater clarity about
what constitutes unified communica-
tions is needed. Customers and their
technology partners are fairly consistent
when asked to define unified communi-
cations. For each group, core areas
include email, web conferencing, unified
messaging, videoconferencing, audio
conferencing and IP communications.
But despite the media attention on tech-
nologies such as social communication
and location-based services, they are not
yet strongly associated with unified
communications, according to the
study. 

Additionally, fewer respondents
have made the leap from viewing uni-
fied communications as an incremental
improvement for interaction and shar-
ing to higher-level, communications-

enabled business processes. This is seen
in the relatively lower numbers of
respondents making a strong connection
between unified communications with
other enterprise systems such as cus-
tomer relationship management tools. 

Technology providers also have
several hurdles to overcome with cus-
tomers. These challenges include price
sensitivity, cited by 39 percent of
respondents; reliability concerns, cited
by 36 percent; security concerns, cited
by 34 percent; and difficulty in quanti-
fying return on investment, cited by 33
percent. In addition, 32 percent of
respondents reported a general lack of
understanding of unified communica-
tions products and services.

All Together Now
Many of the technologies associ-

ated with unified communications are
already widely adopted. For example,
64 percent of organizations surveyed
use web conferencing, 58 percent use
videoconferencing; 54 percent use col-
laboration applications or platforms
and 51 percent use voice over IP (VoIP).

“The integration of all these ele-
ments is the hard part, tying all these
things together,” said Seth Robinson,
director, technology analysis, Comp-
TIA. “Voice and data will still be
important but more effort will be
devoted to complement them by bring-
ing more video, collaboration and social
elements into the enterprise.”

Before this can happen, however,
organizations must perform a network
analysis to determine if their network
can support the requirements for new
solutions. Indeed, among companies in
the CompTIA study that have installed
a VoIP solution, 61 percent upgraded
network equipment such as routers and
switches and 51 percent upgraded infra-
structure such as cabling and network
drops.

“Voice and video are the compo-
nents of a solution that will drive net-
work upgrades since they consume the
most bandwidth and must be handled
properly to assure high quality,” Robin-
son explained.

Still, the rewards are worth the
effort. As the reach and range of busi-
ness processes continues to increase,
involving interactions with partners,
suppliers, customers and geographically
dispersed teams, “siloed” communica-
tions infrastructures will no longer meet
business requirements. Unified commu-
nication services can help organizations
improve employee productivity, aug-
ment business processes and foster inno-
vation.

Unified Communications
Growth Forecast
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Security Breach Bill Advances 

A
national data breach notification bill sponsored by Rep. Mary Bono

Mack (R-Calif.) passed a House Energy and Commerce Committee

panel in July, clearing the way for a full committee vote. The bill, the

Secure and Fortify Electronic (SAFE) Data Act (HR 2577), would establish

uniform national standards for data breach notification.

Mack introduced the bill in June, citing a dramatic increase in attacks that

“threaten the future of electronic commerce.” It was prompted by recent high-

profile data breaches at Citigroup, Comerica Bank, Sony and Epsilon.

The bill would give the Federal Trade Commission (FTC) authority to levy

civil penalties if companies or entities fail to respond to a data breach within

48 hours of determining the extent of the data breach and the identities of

individuals affected.

The law supersedes 46 state laws (plus District of Columbia and Puerto

Rico laws) that require companies to notify individuals of security breaches

involving their personal information.

Survey: Cyber Attacks Near Certain

T
he threat from cyber attacks today is nearing statistical certainty and

businesses of every type and size are vulnerable to attacks, according to

a survey of U.S. IT and security professionals conducted independently

by Ponemon Institute and sponsored by Juniper Networks.

The survey found that 90 percent of businesses fell victim to a cyber secu-

rity breach at least once in the past 12 months, with more than half (59 per-

cent) of respondents citing two or more breaches. As a result of these multiple

breaches, 34 percent of respondents say they have low confidence in the ability

of their organization’s IT infrastructure to prevent a network security breach.

There has also been a significant increase in the frequency of cyber attacks

during the past 12 months according to 43 percent of respondents, with 77

percent saying these attacks have become more severe or difficult to detect or

contain. Almost half (41 percent) of companies indicate that security breaches

have cost them at least a half-million dollars to address in terms of cash out-

lays, business disruption, revenue losses, internal labor, overhead and other

expenses. Most respondents (59 percent) report that the most severe conse-

quence of any breach was the theft of information assets, followed by business

disruption.

“Our survey research provides evidence that many organizations are ill-

equipped to prevent cyber attacks against networks and enterprise systems,”

said Dr. Larry Ponemon, chairman and founder of the Ponemon Institute.

“This study suggests conventional network security methods need to improve

in order to curtail internal and external threats.”   

Cloud Haziness Doesn’t Impair Usage

A
lthough just 22 percent of U.S. consumers are familiar with the term

“cloud computing,” the vast majority of them are engaging in cloud-

related activities nonetheless, according to a recent study from market

research company NPD Group. 

More than three quarters (76 percent) of respondents reported using some

type of Internet-based cloud service in the past 12 months — with email, tax

preparation, online gaming and photo sharing leading the way. Even so, the

enormous usage of these cloud-based services has not completely supplanted

desktop-computer-based applications: Nearly one quarter (24 percent) of con-

sumers reported purchasing a computer-based application in the past six

months.

“Whether they understand the terminology or not, consumers are actually

pretty savvy in their use of cloud-based applications,” said Stephen Baker, vice

president of industry analysis for NPD. “They might not always recognize they

are performing activities in the cloud, yet they still rely on and use those ser-

vices extensively. Even so, they are not yet ready to completely give up on tra-

ditional PC-based software applications.” 

E
nergy costs are on every-
one’s minds these days —
particularly IT managers.
The data center electric bill
that used to be “hidden”

within overall facilities costs has become
a line item in many IT budgets. The
amount is far from trivial. 

Budget-strapped IT managers are
under pressure to cut the operational
expenses associated with electricity, and
to reduce the data center’s “carbon foot-
print” in conjunction with corporate
“green” initiatives. As a result, energy
efficiency is becoming a key considera-
tion in the IT decision-making process,
with IT managers looking not only at
performance metrics but also “compute
cycles per watt of power.” IT shops are
also utilizing virtualization, cloud com-
puting and other technologies to reduce
the rising cost of the power consumed
by high-density servers and storage.

Upper management is starting to
take notice. According to Gartner, Inc.,
more organizations are viewing sustain-
ability as driving financial performance,
operational efficiency and business
enablement rather than risk mitigation,
corporate philanthropy and the “triple
bottom line” of people, planet and
profit. By 2015, improving sustainabil-
ity-related performance will become a
top five priority for 60 percent of major
North American and Western European
CEOs.

“Sustainability is no longer a ‘soft’
and tangential aspect to organization
performance,” said Simon Mingay,
research vice president at Gartner. “A
sustainable approach to business activi-
ties is generating tangible business bene-
fits for organizations today, through a
combination of operational efficiencies
and market growth opportunities.”

Reducing the Electric Bill
According to researcher Jonathan

G. Koomey, Ph.D., the electricity used in
U.S. data centers accounted for 1.7 per-
cent to 2.2 percent of total electricity
use. Growth in data center energy con-
sumption has slowed — after doubling
between 2000 and 2005, data center
energy consumption grew just 36 per-
cent from 2005 to 2010 thanks in part
to server virtualization, consolidation
and improved data center designs.

Cloud computing aids the overall
efficiency of data centers. As Professor
Koomey noted in his study, cloud com-
puting environments typically have
much higher server utilization levels and
infrastructure efficiencies than in-house
data centers. As a result, IT services

delivered via cloud architectures use less
energy than comparable services deliv-
ered via a traditional environment.

While IT can continue to improve
its own energy efficiency, the much big-
ger opportunity is applying IT to ana-
lyze, optimize, manage and otherwise
improve the sustainability performance
of the business itself. The applications of
IT are many, and they are highly contex-
tual according to the industry sector.
Recurring themes continue to include
the easy and obvious, such as the use of
collaboration tools to substitute for
travel, increased building utilization and
efficiency, workplace management and
remote working. 

The Bigger Picture
Increasingly, IT is also being

employed in more sophisticated and
complex situations, including manufac-
turing process reengineering, real-time
automation and control in production
environments, real-time route optimiza-
tion for vehicles, natural resource man-
agement and optimization, management
of the supply chain, and business analyt-
ics, all of which deliver efficiencies and
reduce costs. Sustainability’s enhanced
corporate value will be enabled by a
maturing set of information systems and
decision support tools that help the CFO
and the finance team make better-
informed decisions.

As perspectives continue to evolve,
sustainability is also about meeting the
expectations of investors, customers,
employees and other key stakeholders,
by making better-informed decisions
that explicitly balance commercial, envi-
ronmental and social performance stan-
dards and criteria. Gartner analysts said
information-enabled processes and tech-
nologies will be a key enabler in achiev-
ing all these elements, providing a lens
into organizational performance that is
highly fragmented.

“One factor that has limited the
traction of sustainability programs by
the CFO and finance team, in particular,
has been the lack of frameworks, sys-
tems and tools, which expose sustain-
ability-related performance data and
practices, provide decision support, and
connect sustainability performance to
financial performance,” Mingay said.
“Such tools enable the CFO and the
finance team to bring to bear their ana-
lytical skills on the issue of sustainabil-
ity, and assist in making better-informed
and more-balanced decisions that
include the evaluation of sustainability
and risk in the decision-making
process.”

Sustainability Drives
Business Performance
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A
s healthcare organiza-
tions transition to
electronic health
records (EHRs), they
will be responsible for
maintaining and pro-

tecting a significant amount of personal
data electronically. However, a recent
national survey by CDW Healthcare
found that Americans are concerned
about the security of personal health
information (PHI) and other data stored
in EHRs.

The firm surveyed of 1,000 respon-
dents across the U.S. from January 24
to January 31. The age and gender dis-
tribution of the survey sample match
that of the overall U.S. population. All
survey respondents had been to both a
doctors’ office and hospital/outpatient
clinic in the previous 18 months. The

report, “Elevated Heart Rates: EHR
and IT Security,” found that while
patients trust their doctors to protect
their information, 49 percent believe
that EHRs will have a negative impact
on the privacy of their PHI and health
data.

According to the survey, patients
not only require that PHI be held
securely, but also believe that healthcare
organizations are responsible for pro-
tecting financial information (86 per-
cent), personally identifiable informa-
tion (93 percent) and any information
provided about a patient’s family (94
percent).

“The new era of EHR brings with
it a whole new set of requirements for
healthcare organizations – particularly
in the area of IT security,” said Bob
Rossi, vice president of CDW Health-

care. “Digital files are not inherently
less secure than paper files, but they do
require a completely different set of
technologies, processes and internal
policies for protection.”

Risks and Rewards
According to the U.S. Department

of Health and Human Services, patients
should expect significant benefits from
the PHI included in EHRs, including:

• The reduction of adverse drug
events, medical errors and redundant
tests and procedures when used in con-
junction with e-prescribing; 

• The regular use of preventive ser-
vices such as health screenings, which
can help reduce health care costs; 

• Improved communication
between patients and providers, giving
patients better access to timely informa-
tion; and 

• The reduction of office waiting
time by improving office efficiency.

Both the Health Insurance Portabil-
ity and Accountability Act (HIPAA) of
1996 and the Health Information Tech-
nology for Economic and Clinical
Health (HITECH) Act set standards for
protecting PHI and create penalties for
any violations. Beyond those formal
penalties, however, patients may
respond to any breach of trust with a
changed business relationship. For sur-
vey respondents who were notified of a
breach of their personal data from any
business or organization in the past, 33
percent changed their relationship with
the offending organization, including 9
percent that severed the relationship, 12
percent that reduced spending and 12
percent that no longer trust that organi-
zation.

Ultimately, survey respondents put
responsibility for the protection of their
information directly on physician prac-
tices. When asked who they hold pri-
marily responsible for the privacy and
security of their health information, 84
percent of respondents cited either a
staff member at the doctors’ office by
role, or the medical practice as a whole.

“For physician practices, IT secu-
rity must be a primary part of any
EHR,” said Rossi. “Right now, patients
trust their doctors more than anyone
else to protect their personal informa-
tion. But like any relationship based

upon trust, even one breach can funda-
mentally change the dynamic.”

Improving Security
Recent research from CDW Health-

care indicates that many physician prac-
tices have not yet prioritized IT security.
According to CDW Healthcare’s Physi-
cian Practice EHR Price Tag, 30 percent
of physician practices report that they
lack basic antivirus software and 34
percent report that they do not use net-
work firewalls. Both elements are con-
sidered basic steps in developing a mini-
mum IT security profile.

CDW Healthcare has identified
preliminary steps for healthcare organi-
zations focused on improving their
security profile:

• Execute an IT Security Assess-
ment: Many healthcare organizations
do not know the current state of their
IT security infrastructure. Fewer still
know what constitutes an adequate pro-
file. Healthcare organizations need to
work with a trusted partner to secure a
baseline understanding of what their
security profile looks like today. 

• Start with the Basics: Notably, 30
percent of physician practices state that
they do not use antivirus software and
34 percent do not use network fire-
walls. At the absolute minimum, health-
care organizations need to immediately
implement steps to meet reasonable
security standards.

• Protect Your Investment: As
healthcare organizations consider the
transition to EHRs, they have the per-
fect opportunity to implement IT secu-
rity practices tailored to their solution.
This not only protects a sizable invest-
ment in technology, but also ensures
that as patient data goes digital, security
protections are already in place. 

• Start Now; Reassess Often: IT
security is not a one-time fix. Though
the EHR transition is a perfect time to
initiate tighter IT security controls, all
healthcare organizations need to evalu-
ate their IT security profiles and should
consider conducting an assessment at
least once a year.

Physician practices have a great
deal to gain from the transition to
EHRs. The right security policies and
systems can help ensure that physicians
maintain the trust of their patients amid
technological change.
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Healthy Skepticism?
Half of Americans are concerned that EHRs will negatively impact
the privacy of their personal health information on other data.
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More Devices Get Wi-Fi-Enabled

C
onsumer electronics (CE) devices with networking capabilities became
more common in 2010, according to research firm In-Stat — in part
because the newest Wi-Fi standard, 802.11n, makes it easy to transfer

large volumes of data wirelessly. In-Stat forecasts that the number of 802.11n-
enabled CE devices shipped will grow rapidly, from 53 million units in 2010 to
almost 300 million in 2015. What’s more, the impact of the next generation of
Wi-Fi – 802.11ac – will be even greater.

Portable CE devices, such as digital still cameras, e-readers and handheld
games, are obvious candidates for Wi-Fi networking. However, even stationary
devices, such as digital photo frames, digital televisions and gaming consoles,
are increasingly becoming Wi-Fi-enabled as consumers see the benefits of Inter-
net connectivity without wiring.

“The migration to 802.11n is an impressive but interim step in the evolu-
tion of Wi-Fi. Users will see significantly greater speed and range than
802.11.b/g,” says Frank Dickson, VP of mobile Internet at In-Stat. “However,
looming on the horizon is 802.11ac, with speeds of around 1Gbps, as the Wi-Fi
ecosystem looks to address the movement of video in a serious way. The first
shipments won’t hit the market until 2013, and its real impact will not be felt
until 2015 and beyond.”

Smart Meter Market Growth Forecast 

T
he adoption of smart meters is surging around the world, and electric
utilities are accelerating their deployments of the devices — often as
part of larger smart grid initiatives.  Advanced metering infrastructure

(AMI), which utilizes two-way communications networks and integrated intelli-
gence to enable increased visibility and management of electricity usage, is envi-
sioned by many utilities to be the foundation for a broad array of new energy
efficiency and management services.

According to a new report from Pike Research, the global installed base of
smart meters will reach 535 million units by 2015, which represents a signifi-
cant upgrade of the firm’s 4Q 2009 forecast that the installed base would be
251 million units in that year.  The largest contributor to this upgraded forecast
is the strong adoption of smart meters in the Asia Pacific region, China in par-
ticular.  Pike Research further projects that the installed base of smart meters
will continue its robust growth beyond 2015, reaching 963 million units by
2020.

“Smart meters represent a compelling value proposition for utilities around
the world,” said research director Bob Gohn.  “The industry has made signifi-
cant headway during the past two years, and the growing installed base of
smart meters will be an important precursor of more diverse energy manage-
ment solutions in the years to come.”

Museum Showcases Interactive Design

A
new exhibit at The Museum of Modern Art in New York City offers a
glimpse into the future of communication and the ways technology
design is encouraging people to interact with complex systems and net-

works. “Talk to Me: Design and the Communication between People and
Objects” focuses on objects and concepts that involve direct interaction.

The main theme of the exhibition is that communication is now the domi-
nant force in design. The exhibition will show how different innovations in
communication design are transforming the way we live.

The exhibits in “Talk to Me” will range from cash and ticket machines to a
new proposal to improve the efficiency of a 911 emergency command center.
The planning and presentation of the exhibition has also gone along with the
premise of new communication techniques. The process of researching and
planning the exhibits were documented on an open source web site. They have
also added QR tags that allow people to swipe the code of a specific exhibit
with their smart phone, which leads them to a special section of the museum’s
web site.

“So many people complain about the fact that technology is pulling people
apart physically,” said Paola Antonelli, the museum’s senior curator in the
department of architecture and design. “In truth, there are many other opportu-
nities to meet and many designers that are trying to make these meetings more
meaningful.”

M
edia tablets present
a variety of new
opportunities for
business while sup-
plementing tradi-

tional uses of notebooks and smart-
phones, according to Gartner, Inc. As a
result, Gartner recommends that busi-
ness IT leaders begin experimenting
with media tablets without delay. 

“The iPad, and the larger wave of
media tablets, have captured the imagi-
nation of business leaders. Some compa-
nies have issued them to business and IT
leaders in the spirit of exploration. Oth-
ers see areas in which they can use
media tablets to bring computing into
settings that were not practical or were
too cumbersome to use traditional
approaches,” said David Willis,
research vice president at Gartner. “For
the consumer, the iPad brought a casual
but rich experience into the living room,
or the train, or while waiting in line at
the bank. In turn, IT organizations are
finding new places where tablets can
deliver information and media in new
ways.”

The impact of the media tablet in
the eyes of the public is much greater
than would be believed from the num-
ber of units shipped. Gartner expects
media tablet shipments to be approxi-
mately 69 million in 2011, which is
only a small fraction of the total num-
ber of application-capable mobile
devices, such as smartphones. Yet
already the impact of the device on
other forms of computing is great.

An Additional Tool
A media tablet is a device based on

a touchscreen display whose primary
focus is the consumption of media. The
devices have screens with a diagonal
dimension that is over five inches and
may include screens that are as large as
is practical for handheld use, roughly up
to 15 inches. The media tablet runs a
lightweight OS that is more limited
than, or a subset of, the traditional fully
featured OS such as Windows.

Gartner has long maintained that
media tablets are neither “better lap-
tops,” nor “better smartphones,” but
complement both. When compared with
laptops, media tablets activate instantly,
allowing a user to get right to what he
or she needs, immediately, without long
and frustrating startup times. They have
exceptional battery life and are respon-
sive, tactile and inviting. However, in a
common mobile-worker scenario,
employees may travel with a media

tablet during the day, but then return to
their laptops in the evening for heads-
down data entry or content creation.

“Sales leaders are clamoring to
adopt media tablets with their sales
teams as a more engaging way to share
sales collateral and promotional materi-
als. And it won’t stop there: Next will
come customer relationship manage-
ment systems, and order entry and sales
configuration applications. For sales
managers, media tablets will be a nat-
ural platform for business analytics and
performance dashboards,” said Willis. 

“In other settings, the intimacy of
using a media tablet supports more per-
sonal interactions. Doctors, nurses and
medical technicians find they can sit
down with a patient and help that
patient understand a diagnosis, walk
through a medical procedure and
describe a therapy with them. Retail
clerks can use tablets to display cus-
tomized clothing for a customer. Con-
ference attendees can take surveys on
their own, with no training required.
The opportunities are huge.”

The Time Is Now
Just as media tablets won’t replace

PCs, Gartner does not believe that they
will replace mobile phones as voice
devices, even in the smaller form fac-
tors. Nevertheless media tablets still
have enormous potential in the work-
place and present a variety of new
opportunities for businesses.

At the same time, media tablets are
requiring a new set of policies, tech-
nologies and skills for enterprises. Willis
pointed out that companies that had
already recognized the flood of con-
sumer devices coming into business, and
had figured out a way to leverage it
rather than fight it, have been more pre-
pared to support media tablets.

“CIOs are determined not to make
the same mistakes they made with
smartphones, which were often written
off early as expensive and frivolous
toys, or executive status symbols —
which then left room for more inventive
leaders who saw the competitive advan-
tage that mobile applications would
bring,” said Willis. “They are also more
willing to see that they don’t need to
supply and manage every device that
employees use at work: Consumeriza-
tion is here to stay, and moving very
fast. If you can think of an application
for tablets, your competition may well
be thinking in the same way — and act-
ing on it. It is time to explore the use of
media tablets in business.”

Media Tablets Deliver
Business Benefits
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