
W
ork smarter. Not
harder. This business
adage can apply to
data as well as peo-
ple. That can be a

challenge for companies who’ve grown in
complexity with IT systems to match.
When you have a number of applications
operating in different locations and mul-
tiple environments, informed decision-
making takes more time and effort.

So how do you get your data to work
smarter? Business Intelligence. It allows

your company to collect, maintain, and
organize data so it can be shared across
processes and the entire organization. BI
adds value by moving a company from
static to dynamic reporting; and enhanc-
ing the efficiency of business processes.

Equity Residential, a national apart-
ment management company based in
Chicago, recently turned to the business
intelligence experts at Emtec for assis-
tance in improving its ability to analyze
data and produce effective reports and
analysis. The largest publicly held apart-
ment real estate investment trust (REIT)
in the country and a member of the S&P
500, Equity’s business performance, like
that of many other companies, is inti-
mately linked to being able to get the
right information at the right time in the
right format.

Time for a Change

With more than 119,000 apartment
units in 14 states and the District of
Columbia, the distributed nature of
Equity’s operations was making it diffi-
cult to aggregate reports. Its reporting

functions were segregated into multiple
areas across their field and corporate
groups, with both operational and finan-
cial reporting sourced from various
teams. Several reports and dashboards
were manually created in Excel using
data from Essbase and a transactional
data source called MRI. This structure,
coupled with reliance on manually gener-
ated reports, led to the creation of a
“Black Market” reporting environment
in which business users often relied on
reports created outside the official report-
ing structure — to get the information
they needed.

This disjointed report system impact-
ed key business processes. The monthly
financial close and related follow-up
meetings took multiple days to complete
as various static reports had to be created
to satisfy balance inquiries. This lengthy
process was repeated every month, caus-
ing delays in the organization’s fiscal
close and consolidation activities while
also creating extra manual work for
employees.
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Oracle Business Intelligence Enterprise Edition 11g (OBIEE) is a

comprehensive business intelligence platform that delivers a full range of
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as market-leading performance management applications that are

powered by this BI platform.

For more information, please contact
Deanna Evers

800-800-8894 x127897
information@emtecinc.com
WWW.EMTECINC.COM



3November/December 2012 www.emtecinc.com

To resolve these issues, Emtec advised Equity on the implementation Oracle’s Business
Intelligence Enterprise Edition (OBIEE), an architecturally-unified BI platform that delivers accu-
rate and consistent reporting that can be customized for users at all levels of the organization. The
initiative represented a complete shift in how the organization worked with data — moving from
static reports to a more dynamic, interactive interface.

“Access to these dynamic reports will allow our users greater flexibility and responsiveness in
conducting their analyses,” said Anne Baker, Equity’s AVP of Information Technology. ”The dash-
boards created will provide our leadership with up-to-date views of business performance and the
ability to identify trends and concerns much more quickly.”

Delivering Details

The Emtec team worked with groups of key stakeholders from across the organization to
define requirements for the new environment. The main focus was ensuring that users did not sim-
ply re-create legacy reporting formats but used the new tools to generate and deliver reports that
all user groups would find relevant, valuable and easy-to-read.

Saad Syed, the Emtec project lead, attributes the initiative’s success to the commitment of
Equity’s executive and business team. “We preach the concept of establishing a Business
Intelligence Competency Center (BICC) to all of our clients,” he said. “In Equity’s case, their exec-
utives took the initiative and formed a cross-functional implementation team. This early adoption
laid the foundation for an implementation with minimal hurdles and ensured our success in creat-
ing impactful content.”

Data was pulled into the BI repository from the statistical Essbase cubes and relational data
sources. The aggregated financial data within the Essbase cubes was linked to detailed transaction-
level data in the MRI source, allowing users to drill down from summary information to detailed
data in financial reports.

Working closely with stakeholders, a catalog of interactive reports and dashboards was devel-
oped for the three main reporting areas: Statistical Reporting, Financial Reporting and Operational
Excellence Reporting. The dashboards generated by OBIEE now deliver summary and detail-level
reports along with their traditional key performance indicator (KPIs) via innovative visual formats.
These easy-to-follow displays were supplemented with tabular views to provide users some tradi-
tional spreadsheet formats wherever necessary.

Noticeable Improvements 

Using OBIEE as a shared resource across its three main reporting areas, Equity Residential
now has a unified environment for enterprise reporting and analytics. The implementation creates
a “single version of truth” that ensures all segments of the business are operating with consistent,
correct information.

Operational leaders from across the country can access the reports they need through a single
web console anywhere, anytime. The interactive summary and detail reports created through
OBIEE give decision-makers real-time data and the power to create new analytics from scratch or
modify existing ones without help from IT.

The new enterprise reporting and analytics capability greatly improved the efficiency and time-
liness of the month-end financial close process. Reports are now generated instantaneously by end-
users. Balance inquiries no longer require multiple manual work processes and Equity has auto-
matic drill-down to account details.

“Implementing OBIEE will give our organization a paradigm shift in its reporting strategy,”
said Baker. “With the ability to navigate, with a simple click, from aggregations down to transac-
tional data, our users will save substantial time and effort.”
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Competency Center
Key to Successful
BI Implementation

A
s a consultant, I’ve seen how a project’s success has a lot
to do with the type of people involved. With organiza-
tions moving to adopt Business Intelligence (BI) solu-

tions, the make-up of the implementation team takes on special
significance, since early planning is key.

Gartner has reported that half of all BI implementations
don’t meet organizational expectations. Typically, these failed BI
efforts suffer from flaws revolving around people and processes
rather than the technology. Often, the problem is the result of
poor communication between IT, the user community and the
executive team. If the implementation team doesn’t ask the right
questions or fails to consider the business needs of the organiza-
tion, there’s a good chance the project won’t deliver the desired
results.

That’s why Emtec places such an emphasis on establishing a
Business Intelligence Competency Center (BICC). A BICC is a
cross-functional team whose members are skilled in Business, IT
and Analytics. Engaging these users is crucial to not just the con-
tent, but also the policy and procedures that sustain a live BI sys-
tem. They work to: 

• develop the overall strategic plan and priorities 

• define and implement the requirements (including data
quality and governance) 

• promote best practices

• help the organization interpret and apply the insight to
make forward-thinking business decisions

So when Equity’s executive and business team took the lead
in creating just such an implementation team, it gave the project
a real boost. On the technical side, we were assured of having
the right resources in place. And on the business side, we had a
clear vision of the most important data to present and best way
to present it.

Equity’s proactive approach also provided the top-level sup-
port a BI initiative needs. Because BI projects often represent a
paradigm shift in how an organization works with data, there’s
often a risk of some resistance to change. The early involvement
of Equity executives who understand the value of business intel-
ligence sent a clear statement. A key part of their role on the
BICC is to champion and promote the project across the organ-
ization.

A BI implementation greatly increases the value of a compa-
ny’s most crucial assets. Make sure you get the most out of the
project. Leveraging the right mix of technical and functional
understanding through a BICC plays a critical role in ensuring
the successful creation of a powerful BI system.

“ ”
The dashboards created will provide
our leadership with up-to-date views
of business performance and the
ability to identify trends and concerns
much more quickly.
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A
range of technologies likely to have signifi-
cant impact for most organizations in 2013
are emerging amid a nexus of converging
forces — including the cloud, mobility, con-
sumerization and social networking. While

these forces are innovative and disruptive on their own,
together they are revolutionizing business and society, dis-
rupting old business models and shaping new standards of
gathering, sharing and managing information.

With these forces in mind, Gartner Inc. analysts recent-
ly defined a list of 10 technologies and trends with the
potential for significant impact on the enterprise in 2013
and beyond. Factors the analysts considered include the
potential for disruption to IT or the business, the likeli-
hood of significant investment and the risk of being late to
adopt.

“We have identified the top 10 technologies that will
be strategic for most organizations, and that IT leaders
should factor into their strategic planning processes over
the next two years,” said David Cearley, vice president and
Gartner fellow. “This does not necessarily mean enterpris-
es should adopt and invest in all of the listed technologies.
However, companies need to be making deliberate deci-
sions about how they fit with their expected needs in the
near future.”

The top trends identified by Gartner include:

The Post-PC Era

Gartner expects mobile phones to overtake PCs as the
most common web access device worldwide in 2013, with
smartphones making up better than 80 percent of the
handset market by 2015. In addition, media tablet ship-
ments will reach around 50 percent of laptop shipments by
2015. A battle is brewing for mobile operating system
supremacy, however. Windows 8 is Microsoft’s big bet for
a share of this market, although Gartner predicts it will still
be in third place behind Google’s Android and Apple’s iOS
operating systems in 2015. The consumerization trend
means users will ultimately make the choice, forcing organ-
izations to support a greater variety of form factors and
reducing their ability to standardize PC and tablet hard-
ware. The implications for IT is that the era of PC domi-
nance with Windows as the single platform will be replaced
with a post-PC era in which Windows is just one of a vari-
ety of environments IT will need to support.

Mobile Applications 

As an increasing number of workers use mobile
devices to perform work duties, mobile-application devel-
opment will continue to be a high priority. Gartner predicts
more than 73 billion mobile applications will be down-
loaded worldwide in 2013. Although native apps (those
specific to a given mobile platform) continue to lead the
way, there will be a long-term shift toward web apps devel-
oped with HTML5 that work on multiple platforms. There
will also be an increased focus on developing touch-opti-
mized applications that operate across a range of devices.

Personal Cloud

The personal cloud will gradually replace the PC as the
location where individuals keep their personal content,
access their services and personal preferences and center
their digital lives. The personal cloud will comprise a col-
lection of services, web destinations and connectivity that
will become the home of computing and communication
activities. No one platform, form factor, technology or ven-
dor will dominate, making mobile device management an
imperative.

Enterprise App Stores

Enterprises face a complex app store future as some
vendors will limit their stores to specific devices and types
of apps, forcing the enterprise to deal with multiple stores,
multiple payment processes and multiple sets of licensing
terms. By 2014, Gartner believes that many organizations
will deliver mobile applications to workers through private
application stores. With these enterprise app stores, the
role of IT shifts from that of a centralized planner to a mar-
ket manager providing governance and brokerage services
to users.

‘The Internet of Things’

The Internet of Things (IoT) is a concept of how the
Internet will expand as more consumer devices and physi-
cal assets become connected. With a variety of devices now
featuring embedded technologies such as sensors, image
recognition technologies and contactless payment, smart-
phones and other intelligent devices now communicate via
the cellular network, near field communication, Bluetooth,
LE and Wi-Fi to a wide range of devices and peripherals,
such as wristwatch displays, healthcare sensors, smart
posters, home entertainment systems and automobiles. The
IoT will enable a wide range of new applications and serv-
ices while raising many new challenges.

Hybrid IT and Cloud Computing

As staffs have been asked to do more with less, IT

departments must play multiple roles in coordinating IT-

related activities, and cloud computing is now pushing that

change to another level. One emerging new role is for inter-

nal cloud services brokerage, in which IT assumes respon-

sibility for helping improve the provisioning and consump-

tion of cloud services for their internal users and external

business partners. This role represents a means for the IT

organization to retain and build influence inside its organ-

ization cloud adoption increases.

Strategic Big Data

Increasing data volume, variety, velocity and complex-

ity is forcing changes to the traditional strategic informa-

tion architecture. Organizations must abandon the concept

of a single enterprise data warehouse and move toward

multiple systems, including content management, data

warehouses, data marts and specialized file systems. These

will be tied together with data services and metadata,

which will become the “logical” enterprise data warehouse.

Actionable Analytics

Analytics is increasingly delivered to users at the point

of action and in context. The mobile client linked to cloud-

based analytic engines and big data repositories potential-

ly enables analysis and simulation for every action taken in

the business.

In-Memory Computing

In-memory computing provides transformational

opportunities, allowing the execution of certain types of

hours-long batch processes to be squeezed into minutes or

even seconds. This, in turn, will allow the delivery of real-

time or near-real-time services to internal or external users

in the form of cloud services. The possibility of concurrent-

ly running transactional and analytical applications against

the same dataset opens unexplored possibilities for busi-

ness innovation. Numerous vendors will deliver in-memo-

ry-based solutions over the next two years, driving this

approach into mainstream use.

Integrated Ecosystems

The market is shifting to more integrated systems and

ecosystems and away from loosely coupled heterogeneous

approaches as users seek lower cost, simplicity and more

assured security, and vendors seek more control of the

solution stack and greater sales margins without the need

to provide any actual hardware. The trend is manifested in

three levels. First, appliances combine hardware and soft-

ware, and software and services are packaged to address

infrastructure or application workload. Second, cloud-

based marketplaces and brokerages facilitate purchase and

consumption of capabilities from multiple vendors. Finally,

vendors such as Apple, Google and Microsoft drive vary-

ing degrees of control across the end-to-end ecosystem by

extending the client through the apps.

Technology Trends for 2013
Analyst says convergence of social, mobile and cloud technologies driving IT revolution.
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Emtec has integrated a combination of cutting edge technology

including Panasonic’s rugged laptops, Dragon Voice

Recognition Software and bluetooth technology. This suite of

products enables doctors, nurses, medical technicians, medical

field support, dentists, pharmacists, first responders and other

medical staff to perform their job more efficiently and

effectively while being completely mobile. Enjoy the

advantages of taking notes on the fly, increase clinical record

accuracy, distribute valuable information through the

appropriate channels instantly, and save money by simplifying

office routines and cutting Medical Transcription costs.

Emtec’s Professional Mobile Medical Solution
Delivers Healthcare Efficiency at the Highest Level

MOBILITY: Just what the doctor ordered
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Cyber Security Alliance Formed 

L
eading technology companies have announced the creation of the Cyber
Security Research Alliance (CSRA), a private, nonprofit research consortium
formed to increase public-private collaboration to address complex problems

in cyber security. Founding members include Advanced Micro Devices (AMD),
Honeywell, Intel, Lockheed Martin and RSA/EMC.

CSRA seeks to achieve coordinated industry participation to address national
cyber security research and development imperatives and bridge the gap between gov-
ernment-funded R&D and commercially available products and solutions in cyber
security. CSRA will focus on challenges that are bigger than any one company, con-
sortium, sector or nation and ensure that government, industry and academia collab-
orate on in-depth problem understanding and definition.

“The CSRA is organized to leverage expertise from member companies and part-
ners in government and academia,” said Lee Holcomb, president of the CSRA and vice
president of Strategic Initiatives, Lockheed Martin Information Systems & Global
Solutions. “Together we hope to create viable, game- changing cyber security solu-
tions.”

The CSRA is discussing with the National Institute of Standards and Technology
(NIST) the arrangement for a joint cyber security research symposium in early 2013
to connect researchers and early adopters from across the private, academic and gov-
ernment sectors.

Cloud-Service Spending Sees Rapid Growth 

W
orldwide spending on public IT cloud services will surpass $40 billion in
2012 and is expected to approach $100 billion in 2016, according to a new
forecast from IDC. The research firm says public IT cloud services will

enjoy a compound annual growth rate of 26.4 percent — five times that of the over-
all IT industry — through 2016 as companies accelerate their shift to the cloud serv-
ices model for IT consumption.

“The IT industry is in the midst of an important transformative period as compa-
nies invest in the technologies that will drive growth and innovation over the next two
to three decades,” said Frank Gens, IDC’s senior vice president and chief analyst. “By
the end of the decade, IDC expects at least 80 percent of the industry’s growth — and
enterprises’ highest-value leverage of IT — will be driven by cloud services and the
other ‘third-platform’ technologies.”

By 2016, public IT cloud services will account for 16 percent of IT revenue in five
key technology categories: applications, system infrastructure software, Platform-as-
a-service (PaaS), servers and basic storage. More significantly, cloud services will gen-
erate 41 percent of all growth in these categories by 2016.

“Quite simply, vendor failure in cloud services will mean stagnation,” Gens
added.

Software as a service (SaaS) will claim the largest share of public IT cloud servic-
es spending over the next five years, but other categories — notably basic storage and
PaaS — will show faster growth. Accelerating PaaS rollouts over the next 12-18
months will be critical to maintaining strong cloud momentum.

Enterprise Social Media Lacks Focus

S
ocial media as part of customer relationship services is still a young market, and
strategies around it remain underdeveloped due to confusion and resistance at
the executive level of several industries, according to the independent technolo-

gy analyst firm Ovum. In a new report, the firm states that a number of CEOs and
senior executives fail to see how social media adds value to their overall strategy, and
are therefore reluctant to invest internally or externally in the concept, even though
monetarily it is not a huge investment.

“Social media often only requires a miniscule fraction of the seats and revenue
required for traditional channels, yet it can provide enterprises with valuable, real-
time market data. However, enterprise executives are yet to see this value,” said
Margaret Goldberg, Ovum IT services analyst.

Leaders must seek help to develop their strategy in this area, otherwise they will
miss opportunities to reach customers and access strategic information. Ovum says
the retail, hospitality, transportation and technology industries are early adopters of
using social media as a customer service channel, and are using it pervasively.
However, companies such as banks, financial institutions and healthcare providers are
much slower and more reluctant to use this channel due to security, privacy and reg-
ulatory concerns.

7November/December 2012 www.emtecinc.com

I
n “Gone with the Wind,” Scarlett
O’Hara chooses to procrastinate
when faced with a difficult prob-
lem:  “I can’t think about that right
now. If I do, I’ll go crazy. I’ll think

about that tomorrow.”

Many small business owners appear
to be suffering from a form of “Scarlett
Syndrome” when it comes to the Payment
Card Industry Data Security Standard
(PCI DSS). A new report reveals a stub-
born, multiyear trend of minimal growth
in data security awareness and overall
indifference in small merchants’ perceived
risk of a data breach.

The report, developed by
ControlScan in conjunction with
Merchant Warehouse, focuses specifically
on PCI DSS compliance among Level 4
merchants. Level 4 merchants, as defined
under PCI guidelines, are those who
process fewer than 20,000 electronic cred-
it card transactions per year. Although
they conduct the fewest transactions,
Level 4 merchants make up 99 percent of
U.S. businesses that process credit cards.

“Just under half of this year’s respon-
dents indicated they are unaware of the
PCI DSS,” said Joan Herbig, CEO of
ControlScan. “That finding, combined
with the fact that 79 percent of respon-
dents think their business has little to no
risk of breach, indicates a serious discon-
nect between Level 4 merchants and the
ISOs and acquiring banks serving them.”

Frankly, They Don’t
Give a Darn

The report, “A Tale of Two
Merchants: The Fourth Annual Survey of
Level 4 Merchant PCI Compliance
Trends,” is based on survey responses
from 603 merchants. Overall, most
respondents familiar with the PCI DSS
rank security as “medium” or “high”
among their organizations’ overall priori-
ties — however, only 50 percent have
actually validated their PCI compliance.
Ecommerce merchant respondents are
above the average at a 70 percent comple-
tion rate, while brick-and-mortar mer-
chants are below the average at 45 per-
cent. When all respondents are included in
the calculation, the overall PCI compli-
ance rate for these Level 4 merchants
drops to 30 percent.

That is an astoundingly low number
considering these are the very merchants
who are most frequently targeted by hack-
ers. In a June 2012 presentation, Visa
reported that Level 4 merchants experi-

enced a 15 percent rise in reported com-

promise events from 2010 to 2011, with

70 percent of incidents involving brick-

and-mortar merchants. There is a correla-

tion between PCI non-compliance and

data breaches. According to the Verizon

2012 Data Breach Investigations Report,

96 percent of breach victims were not

PCI-compliant.

Despite the obvious risk, PCI-related

complacency has remained consistent dur-

ing four years of the

ControlScan/Merchant Warehouse survey.

“The four years’ worth of data now

in place show that Level 4 merchants have

an urgent need for education and hands-

on support to effectively protect their

businesses from data thieves,” said David

McSweeney, executive vice president,

Operations, Merchant Warehouse. “Small

merchants require more personalized out-

reach and scalable solutions that make

sense and are affordable for their busi-

ness.”

Time for Action

Small-businesses owners are typically

focused on operations and often lack the

time, inclination or expertise to effectively

address data security issues. IT service

organizations can provide valuable assis-

tance by increasing business awareness of

security risks and delivering solutions that

help improve compliance.

To encourage compliance, particular-

ly among small merchants, the PCI

Security Standards Council in November

2012 issued new guidelines on how busi-

nesses storing, processing or transmitting

payment-card information should conduct

an annual risk assessment. The guidelines

can be downloaded at the council’s web-

site.

“As there are a number of risk assess-

ment methodologies out there, our stake-

holders were looking for guidance on how

to effectively apply these principles to

their organizations to meet PCI require-

ments,” said Bob Russo, general manager,

PCI Security Standards Council.“Through

our community-driven election process,

our participating organizations selected

this as a key focus area, and the result is a

strong set of best practices to guide you

through choosing the risk management

approach that works best for your busi-

ness.”

Yawn with the Wind
Small merchants remain complacent about
PCI DSS compliance, despite mounting risks.



8 The Adviserwww.emtecinc.com

For more information, please contact Deanna Evers 
800-800-8894 x127897

information@emtecinc.com
WWW.EMTECINC.COM
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driven” services. Contact Emtec today to learn more.
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A
lthough companies are
expanding their use of cloud
computing to realize
improved agility and efficien-
cies, security concerns

remain a barrier to adoption. In a recent
global survey of IT professionals, Intel
found that 61 percent expressed concern
about a lack of control over the security
capabilities of shared, virtualized data cen-
ter resources.

However, those concerns may be
unfounded. At least one survey suggests
that applications and data are actually
more secure out in the cloud than within
on-premises systems.

On-premises IT infrastructure is more
likely to be attacked, more often, and
through a broader spectrum of attack vec-
tors than cloud-based infrastructures,
according to security vendor Alert Logic’s
most recent State of Cloud Security Report.
The research is based on operational data
from more than 1,600 business customers
with IT infrastructure in both on-premises
and service provider and cloud environ-
ments, analyzed by the company’s security
research team to compare the occurrence,
frequency and diversity of more than
70,000 security incidents across seven cate-
gories of security threats.

“Unfortunately, the cloud security
myth is a stereotype that has prevented the
industry from focusing on the real issues
impacting enterprise security,” said Stephen
Coty, research director at Alert Logic.
“Rather than falling victim to perception-
based beliefs, businesses should leverage
factual data to evaluate their vulnerabilities
and better plan their security posture.”

More Frequent Attacks

For every incidence class, the number
of incidents per impacted customer was
higher in the on-premises environment.
While cloud providers were slightly more
likely to be hit with a web application
attack (53 percent to 44 percent for on-
premises environments), the on-premises
environments get hit with far more fre-
quent attacks. The average number of web
application attacks is 61.4 among on-prem-
ises customers and 27.8 for cloud cus-
tomers.

“Web application-level attacks are still
in the majority in many different environ-
ments,” said Wendy Nather, research direc-
tor of enterprise security at 451 Research.

“For this reason, it matters less whether an
application is on-premises or in the cloud;
the more important issue is whether its pro-
tection is being properly managed.
Enterprises should take both available
security expertise and resources into
account when deciding where to host their
systems.”

On-premises systems were also more
likely to have been subjected to other forms
of security breaches. For example, 46 per-
cent of corporate systems were hit by brute-
force attacks, versus 39 percent of cloud
providers. In addition, malware slipped
into 36 percent of on-premises systems, ver-
sus only 4 percent within cloud service
providers’ systems. The difference was also
significant for reconnaissance attacks, with
cloud customers experiencing an average of
2.7 such attacks compared to an average of
40 for on-premises customers.

Scalable Security

These study results support the idea
that improved security can actually be one
of the chief benefits of moving to a cloud
infrastructure. Reputable providers can
deliver better protection simply because of
the scale they work with. Because they pro-
vide services to large numbers of cus-
tomers, it is easier and more economical for
them to implement all types of defensive
measures, including strong encryption.

It is also much more likely that they
will achieve a much higher level of stan-
dardization and automation, which dra-
matically reduces the chances that impor-
tant security patches will be missed or vul-
nerabilities will be introduced by leaving
the wrong port open.

The best cloud providers have an
inherently more secure environment for the
simple reason that their systems were built
from scratch using security best practices
for everything from the core cloud platform
to the processes in place and the monitor-
ing systems they use. What’s more, cloud
providers are more likely to have done the
work to ensure suitable certification such
as ISO/IEC 27001, FISMA or SAS 70/SSAE
16.

CIA Convinced

Gus Hunt, chief technology officer of
the Central Intelligence Agency, is among
those convinced of the cloud’s security ben-
efits. Speaking at an Amazon Web Services
conference in Washington, D.C., recently,

he told the audience that security in the
cloud can “make things much better for us
across the board.”

Hunt said the cloud offers a tremen-
dous degree of security elasticity, with the
ability to reimage and wipe servers, then
quickly get all data and applications up and
running on another server in the cloud.
That makes it more difficult for adversaries
to carry out successful attacks.

“The advantage of elasticity turns the
entirety of your security into a giant shell
game … You basically turn yourself into a
polymorphic surface to which the attack
guy has a much tougher time getting at,”
said Hunt.

Still, there can be a danger of compla-
cency with the cloud. Security is a commit-
ment that doesn’t go away just because sys-

tems and applications are run by a third-
party cloud provider.

“Given the prevalence of unsophisti-
cated attacks, such as brute force and
reconnaissance, in both cloud and on-
premises environments, and across all
industries, the fundamentals apply: multi-
layer security, close attention to basic man-
agement practices, such as patch manage-
ment and upgraded operating systems, and
use of monitoring and defensive technolo-
gies to identify and stop attacks,” the
AlertLogic report concludes. “When select-
ing cloud service providers, enterprises
should consider the rigor and application
of these fundamentals in their evaluation
process … it is the quality of management
applied to any IT environment that drives
good security.”

Safer in the Cloud?
New study suggests data and apps could be more vulnerable when kept in-house.
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Group Says Data Analytics Can Cut Deficit

M
aking greater use of data analytics could save the nation $220 billion
annually, according to a nonprofit advisory council dedicated to improv-
ing government through the application of information technology. The

American Council for Technology and Industry Advisory Council’s (ACT-IAC)
Institute for Innovation summarized its findings in November during the 2012
Quadrennial Government Technology Review (QGTR) held at the organization’s
headquarters in Fairfax, Va.

In a report titled “Unleashing the Power of Information Technology Innovation
to Reduce the Budget Deficit,” the ACT-IAC said increased data analytics solutions
should be used to identify inefficiencies and maintain accountability, while commer-
cial best practices and tools for combating fraud, waste and abuse should be adopted
for billions in savings. Citing numbers from the McKinsey Global Institute, the report
said the use of big data could create an annual 8 percent savings – or $200 billion –
in federal healthcare costs alone.

“Technology is not the whole answer to these national challenges, but it can be a
significant part of the solution in restoring confidence in the federal government,” said
Anne Reed, co-chair of the 2012 QGTR Steering Committee and president at Anne
Reed Consulting. “As a public-private partnership, ACT-IAC has served the govern-
ment for more than 20 years as a trusted adviser and go-to source for collaboration,
education, training and action. Our commitment to a vendor-neutral environment
brings a unique value to our recommendations.”

State CIOs Set 2013 Tech Priorities 

C
onsolidation, cloud services, security, budget, healthcare and mobile services
are at the top of the list among the most critical policy and technology issues
to be faced by state government in 2013, according to an annual survey of

state CIOs by the National Association of State Chief Information Officers
(NASCIO).

“The top priorities reflect the fact that state governments are under continued
pressure to do more with less and that leads to innovation, collaboration and shar-
ing,” said NASCIO President and Nebraska Chief Information Officer Brenda Decker.
“State CIOs are demonstrating how technological innovation can enable new business
models, business process enhancements, and “joining up” of state and local govern-
ments to not only deliver government services to meet demand but also to provide bet-
ter services.”

According to NASCIO, as state government continues to deal with slow econom-
ic recovery, state CIOs are working diligently to evaluate technology and business
process innovations to reduce costs and gain efficiencies. CIOs are working together
to share ideas while demands for government services by citizens continue to increase.
The current lineup of priorities reflect the dynamics of the current economy, the drive
for optimization across government operations, and the criticality for information
sharing and interoperability of public safety agencies within and across jurisdictions.

Managed Security Services on the Rise

N
early two-thirds of enterprise organizations are using managed security serv-
ice providers to meet at least some of their organization’s information secu-
rity requirements, according to a new research brief by the IT research firm

Enterprise Strategy Group (ESG).

According to Jon Oltsik, Senior Principal Analyst at ESG and co-author of the
brief, the ongoing skills shortage in IT security has contributed to the increased use of
managed security services. The growing complexity and specialization of information
security has also driven organizations to look for outside help.

“Many organizations want to hire additional information security professionals
right now, but they are extremely hard to find,” he said. “As security analysis, inves-
tigations and forensic exercises require more expertise, many organizations will have
no choice but to seek outside help.”

ESG says the types of security services that organizations are turning over to
third-party providers include security design, threat management, network monitor-
ing, email encryption, compliance assessments and penetration testing. The firm says
there will also be an increased pool of managed security service providers from which
to choose in the future, but that organizations can expect to pay higher prices for these
high-demand security services.

W
hile the trend toward
server virtualization
and cloud computing
is transforming the
way data centers are

being designed, built and managed, ram-
pant data growth continues to be a limit-
ing factor. Organizations require tight lev-
els of integration between storage and vir-
tualization technology to drive consolida-
tion, simplify management and increase
virtual machine scalability.

These conditions will push unified
storage systems into an increasingly large
role in the data center infrastructure over
the next few years, analysts say. With the
ability to consolidate block, file and object
data on the same storage system — and
manage it from the same interface — uni-
fied storage systems allow workload con-
solidation that produce improved cost,
resource and management efficiencies.

IDC forecasts that by 2015, unified
storage systems (also known as multipro-
tocol storage systems, or MPS) will be a
$13.6 billion market, representing 47.9
percent of the total external storage mar-
ket. That’s up from a 21 percent share of
the market in 2010.

“IT organizations in midsize and
large enterprises are struggling with a del-
uge of data and increasingly diverse data
management needs,” said Richard Villars,
vice president, Information and Cloud
research, IDC. “They require storage solu-
tions that meet their growth requirements
while simplifying operations … [unified
storage] provides enterprises with a single
foundation for efficiently managing block,
file and object data without making trade-
offs in performance, scalability or capaci-
ty utilization.”

Simplifying Management

Virtualization has transformed the
data center by breaking the relationship
between applications and the IT systems
on which they run. However, the benefits
of virtualization often are offset by
increased storage complexity and expense.

Unified storage provides a solution to
this quandary by allowing organizations
to consolidate and virtualize storage
across protocols, environments and mixed
storage platforms. Combinations of block

storage (Fibre Channel or iSCSI) and file
storage (NAS systems with CIFS or NFS)
can be managed via a common set of fea-
tures such as snapshots, thin provisioning,
tiered provisioning, replication, synchro-
nous mirroring and data migration — all
from a single user interface. This shift
toward a shared infrastructure enables
organizations to achieve storage utiliza-
tion rates of 85 percent or more, com-
pared to the sub-50-percent rates in stand-
alone storage silos.

Unified storage remains an evolving
technology, however. Typically, these sys-
tems leverage virtualization technology to
create deeper integration of file- and
block-based storage. New to the mix is the
addition of object storage.

Objectively Speaking

With object storage, unstructured
data such as videos, images, sound files
and more are stored as objects — files plus
their associated metadata. The metadata is
inextricably linked to the object, becom-
ing an identifier that makes the unstruc-
tured data easy to search and manage.
Object storage uses a flat address space,
reducing complexity by eliminating the
need to manage logical unit numbers
(LUNs) and RAID groups.

Object storage is gaining in impor-
tance because of the role it can play in
automating and streamlining data storage
in cloud computing environments. Data
objects can be moved in and out of stor-
age “pools” in the cloud with no need for
a directory hierarchy. Because objects are
retrieved using their unique identifiers,
there’s no need to know a directory path
or the object’s location. This location
transparency allows massive scalability,
making object storage ideal for managing
and archiving large quantities of static
information in the cloud.

“When architecting a complete cloud
solution, object storage is critical,” said
Kevin Kluge, VP of products at Citrix
Systems, Inc. “Object storage combines
elements of web serving and traditional
storage in a highly scalable solution that
can quickly recover from any failure,
making it ideal as the main storage target
for unstructured data.”

Unified Storage
Takes Off
Systems blending block, file and object storage key
to realizing potential of virtualization and cloud.
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F
or the past year, tech industry analysts world-

wide have trumpeted the imminent arrival of

the post-PC era. It is becoming increasingly

difficult to argue with that conclusion. The

use of desktop and notebook computers as the

primary vehicles for technology access is rapidly declining

in favor of smaller, more mobile devices such as smart-

phones and tablet computers. This trend is accompanied by

a move toward the use of cloud-based mobile and cross-

platform web applications as an alternative to applications

that can only be used on a PC.

Computer industry economics have clearly shifted.

Market analysts note that PC shipments stagnated between

2007 and 2011, with the percentage of machines being

replaced falling steadily. Meanwhile, total smartphone

sales exceeded PC sales in 2011, and Digitimes Research

has predicted that global tablet shipments will surpass

those of notebooks for the first time in 2013.

Another sign pointing toward the post-PC era is the

fact that desktops and notebooks no longer consume the

majority of the world’s memory chip supply. The market

research firm IHS recently reported that PCs accounted for

49 percent of the global DRAM market in the second quar-

ter of 2012. It is the first time since the 1980s — when per-

sonal computers were new and sales were rising at a rapid

clip — that their share of the leading type of semiconduc-

tor memory has dipped below 50 percent.

The PC is Dead. Long Live the PC!

Do these trends point toward the obsolescence of the

personal computer? That largely depends upon one’s defi-

nition of a “personal computer.” If it is defined as a system

with storage, memory, processing, graphics and display,

then smartphones and tablets could be considered as mere-

ly an evolution of form factor.

Perhaps it is more useful to think of the changing land-

scape as a “PC-Plus” era, in which mobile devices and tra-

ditional PCs all play useful roles in an organization’s tech-

nology infrastructure. While smartphones and tablets pro-

vide tremendous productivity enhancements with any-

where, anytime access, PCs remain hard to beat for heavy-

lifting chores such as working with spreadsheets, compos-

ing long-form papers, editing video and more.

“For most businesses, smartphones and tablets will

not entirely replace PCs, but the ubiquity of smartphones

and the increasing popularity of tablets are changing the

way businesses look at their device strategies and the way

consumers embrace devices,” said Carolina Milanesi,

research vice president at Gartner.

Function Over Form

The key point is that users have a new level of flexibil-

ity with the devices they use for daily activities while, at the

same time, leveraging the strengths of each device. This

flexibility ultimately will enable new levels of user satisfac-

tion and productivity. However, it will require enterprises

to fundamentally rethink how they deliver applications

and services to users.

“Major trends in client computing have shifted the

market away from a focus on personal computers to a

broader device perspective that includes smartphones,

tablets and other consumer devices,” said Steve Kleynhans,

research vice president at Gartner. “Many call this era the

post-PC era, but it isn’t really about being ‘after’ the PC,

but rather about a new style of personal computing that

frees individuals to use computing in fundamentally new

ways to improve multiple aspects of their work and per-

sonal lives.”

Gartner says that, going forward, organizations will

focus less on the types of devices being used and more on

the delivery mechanism for apps and services. In this

model, Kleynhans says, the personal cloud will become

“the glue that connects the web of devices that users

choose to access during the different aspects of their daily

life.”

Gartner identifies five “megatrends” it says are com-

bining to create the personal cloud model.

Consumerization. Users have become more techno-

logically savvy and have very different expectations of

technology. They have become innovators, driving the

grass-roots adoption of powerful and affordable mobile

devices. This has led to a democratization of technology in

which users of all types and status within an organization

now have similar technologies available to them.

Virtualization. By freeing applications from the con-

straints of individual devices, operating systems or even

processor architectures, virtualization has improved flexi-

bility and increased the options for how IT organizations

can implement client environments. This provides low-

power devices access to much greater processing power,

thus expanding their utility and increasing the reach of

processor-intensive applications.

Appification. The way applications are designed, deliv-

ered and consumed by users has changed, raising the

prospect of greater cross-platform portability. One applica-

tion can now be used in multiple ways, on multiple devices

and in varying situations.

The Self-Service Cloud. The advent of the cloud for

servicing individual users opens a whole new level of

opportunity. Every user can now have a scalable and near-

ly infinite set of resources available for whatever they need

to do. This creates the need for an IT infrastructure that

allows users to make their own choices about applications,

services and content, selecting from a nearly limitless col-

lection on the Internet.

The Mobility Shift. Mobile devices combined with the

cloud can fulfill most computing tasks, and any tradeoffs

are outweighed by the convenience and flexibility provid-

ed. At any point in time, and depending upon the scenario,

any given device will take on the role of the user’s primary

device — the one at the center of the user’s constellation of

devices.

“The combination of these megatrends, coupled with

advances in new enabling technologies, is ushering in the

era of the personal cloud,” said Kleynhans. “In this new

world, the specifics of devices will become less important

for the organization to worry about. Users will use a col-

lection of devices, with the PC remaining one of many

options, but no one device will be the primary hub. Rather,

the personal cloud will take on that role. Access to the

cloud and the content stored or shared in the cloud will be

managed and secured, rather than solely focusing on the

device itself.”

Is the PC Dead?
Tablets and smartphones are growing rapidly, but many
envision a ‘PC-plus’ era in which all devices have useful roles.

Unmanaged BYOD Creating Risk

T
he bring-your-own-device (BYOD) phenomenon has entered the mainstream, with nearly 70 percent of all

smartphone-owning professionals now using their personal device to access corporate data, according to

Ovum. However, almost 80 percent of today’s BYOD activity remains inadequately managed by IT depart-

ments, leaving businesses not only at risk of data loss but unable to claim they took reasonable preventive meas-

ures, says the global analyst firm.

In the largest study conducted into employee BYOD behavior and attitudes, surveying more than 4,000 full-

time employees, Ovum found a disturbing lack of awareness by IT professionals about the BYOD trend. Nearly

half of the respondents said their employers’ IT departments either did not know of BYOD or were ignoring its

existence, operating a “don’t ask, don’t tell” policy, while an additional 8.1 percent actively discouraged it. BYOD

acceptance was significantly lower in mature economies with more rigid working practices, such as those of

Continental Europe, compared to high-growth economies such as Brazil, India and South Africa.

“Despite much speculation, BYOD is here to stay. Therefore, it’s worrying to see evidence of such a high pro-

portion of businesses burying their head in the sand when it comes to planning adequately for it,” said Richard

Absalom, senior analyst at Ovum. “BYOD multiplies the number of networks, applications and endpoints through

which data is accessed. These are the three main points at which data is vulnerable; so, if left unmanaged, BYOD

creates a huge data security risk.”
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M
obile business intelligence (BI) is

growing fast in the corporate land-

scape, with many companies piloting

or planning deployment initiatives.

Gartner analysts anticipate that as

much as one-third of all BI functionality will be consumed

through mobile devices by 2013.

With an increasing number of mobile workers, height-

ened demand for anywhere, anytime access to business

data and the rise of mobile enterprise application plat-

forms, organizations see the potential for easy-to-use

mobile BI applications to help them increase market

responsiveness, speed decision-making and accelerate

problem resolution.

“Decision-making is not something only for the back

office or the boardroom. Decisions are being made on the

road, in a warehouse, in client meetings or in airport

lounges, where the decision-maker often only needs quick

access to a few key metrics shown on a mobile device,” said

Gartner analyst Andreas Bitterer. “This can reduce decision

bottlenecks, increase business process performance and

enable broader input into the decision at hand.”

Mobile BI refers to the ability not only to see dash-

boards and other visualization of information on mobile

devices, but also to analyze that data directly on the device.

Generally speaking, the device is connected over the

Internet to enterprise systems so that the data is current

and subject to corporate internal controls.

To date, however, initial vendor efforts to deliver BI

tools that run on smartphones and tablets have been rather

clumsy. Most have involved simply porting reports and

dashboards to mobile devices, and have been met with

lukewarm response in the marketplace. Ventana Research’s

recent benchmark study found that 89 percent of users

want simpler analytics and metrics, and 57 percent want

more user-friendly tools.

Most analysts expect mobile BI tools to rapidly evolve

with better software clients that deliver improved experi-

ence for mobile-device users. As the tools improve, the

biggest mistake organizations can make is jumping into

mobile BI deployments without fully forming a long-term

strategy or managing users’ expectations. To effectively

extend BI functionality to mobile users, organizations must

first ensure that the underlying BI infrastructure can deliv-

er quality data by supporting data integration, warehous-

ing, mining, modeling and mapping.

In addition, global BI vendor arcplan warns against

the following five pitfalls:

1) Expecting true feature parity. When users are intro-

duced to mobile BI, they may expect it to offer the feature

richness they enjoy on their laptops or PCs. Unfortunately,

mobile BI does not currently allow actions like “drag-and-

drop,” so it won’t be quite the same experience. To make

up for this, mobile BI apps should leverage device-specific

controls and gestures that allow for zooming in and out,

and should make use of large buttons and easy navigation

to make the experience as user-friendly as possible.

Preparing users to miss some features but embrace others

is the way to ensure a smooth transition from desktop BI

to mobile BI.

2) Ignoring mobile design standards. Mobile device

screen resolution necessitates BI application redesign —

not always a full-scale redesign of an existing BI app but at

the very least adjustments to font sizes, charts and buttons

to accommodate a smaller screen size. In addition, an app

for a smartphone will have different requirements than one

for a tablet. While a 9-inch tablet can display an entire

dashboard at once, a smartphone app should limit users to

a list of reports that lead to individual charts.

3) Releasing it to everyone. In the interest of minimiz-

ing upfront expenses and the amount of support the IT

organization will need to provide, organizations must con-

sider who will benefit most from mobile BI before rolling

it out. Those who do most of their work behind a desk —

accounting managers, research analysts, etc. — are not

good candidates. Executives who travel often, sales road

warriors and roving plant or store managers will get the

most value from mobile BI.

4) Underestimating data security concerns. The IT

department will have real concerns about data being com-

promised if devices are lost or third parties accessing data

once it is mobile-enabled. Some of the items that must be

addressed in a detailed security plan prior to implementa-

tion include how devices will be secured, how data trans-

mission will be secured, and how users will be authorized

and authenticated. While many mobile BI solutions utilize

the same security infrastructure and permissions as the

enterprise BI platform, organizations must consider

mobile-specific security options such as implementing a

secure extranet or enabling remote content wipes on lost

devices.

5) Focusing on the wrong applications. Not every

existing BI application needs to be available on mobile.

Smartphones and tablet PCs are typically used to quickly

consume blogs, exchange text messages and perform

searches for bursts of information — and mobile BI works

the same way. It should provide users a consumption-based

model with limited analytical capabilities. A full-on analy-

sis-based model works better on laptops and PCs, which

have the speed and power for long, complicated analysis

without giving users “mobile carpal tunnel.” Determine

which dashboards and reports will provide value to users

at-a-glance. Leave the ad-hoc analysis to desktop BI.

With users clamoring for 24x7 access to critical per-

formance information to enable faster decision-making,

mobile BI is set to become a valuable mechanism for BI

consumption over the next two years. Developing a thor-

ough plan based on an appropriate infrastructure and

proper organizational expectations will help provide a

quality experience for users and ensure an effective mobile

BI strategy.
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