
T
echnology was once
exclusive to glass-walled
environments where
experts in lab coats
tended mysterious

machines. Although computers have
since lost much of their mystique, there
still remains a figurative glass wall
between the IT organizations that
implement, manage and deliver tech-
nology services and the business users
who depend on those services to do
their jobs.

Health First, the largest healthcare
provider on Florida’s “Space Coast,” is
taking steps to shatter that glass wall
once and for all.

In an effort to more closely align
IT with operational and business objec-
tives, Health First recently engaged
Emtec’s consulting group to lay the
groundwork for a value-based manage-
ment (VBM) approach to technology.
Health First’s overall vision is to create
a more formal link between IT infra-
structure and business performance,

thus removing historical communica-
tion barriers and creating a service-
focused IT organization. Ultimately
that will allow employees to quickly
get what they want and managers to
easily demonstrate what services are in
demand, what services are being pro-
vided and what those services actually
cost.

“We still have work to do —
Rome wasn’t built in a day — but we
are making significant progress,” said
Jose Lanza, supervisor of support and
operations for Health First’s IT depart-
ment. “We have a much better under-
standing of where we are and where we
need to go because of the work we’ve
done with Emtec over the past year.”

More than IT
Growth and organizational change

caused Health First to rethink its tradi-
tional approach to IT service and con-
sider how to more efficiently develop,
operate and deliver services with value
and alignment to the business. 

Headquartered in Brevard County,
Fla., Health First manages a network
of hospitals, administrative offices and
outpatient centers, along with a large
medical group and a host of other
facilities and services. The IT depart-
ment provides services and support to
more than 7,500 end users, including
employees, administrators, physicians
and medical staff.

For several years, Health First has
relied on an out-of-the-box software
suite to provide an IT service manage-
ment framework. However, the organi-

zation was looking at a forklift
upgrade to replace an outdated version
of the application that was no longer
being supported by the vendor.

What’s more, the organization had
undergone significant transformation
since the application was first imple-
mented. It no longer made sense to
look at IT as an isolated service — in
fact, Health First logically wanted to
group IT with a broad range of other
support services that are critical to the
daily function of a healthcare organiza-
tion. This includes plant operations,
clinical engineering, environmental ser-
vices, physical security and more.

“Health First has numerous doc-
tors’ offices, hospitals and other facili-
ties, and all of these people have pages
and pages of contact phone numbers to
call for support issues,” said Andrew
Braden, IT Service Management Con-
sultant for Emtec. “There’s one num-
ber to call if a printer isn’t working,
another if there’s a problem with a
monitor or an IV pump, and another to
call if the toilet is plugged. Our goal is
to help Health First make their end
users’ life easier by giving them one
place to go for their support needs.”

Defining Services
Having previously engaged Emtec

to help with its service management
software implementation, Health First
was impressed with the firm’s VBM
methodology and its extensive experi-
ence with linking business-related ser-
vices to underlying applications, work-
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loads and infrastructure components to deliver greater insight into how technology assets
are impacting business. 

Since Health First wanted to address not only IT services but the full range of its sup-
port services across the organization, Emtec suggested an initial focus on developing the ser-
vice catalog elements of VBM. A service catalog is a database or structured document with
information about all live services and services planned for delivery. It includes information
about deliverables, contact points, prices, ordering and request processes. This is an essen-
tial first step because the catalog provides the means for making decisions about the deploy-
ment of resources, services and dollars in order to meet the business goals in the most cost-
effective manner.

While developing such a catalog might seem to be fairly straightforward, it is not with-
out challenges. One of the biggest hurdles is reaching agreement on what constitutes a “ser-
vice.” Most organizations struggle with defining services — in fact, industry experts say
about 30 percent of all service improvement projects stall because of this roadblock.  Ser-
vices are just not documented on paper. The information is all in the support personnel’s
heads. They know what they need to do and just do their jobs. 

Emtec helped Health First get past this initial hurdle. Over the course of many VBM
engagements, Emtec has developed a services library that contains approximately 80 percent
of the typical services that most IT organizations provide. Using this library as a framework,
Emtec conducted more than 30 one-hour interviews with key employees and stakeholders
across seven different Health First support areas. 

From these interviews, a master list of services was created. The graphic below repre-
sents a mapping of the various service categories across Health First’s seven support streams
(support services groups).  Under these support streams are 21 support categories with a
total of 63 distinct services defined (not pictured) that were mapped from interviews with
stakeholders. This master list of services serves as an outline for the full scope of data
required to create Health First’s Service Catalog.

Seeing the Light
Emtec also delivered an overall assessment of Health First’s VBM readiness, including a

list of the gaps in the service delivery that Health First can use to target improvements.
Together with service definitions and value assignments, this information essentially pro-
vides Health First with a template on how to continue the process of developing its service
catalog. To ensure effective knowledge transfer, Emtec also conducted workshops with
managers and directors throughout the organization, and provided detailed workbooks on
how to continue the process.

“Emtec’s assessment helped Health First management recognize how large the scope of
this project really is and the process needed to get where they want to be,” said Braden. 

“Since then, people throughout the organization have become very interested in the
process and are more receptive to helping, ” said Lanza.

Lanza continues to count on Emtec for help in developing the service catalog, and
Health First would ultimately like to use the catalog to create a self-service Web portal
where employees can access a menu of available services and make service requests. 

“We’re still at the beginning stages, but we can now see where we’re headed,” said
Lanza.
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Y
ou can’t whistle a symphony — it takes an orchestra.
Blending the sounds of various string, brass, wood-
wind and percussion instruments to produce melodic
form requires sophisticated levels of coordination and
collaboration. These are the same principles we are
harnessing here at Emtec as we launch the first in a

series of “Centers of Excellence” designed to bring a sense of harmony
to key IT service areas.

As in an orchestra, a Center of Excellence (COE) essentially consists
of a team of people working together, sharing
their knowledge, skill and experience to pro-
duce exceptional results that are both valued
and repeatable. Our first COE was developed
to address the increasingly important role of
IT Service Management (ITSM) in today’s
organizational structures.

ITSM and related business service man-
agement (BSM) methodologies are designed to
give businesses unprecedented control and vis-
ibility into critical IT functions. The idea is to
dynamically link business-related services to
underlying applications, workloads and infrastructure components to
deliver greater insight into how technology assets are impacting business
and processes.

As businesses today face growing competitive and budget pressures,
they must be confident that their technology initiatives meet operational
and customer demands and drive bottom-line value. They need an IT
infrastructure that drives quantifiable business improvements and deliv-
ers understandable, actionable information.

Under the guidance of Renee-Claude Lafontaine, a senior member
of our ITSM practice, our team of distinguished consultants within the
ITSM COE will work with our clients to achieve real IT value through
ITSM initiatives and in-turn advance our leadership in ITSM.  The
ITSM COE team is tasked to bring real value to our clients through: 

• Leadership in best practices: ITSM, BSM, VBM (Value-based
management) and ITIL (IT Infrastructure Library)

• Demonstrated excellence in applied technology

• Thought leadership

• Driving efficiency and effectiveness in services delivery

• Our ITSM SWAT team can be deployed quickly when specific
ITSM expertise required

Emtec’s ITSM COE has a few key initiatives underway including:

• ITSM Methodology and Best Practices. Enhancement of our
ITSM and VBM (value-based management) methodologies to
increase delivery efficiency.

• Training and Continual Improvement. Training strategy that
continually develops and mentors our engineering talent and
ensures a best-practices approach to ITSM.  As part of this pro-
gram, we have successfully piloted Web-based delivery of the
ITIL (Information Technology Infrastructure Library) certifica-
tion.  This is now a repeatable process that can be delivered to
our clients or internal staff for a very low cost.

• Technology. The cornerstone of this program will be a state-of-
the-art laboratory at our new West Virginia office where we
will be able to provide live demonstrations of our ITSM solu-
tions.

Through our ITSM COE, Emtec is moving beyond the pre-packaged
solutions common in the industry and developing an advanced
approach to service management defined by best practices and proven
results. Through our continued investment in engineering talent, devel-
opment platforms, software and process improvement, we will be able
to provide faster, better, more cost-effective implementations than pre-
viously possible. The end result for our clients is an IT organization that
changes its tune from a one-note technology framework to a business-
enabling virtuoso. 

Working in Concert

Value Based Management (VBM) is a reference model that takes

the uncertainty out of IT decision making and demonstrates the

alignment of IT with the business. To download our VBM white-

paper, visit  www.emtecinc.com/whitepapers.
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I
ncreasing levels of cyber crime,
numerous regulatory and com-
pliance requirements, and an
explosion in usage of consumer
devices and applications in the

workplace likely will drive investments
in security solutions such as biometrics-
based protection of mobile devices,
token-based encryption for sensitive
transactions and location-based security
systems.

“The consumerization of IT trend
presents a double-edged sword,” said
Patricia Titus, chief information secu-
rity officer at Unisys. “On one hand,
ready access to popular devices and
technologies gives consumers and
employees a level of convenience and
productivity they've never had before.
On the other hand, security officers and
professionals now must figure out how
to address the new security challenges
that arise as hundreds or thousands of
these new devices and their associated
applications are introduced into the
enterprise infrastructure."

Unisys believes the following secu-
rity trends will emerge in 2011 as orga-
nizations respond to the evolving threat
landscape:

Increased focus on consumer device
security policy. Tech-savvy information
workers are blurring the lines between
work and home in their use of con-
sumer devices, but employers don't
seem to have an accurate understanding
of what technologies their employees
are using in the workplace. To deal
with this threat, organizations should
reassess and extend their security poli-
cies beyond the physical edges of the
enterprise network to secure employees’
use of mobile devices. Such policy
changes will likely focus on authenticat-
ing the identities of device users and
encrypting enterprise data as it traverses
the network. 

Biometric enablement of mobile
devices. While many consumers are tak-
ing proactive steps to protect themselves
against cyber crime and identity theft,
only slightly more than a third of Inter-
net users in the U.S. regularly use and
update passwords on their mobile
devices. Biometrics such as facial image
or voice verification will be increasingly
used in 2011 to verify the identities of
mobile device users, in addition to the
more traditional user ID or password.
In addition, Unisys expects an increase

in the use of token-based encryption to

authenticate mobile device transactions.

Examples around the world include

smart cards to combat payment fraud

and facial image or voice recognition

verification through cell phones. 

Port worker ID programs. Follow-

ing recent terrorist incidents involving

air cargo, U.S. government authorities

are seeking more effective ways to

secure shipments entering the country

and to verify the identities of authorized

personnel in restricted areas of maritime

ports. Port security initiatives could be

accelerated in the coming year with

maritime ports increasingly adopting

biometric-based identity and credential-

ing solutions. This could include a new

wave of Transportation Worker Identi-

fication Credential (TWIC) implementa-

tions fueled by the success of TWIC

field tests of integrated biometrics sys-

tems, such as at the Port of Los Angeles. 

Business continuity planning as a
defense against cyber attacks. Recent

cyber attacks have resulted in highly

publicized server outages that have shut

down Internet access in government,

academia and the private sector. With

dependence on Internet communication

continuing to grow, Unisys predicts an

increasing interest in business continuity

planning in 2011 as organizations work

to ensure they can conduct critical busi-

ness in the event of a cyber attack.

Enterprises may invest more in alterna-

tive paths such as automatic rerouting

of communications from voice over IP

to cellular or satellite for critical com-

munications in the event of an Internet

outage. 

Location-based security. Organiza-

tions will begin to exploit location-

based technologies such as global posi-

tioning systems as a means of securing

employee access to sensitive enterprise

data and systems. Through use of these

advanced technologies, IT managers can

monitor in real time the locations of

employees and limit or prevent their

ability to access sensitive information or

conduct sensitive transactions in high-

risk areas such as public spaces. Use of

such advanced location-based solutions

can also allow organizations to better

track staff deployed overseas and

account for their locations in the event

of a security incident. 

Rethinking Security
Biometrics, GPS among responses to latest security challenges.

A
study based on a survey of more than 10,000
information security professionals worldwide
finds that a growing number of technologies

being widely adopted by businesses are challenging
information security executives and their staffs, poten-
tially endangering the security of government agencies,
corporations and consumers worldwide over the next
several years. 

The study conducted by market researcher Frost
& Sullivan for the International Information Systems
Security Certification Consortium, or (ISC)2, says new
threats stemming from mobile devices, the cloud,
social networking and insecure applications, as well as
added responsibilities such as addressing the security
concerns of customers, have led to “information secu-
rity professionals being stretched thin.

“In the modern organization, end-users are dictat-
ing IT priorities by bringing technology to the enter-
prise rather than the other way around,” said Robert
Ayoub, global program director of network security
for Frost & Sullivan. “Pressure to secure too much

and the resulting skills gap are creating risk for orga-

nizations worldwide. 

“We can reduce the risks, however, if we invest

now in attracting high-quality entrants to the field and

make concurrent investments in professional develop-

ment for emerging skills. As the study finds, these

solutions are under way, but the question remains

whether enough new professionals and training will

come soon enough to keep global critical infrastruc-

tures in the private and public sectors protected.”

Information security professionals admitted they

needed better training yet reported in significant num-

bers that many of these technologies are already being

deployed without security in mind. For example, 70

percent of surveyed information security professionals

said that they need better skills for securing clouds. At

the same time, more than half of organizations already

have private clouds in place, and more than 40 per-

cent of security professionals themselves now use soft-

ware-as-a-service applications.

Respondents said they aren’t ready for social

media threats, either. They reported inconsistent poli-

cies and protection for end-users visiting social media

sites, and nearly 30 percent reported having no social

media security policies whatsoever.

Nearly 70 percent of respondents reported having

policies and technology in place to meet the security

challenges of mobile devices, yet mobile devices were

still ranked second on the list of highest concerns by

respondents. The study concludes that mobile security

could be the single most dangerous threat to organiza-

tions for the foreseeable future.

“The good news from this study is that informa-

tion security professionals finally have management

support and are being relied upon and compensated

for the security of the most mission-critical data and

systems within an organization,” added Ayoub. “The

bad news is that they are being asked to do too much,

with little time left to enhance their skills to meet the

latest security threats and business demands.”

New Technologies Create Gap in Security Skills
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While most blade server systems consist of an enclosure containing server blades, cables and power supplies,

HP BladeSystem solutions offer a more evolved infrastructure management platform. Instead of solving server

issues, HP BladeSystem solutions address infrastructure issues using advanced management tools that

incorporate computing, storage, power, and network resources into a virtualized, self-aware, automated

environment. With HP, your customers can manage a pool of resources as easily as managing one machine.

Complete with an integrated 4Gb SAN switch from Brocade or McDATA, HP BladeSystem infrastructures

deliver a more efficient way to build an infrastructure that is optimized for efficiency and change. These

solutions combine the plug-and-play simplicity of blade design with industry leading switching technology

from leading SAN fabric providers. Also, by using the industry’s leading enterprise management tools, this

platform creates a universal management system for Linux® and Microsoft® Windows® environments.

Blades are widely viewed as compact and efficient servers that primarily

save space and power. However, HP believes the power of the blade

concept is about more — simplification of the entire infrastructure —

through consolidation, integration, and unified management.

Powerfully simple

For more information, please contact
Deanna Evers
800-800-8894 x127897
information@emtecinc.com
WWW.EMTECINC.COM

Build IT better with HP BladeSystem
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D
eploying and managing traditional
desktops represents one of the greatest
challenges facing IT managers. Desktop
management has always been one of the
most time-consuming and expensive

aspects of operating a network, and the job just keeps
getting more difficult due to the constant need for
application upgrades, operating system patches and
antivirus updates. Mobility and the growing use of end-
user-owned devices has only exacerbated the problem
— it is difficult for IT to systematically manage devices
it never sees.

Desktop virtualization helps relieve these
headaches by consolidating and centralizing complete
desktop environments. Desktop virtualization solutions
transform the entire desktop — including operating
system, applications and data — into an image that is
stored and executed on a server. End-users can access
their virtual desktops using a traditional PC, thin client
or other network-connected device. 

While the end-user retains the familiar desktop
experience, IT gains the ability to manage a large num-
ber of workstations from the data center rather than at
each end-user device, vastly improving IT efficiency.
Workers also become more productive because they
can get their full PC experience from any location. And
organizations can delay PC upgrades or utilize lower-
cost thin-client devices.

A Better Approach
A virtual desktop functions as though it were run-

ning directly on the user’s computer, but applications
and data are kept on a server where they can be more
easily managed by IT. As such, desktop virtualization is
similar to the server-based computing model, in which
servers run the applications and give users remote
access via a stripped-down PC or thin client. 

However, desktop virtualization offers a much
higher degree of customization. In essence, a server
hosts an entire desktop environment specific to each
user. Virtual machine images are built and stored on
the server and delivered to end-users as needed over the
network or the Internet. These images can be cus-
tomized with the operating system, applications, secu-
rity settings and other personalization features required
by specific users.

The latest desktop virtualization technology creates
an environment identical to a Windows PC that can be
customized to re-create a particular user’s desktop. It’s
not just icons on the screen — it works exactly the way
a regular PC works. The end-user gets a rich, personal-
ized experience through any connected device.

When users authenticate to a server, the virtual
desktop image gets loaded and boots with all of the
preferences set. When they log off, any changes are
loaded back into their base virtual image. With these
virtual images stored in a central server, users have the
ability to access their personalized computing environ-
ments from any device and any location, as long as
they have a way of connecting to that central source.

Although a standard PC can be used to connect to
the virtual desktop environment, it introduces addi-

tional costs and risk. In contrast, a thin-client device
costs less, consumes less power and has a smaller foot-
print. Thin clients are also stateless — meaning no data
is stored locally — and lack the hacker and virus risks
associated with traditional PC operating systems. In the
past, thin clients were only suitable for end-users with
minimal requirements. However, today’s desktop virtu-
alization environments coupled with multimedia thin
clients can support even power users.

Risks and Rewards
Of course, the key benefit of desktop virtualization

is that it allows IT to move most of the management
activities that sit on a PC to a server. IT staff can set up
new users, workgroups or departments in just minutes,
and control and manage desktops and updates cen-
trally. This reduces the costs normally associated with a
traditional distributed desktop model while improving
data security.

The ability to control and manage desktops and
updates centrally also improves security and virus man-
agement compared to the traditional distributed desk-
top model. Virtual machines are inherently more secure
because operating systems and applications can be
updated instantly on the server. What’s more, the data
on these virtual machines is protected from disaster,
disruption, attack and theft. There is less risk of expo-
sure to data loss on stolen laptops or thumb drives.” 

Desktop virtualization is not without its chal-
lenges, however. Early desktop virtualization solutions

suffered from high costs, lack of scalability and an
inadequate end-user experience that limited enterprise
deployment. Today’s desktop virtualization environ-
ments solve many of those problems but require more
computing and storage capacity at the data center level.

“Enterprises need to understand the strain this
technology can place on their data center infrastruc-
tures and operations, especially when thousands of
employees use this platform type,” said Philip Dawson,
research vice president at Gartner.

Still, analysts expect the desktop virtualization
market to explode. The average annual total cost of
ownership (TCO) per desktop is approximately
$5,000, which means there are literally billions of dol-
lars spent annually just to keep existing desktop envi-
ronments operational. Adoption of desktop virtualiza-
tion solutions is being driven by the need for a more
flexible, independent and secure computing environ-
ment that can substantially reduce this costly TCO
equation.

Traditional distributed desktop computing —
where everyone in an organization has his or her own
PC or laptop loaded with applications and data — is
complex, time-consuming and insecure. By extending
the virtualization concept to the desktop, IT adminis-
trators can deploy virtual machines on every PC and
deliver a complete desktop experience that is easy to
manage, fast to deploy, always current and better pro-
tected.

Rx for Desktop Management Headaches
Desktop virtualization promises to improve PC manageability,
flexibility and security while reducing desktop support costs.

W
orldwide PC shipments are forecast to
reach 409 million units in 2011, a 15.9
percent increase from 2010, according to

Gartner. This is down from Gartner’s earlier esti-
mate of 18.1 percent growth for 2011. While Gart-
ner does not regard the current dynamics in the PC
market quite yet as an inflection point, analysts do
see many disruptive forces coming together that will
weaken the market moving forward.  

“PC market growth will be impacted by devices
that enable better on-the-go content consumption
such as media tablets and next-generation smart-
phones,” said Raphael Vasquez, research analyst at
Gartner. “These devices will be increasing embraced
as complements if not substitutes for PCs where
voice and light data consumption are desired. It is
likely that desk-based PCs will be adversely
impacted over the long-term by the adoption of
hosted virtual desktops, which can readily use other
devices like thin clients.”

Gartner analysts say several dynamics are chal-
lenging the PC industry:

Challenge of Emerging Devices. Media tablet
capabilities are expected to become more PC-like in

the coming years, luring users away from PCs and
displacing a significant volume of PC shipments,
especially mini-notebooks. Media tablets are rapidly
finding favor with PC buyers who are attracted to
their more-dedicated entertainment-driven features
and their instant-on capability.

Extended Life Cycle Impact. The ascent of
emerging devices will have an important indirect
impact on PCs — the extension of average PC lifecy-
cles. The effect of this ascent will be to spread tradi-
tional PC functionality over a variety of complemen-
tary devices. As this happens, analysts foresee users
extending the lifetimes of PCs because there will be
less need to replace them as often.

Uptake of Thin Clients. Hosted virtual desk-
tops (HVDs) are not expected to earnestly impact
mature professional markets until 2012, at the earli-
est. Longer term, users that adopt HVDs to access
their compute capabilities will do so predominantly
by using refurbished PCs and thin clients. These
alternative devices will displace new PC units,
thereby reducing expected future desk-based ship-
ment growth.

Media Tablets, Desktop Virtualization
Eroding Growth of Traditional PC Market
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T
he data center of the future looks an
awful lot like data centers of the past in
one important respect: storage demands.
While the trend toward server virtualiza-
tion and consolidation is transforming the

way data centers are being designed, built and man-
aged, rampant data growth continues to be a limiting
factor.

In its annual “Digital Universe” study, EMC pro-
jects a nearly 45-fold annual data growth by 2020.
Data growth was cited as the No. 1 data center hard-
ware infrastructure challenge in a recent Gartner survey
of representatives from 1,004 large enterprises in eight
countries.

“While all the top data center hardware infrastruc-
ture challenges impact cost to some degree, data growth
is particularly associated with increased costs relative to
hardware, software, associated maintenance, adminis-
tration and services,” said April Adams, research direc-
tor at Gartner. “Given that cost containment remains a
key focus for most organizations, positioning technolo-
gies to show that they are tightly linked to cost contain-
ment, in addition to their other benefits, is a promising
approach.”

In order to drive down costs and reduce opera-
tional complexity, organizations virtualizing their data
centers and beginning the journey to the cloud require a
storage infrastructure that is both simple and efficient.
Unified storage delivers on both counts.

Unified storage is the combination of block- and
file-based storage in the same system with common
management. These multiprotocol systems can be
attached to servers via IP and/or Fibre Channel . 

The Road to Unification
Unified storage is an evolving technology, but not a

new technology. A variety of vendors have taken stabs
at providing block- and file-oriented storage in a single
box since the late 1990s. Some of the earliest attempts
involved simply putting two machines together in a sin-
gle enclosure and then creating a GUI to handle man-
agement of both. 

Next came NAS gateways, which used a NAS box
as an entry to SAN storage. In this setup, a NAS box
provides file-based access to applications via a LAN
port, and then stores the data on a block-oriented stor-
age array that can be accessed across the SAN. While
this approach accommodates both block and file proto-
cols, it has some disadvantages. One of the major prob-
lems is that data must be transferred twice — once
across the NAS Ethernet connection and again across
the Fibre Channel or IP SAN — which adds to I/O
latency. Another issue is that the management of NAS
gateways continues to be separate from the manage-
ment of SAN arrays.

More recent unified storage platforms leverage vir-
tualization technology to offer a much deeper integra-
tion of file- and block-based storage. A file system per-
forms I/O to disk blocks using a common virtualized
disk-volume engine. Virtualization allows administra-
tors to create a seamless pool of unified storage and
enables transparent data movement for tiered storage.

While NetApp introduced unified storage to the
market several years ago, it is now available from most
storage vendors. Many of these solutions include fea-
tures such as data replication, incremental snapshots
and remote mirroring that contribute to robust business
continuity capabilities.

Aligning Storage with Virtualization
IT organizations face growing pressure to trans-

form the data center to meet increasing demands for
wider access to information, transactions and services.
To a great degree, this means creating a technology
infrastructure composed of virtualized computing and
networking. By breaking the relationship between
applications and the IT systems on which they run, vir-
tualization frees system administrators from providing
specific hardware with static configurations.

However, many organizations have found that the
benefits of virtualization are offset by increased storage
complexity and expense. For example, the creation of
hundreds or even thousands of virtual server image files
often leads to massive storage waste. Because each of
these images is typically many gigabytes in size, the
total storage required in virtual environments can be 30
percent more than in an equivalent physical environ-
ment. As a result, virtual machine sprawl increases
operational overhead and compromises storage utiliza-
tion efficiency and overall business agility.

Unified storage improves utilization by allowing
organizations to consolidate and virtualize storage
across storage protocols, environments and mixed stor-
age platforms. Combinations of block storage (Fibre
Channel or iSCSI) and file storage (NAS systems with
CIFS or NFS) can be managed via a common set of fea-
tures such as snapshots, thin provisioning, tiered provi-
sioning, replication, synchronous mirroring and data
migration — all from a single user interface. This shift
toward a shared infrastructure enables organizations to
achieve storage utilization rates of 85 percent or more,
compared to the sub-50-percent rates in standalone
storage silos.

“IT managers are looking for storage solutions that
not only deliver immediate value, but also enable flexi-
bility and growth over time, so that storage can adapt
to changes in an organization's applications, user needs
or business demands,” said Mark Peters, senior analyst
at Enterprise Strategy Group. “Storage solutions that
are both virtualized and unified are ideal to address the
needs for both storage flexibility and data growth.” 

Unified Storage
U

nified storage is one of the

technologies IT managers are

using to improve their storage

efficiency as well as to improve busi-

ness flexibility and lower the total cost

of storage. According to the research

firm IDC, the benefits of unified stor-

age include the following:

• Unified block- and file-level stor-

age through SAN, NAS, and iSCSI

interfaces, allowing storage administra-

tors to consolidate multiple workloads

onto a single storage platform

• Advanced software features for

provisioning, data protection and sys-

tem management that improve storage

efficiencies and utilization rates and

simplify management

• Multiple tiers of disk to provide

cost-effective storage of files at various

stages of their lifecycle 

• Integrated hardware and soft-

ware solutions (often in the form of

appliances) that simplify implementa-

tion

• The ability to plan overall stor-

age capacity consumption: Deploying a

unified storage system takes away the

guesswork associated with planning

for file and block storage capacity sep-

arately.

• Increased utilization, with no

stranded capacity: Unified storage

eliminates the capacity utilization

penalty associated with planning for

block and file storage support sepa-

rately — users don't need to worry

about overbuying to support one pro-

tocol and under-buying to support

another. 

• Pooled storage flexibility. Users

can allocate storage to support applica-

tion requirements regardless of

whether the application requires block

or file data access. 

• Increased support for server vir-

tualization initiatives. Oftentimes,

users deploy server virtualization envi-

ronments that require block-based raw

device mapping (RDM) for perfor-

mance reasons. Unified storage gives

users a choice regarding how they store

virtual machine (VM) data without

having to separately buy SAN and

NAS capacity.

Unified Storage Benefits

Systems combining block and file storage maximize
benefits of server virtualization.
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Red Flags Rule Takes Effect

A
fter nearly two years of enforcement delays, the Federal Trade Com-

mission’s Red Flags Rule finally became effective as of January  1,

2011. The rule requires financial institutions and other organizations

classified as “creditors” to develop programs to identify, detect and respond to

warning signs — or “red flags” — of identity theft in their day-to-day opera-

tions.

A clarification signed into law by President Obama in December 2010 lim-

its the scope of who is covered by the rule, essentially giving an exemption to

lawyers, doctors, accountants, dentists, orthodontists, pharmacists, veterinari-

ans, nurse practitioners, social workers and other service providers. 

The rule doesn’t require any specific practice or procedures. It gives busi-

nesses the flexibility to tailor their written identity theft detection program to

the nature of the business and the risks it faces. Businesses with a high risk for

identity theft may need more robust procedures — like using other information

sources to confirm the identity of new customers or incorporating fraud-detec-

tion software. Groups with a low risk for identity theft may have a more

streamlined program — for example, simply having a plan for how they’ll

respond if they find out there has been an incident of identity theft involving

their business.

Rapid Growth of Tablet Sales Expected

T
he tablet PC has hit its stride. Total global revenue from tablet devices

such as Apple’s iPad and Samsung’s Galaxy Tab will increase from $16

billion in 2010 to a whopping $46 billion in 2014, the tech research

firm Yankee Group predicts.

“The growth in this market is unprecedented,” said Dmitriy Molchanov,

Yankee Group analyst and author of the forecast. “The tablet sales curve is ris-

ing faster than that of HDTVs, handheld gaming consoles or even MP3 play-

ers.”

North America leads the way right now, accounting for 37 percent of total

global tablet revenue in 2010. However, the Asia-Pacific region is expected to

own more than half the global market (58 percent) by 2014.

The firm predicts that annual U.S. tablet sales will more than triple

between 2010 and 2015. Tablet sales will grow at a CAGR of 31 percent,

from roughly 8 million units in 2010 to 30 million units by 2015.

Additionally, Yankee Group predicts that the average tablet price tag in

the U.S. will drop to just $237 by 2015. The firm says reference models, open-

source operating systems and economies of scale in touch-screen manufactur-

ing will help cut the average selling price in half over the next few years.

More CIOs Plan to Hire

H
iring in the IT field will increase in the first quarter, according to the

Robert Half Technology IT Hiring Index and Skills Report. In the

latest survey, 11 percent of CIOs said they plan to add IT staff in the

first three months of the year, and just 3 percent foresee cutbacks. The net 8

percent increase in hiring activity is up five points from the fourth-quarter

forecast. 

“As companies maximize operational efficiencies and strive to make infor-

mation more accessible, they rely on their IT departments,” said John Reed,

executive director of Robert Half Technology. “As a result, CIOs are reinitiat-

ing previously deferred projects and are more willing to invest in augmenting

their teams.”

The survey also found that 84 percent of CIOs are at least somewhat con-

fident in their companies’ growth prospects in the first quarter. In addition,

more than half (54 percent) of executives said it is very or somewhat challeng-

ing to find skilled IT professionals today.

The functional area in which executives foresee the most challenges in

finding skilled professionals is networking, cited by 17 percent of executives.

This was followed by security and software development, with 16 percent and

11 percent of the response, respectively.

A
notable point in the history of
the Internet was reached on Feb-
ruary 3 with the allocation of

the last remaining IPv4 (Internet Proto-
col version 4) Internet addresses from a
central pool. IPv4 has served as the
Internet’s main communications proto-
col for more than 20 years, but future
expansion of the Internet is now depen-
dent on the successful global deployment
of the next-generation Internet protocol,
IPv6.

The announcement was made
jointly by the Internet Corporation for
Assigned Names and Numbers
(ICANN), the Number Resources Orga-
nization (NRO), the Internet Architec-
ture Board (IAB) and the Internet Soci-
ety — the four international non-profit
groups that collaboratively work to
coordinate the world’s Internet address-
ing system and its technical standards.

The final allocation of Internet
addresses was administered by the Inter-
net Assigned Numbers Authority
(IANA), which is a function of ICANN.

“This is a major turning point in the
ongoing development of the Internet,”
said Rod Beckstrom, ICANN’s President
and Chief Executive Officer. “No one
was caught off guard by this. The Inter-
net technical community has been plan-
ning for IPv4 depletion for some time.
But it means the adoption of IPv6 is now
of paramount importance, since it will
allow the Internet to continue its amaz-
ing growth and foster the global innova-
tion we’ve all come to expect.”

Last Call
The final two “blocks” of IPv4

addresses, about 33 million of them,
were allocated in February to the
Regional Internet Registry (RIR) for the
Asia Pacific region. When that hap-
pened, it meant the pool of IPv4
addresses had been depleted to a point
where a global policy was triggered to
immediately allocate the remaining small
pool of addresses equally among the five
global Regional Internet Registries. The
RIRs are independent, not-for-profit
organizations that provide technical
coordination for the infrastructure of the
Internet.

The allocation of the final IPv4
addresses is analogous to the last crates
of a product leaving a manufacturing
warehouse and going to the regional
stores or distributions centers, where
they can still be distributed to the public.
Once they are gone, the supply is
exhausted. In this case, the RIRs will
distribute the last IPv4 addresses to

Internet service providers, universities,
governments, telecommunications com-
panies and other enterprises.

“It’s only a matter of time before
the RIRs and Internet service providers
(ISPs) must start denying requests for
IPv4 address space,” said Raúl Echeber-
ría, Chairman of the Number Resource
Organization, the umbrella organization
of the five RIRs. “Deploying IPv6 is now
a requirement, not an option.” 

No Cause for Alarm
IPv6 will open up a pool of Internet

addresses that is a billion-trillion times
larger than the total pool of IPv4
addresses (about 4.3 billion), which
means the number of IPv6 addresses is
virtually inexhaustible for the foresee-
able future. In addition to almost infinite
address space, IPv6 offers built-in secu-
rity and enhanced support for streaming
media and peer-to-peer applications.
Although it has been available for a
decade, IPv6 has been slow to catch on
while IPv4 addresses were still available.

For most organizations, the delay is
due to the lack of a clear path to transi-
tion. IPv4 and IPv6 are different proto-
cols and are not directly compatible, so
programs and systems designed to one
standard cannot communicate with
those designed to the other.

This is not considered a significant
barrier, however. Some of the strategies
for making the transition include run-
ning dual-stack IPv4 and IPv6 hosts and
networks, performing IPv6-to-IPv4
translation, tunneling, and using proxy
servers to facilitate a migration to the
new address space as software allows.

The effort and expense of changing
to IPv6 will fall mostly on Internet ser-
vice providers, Web sites and network
operators that have to make sure sys-
tems can handle the new online
addresses and properly route traffic.
Consumers, for the most part, shouldn’t
notice the switch because complex IP
numbers would still appear to them as
words and domains.

While there are bound to be
instances of service disruptions and
other headaches, Google engineer
Lorenzo Colitti, who is leading the Inter-
net giant’s transition to the new stan-
dard, dismissed the notion of an “IPoca-
lypse” that would dramatically affect
Internet performance.

“It is important that users don’t
worry,” said Colitti. “But it is important
that we as an industry work together.”

‘IPocalypse’ Now?
IPv4 addresses are officially exhausted,
but experts expect smooth shift to IPv6.
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Feds Expect to Increase Security Spending

D
riven by a 445 percent increase in cyber security incidents since 2006, the

federal government is expected to increase information security spending

to $13.3 billion by 2015, according to a new report from INPUT, a lead-

ing provider of government procurement and market information.

The increase represents a compound annual growth rate of 9.1 percent —

nearly twice the rate of overall federal IT spending.

"There is a general consensus that the government has a lot of work to do to

address weaknesses in its cyber security," said John Slye, INPUT principal analyst.

"Over the last year, federal agencies have seen a 78 percent growth in cyber inci-

dents. This demand for increased information security is greater than any other

current technology, leaving it more immune to the recent federal budget cuts." 

Also driving increased spending is the ongoing shortage of professionals with

specialized cyber security skills.  The rapid growth in this market has created a

shortage of resources among the federal agencies, according to INPUT.

“While agencies continue to make incremental progress toward secure infra-

structures, a lack of leadership, ambiguous roles, technical challenges, and work-

force shortages inhibit the federal government from developing and implementing

a cohesive, well-formed national cyber security strategy,” said Angie Petty, INPUT

principal analyst. “This creates a large opportunity for vendors to bring their com-

bined agency knowledge and operational security expertise to the market.”

De-duplication Adoption on the Rise

A
s the volume of corporate data continues to grow, IT professionals keep

investing in new storage utilization technologies. Compression still ranks

No. 1, but newer technologies such as de-duplication, thin provisioning,

massive array of idle disks (MAID) and others continue to make headway in the

market.

According to a recent report from InformationWeek Analytics, the adoption

rate for data de-duplication technology hit 37 percent in 2010, compared with 24

percent in 2009. The percentage of respondents who said they're evaluating de-

duplication rose slightly, to 34 percent from 32 percent. The percentage with no

plans for immediate use of de-duplication dropped from 34 percent to 22 percent. 

Additionally, 65 percent of respondents said they use compression technology

for data storage, at least in limited production, and 27 percent use thin provision-

ing, up from 17 percent in 2009. Sixteen percent said they use MAID, up from 12

percent in 2009.

“We probably shouldn’t be surprised that these newer storage technologies are

getting people’s attention,” said Lorna Garey, content director of Information-

Week Analytics. “The sheer volume of data being churned out really demands new

options in the storage market. And it’s only going to get more intense with the

ongoing push toward electronic medical records and other digital data.”

Small Businesses Eye Online Marketing

W
eb sites and e-mail are still the top ways small businesses market online

but interest in newer tactics — including online video, mobile market-

ing and group deals — is up sharply for 2011, according to Ad-ology

Research.

Ad-ology's 2011 Small Business Marketing Forecast found that 45.5 percent

of small businesses say they plan increased resources for online video, up from 28

percent in 2010. More than 36 percent say the same about mobile apps and adver-

tising, up from 21 percent last year. Approximately 15 percent say group deals and

social couponing sites like Groupon and LivingSocial are beneficial to business.

Interest in using Facebook, Twitter and other social networks for business also

is up considerably. While generating leads continues to be the top perceived benefit

of social media, more businesses recognize the value of social media for improving

the customer experience.

“Small businesses are becoming increasingly savvy on how to market online,

and their plans for increased spending on video and mobile show they are ready to

try new ways to reach the customer,” said C. Lee Smith, president and CEO of Ad-

ology Research.  They may not have the resources of big businesses, but things like

online and social media help level the playing field.”

A
lthough cyberspying
emerged as the most
talked-about security
threat in 2010, traditional
data security breaches

continue to make headlines. In October,
a hacker breached an Ohio State Uni-
versity server containing the personal
data of 760,000 people, including
names, addresses, Social Security num-
bers and dates of birth. 

No credit card numbers were
involved, but the incident points to the
need for greater data security protec-
tion. Credit card numbers are especially
vulnerable to theft because they are eas-
ily converted into money. That’s why
the Payment Card Industry Security
Standards Council (PCI SSC) has
released a new version of the PCI Data
Security Standard (DSS) and Payment
Application Data Security Standard
(PA-DSS). 

Based upon feedback the Council
received from merchants, banks, proces-
sors and others in the PCI community,
the new release is designed to help
stakeholders better understand the
credit card industry’s security require-
ments and ease implementation of the
security standard. A summary of
changes to the standards was shared
with the market prior to the release,
highlighting revisions, clarifications,
additional guidance and evolving
requirements. 

Protecting Cardholder Data
The PCI DSS, mandated by Visa,

MasterCard and other card issuers,
requires “all merchants with internal
systems that store, process or transmit
cardholder data” to comply with 12 key
data protection measures and submit to
security audits. Under the rules, compa-
nies must protect cardholder transaction
data through logical and physical access
controls, activity monitoring and log-
ging, encryption and regular network
scans. Companies could face penalties
of up to $500,000 for breaching cus-
tomer credit card information.

Payment applications that are used
to store, process and transmit card-
holder data are governed by the PA-DSS
standard, which is derived from the PCI
DSS Requirements and Security Assess-
ment Procedures. Use of a PA-DSS-com-
pliant application by itself does not
make an entity PCI DSS-compliant; that
application must be implemented into a
PCI DSS-compliant environment. How-
ever, payment applications should facili-
tate PCI DSS compliance. 

Version 2.0 does not introduce any
new major requirements. The majority
of changes are modifications to the lan-
guage that clarify the meaning of the
requirements and make understanding
and adoption easier for merchants. Key
revisions serve to reinforce the need for
a thorough scoping exercise prior to
assessment in order to understand
where cardholder data resides; promote
more effective log management in secur-
ing cardholder data; allow organiza-
tions to assess and prioritize vulnerabili-
ties using a risk-based approach that is
based on their specific business circum-
stances; and accommodate the unique
environments of small merchants to
simplify their compliance efforts. 

Making Compliance Easier
The new standards became effective

January 1, 2011, but validation against
the previous version of the standard
(1.2.1) will be allowed until December
31, 2011. This gives organizations more
time to understand and implement the
new versions of the standards as well as
provide feedback throughout the
process. However, the Council encour-
ages organizations to transition to the
updated version as soon as possible.
Starting January 1, 2012, all assess-
ments must be under version 2.0 of the
standards. 

The release of version 2.0 begins a
new three-year lifecycle for standards
development, which streamlines the
development process by aligning DSS,
PA-DSS and PIN Transaction Security
(PTS) on a similar three-year schedule.
The lifecycle also allows for minor revi-
sions to be issued throughout the cycle
as necessary. 

The Council has launched a new
Web site with updated materials and
navigational tools aimed at providing its
diverse stakeholders with the targeted
information they need to understand the
standards and how to apply them in
their organizations. As part of a broader
initiative to help small merchants
develop their PCI security programs, it
also includes a dedicated site for this
key group with resources to address
their unique environments. 

The PCI SSC is a global, open
industry standards body providing man-
agement of the PCI DSS, PA-DSS and
PTS requirements. The standards,
detailed summary of changes and sup-
porting documentation can be found at
https://www.pcisecuritystandards.org/
security_standards/documents.php.

PCI Security
Standards Updated
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D
uring a year of increased
awareness and adoption,
cloud computing has
demonstrated it can
meet the demand for

improved IT efficiency through a virtu-
alized, secure infrastructure solution
that is both scalable and reliable. IT
analysts and industry experts expect the
continued evolution of cloud computing
to remain among the most important
technology trends in 2011.

Gartner Inc. predicts global sales of
cloud services to reach $148.8 billion
by the end of 2014, up from $68 billion
in 2010. A key to the growing cloud
market is the ROI an organization can
realize. More and more organizations of
all sizes are looking to get out of the
business of owning and maintaining
their own IT infrastructure.

“The core ideas at the heart of
cloud computing — such as pay for use,
multi-tenancy and external services —
appear to be resonating more strongly,”

said Ben Pring, research vice president
at Gartner. “In part, this can be
explained by macroeconomic factors.
The financial turbulence of the last 18
months has meant every organization
has been scrutinizing every expenditure.
An IT solution that can deliver func-
tionality less expensively and with more
agility is hard to ignore against this
backdrop.”

Other key trends that could define
the IT landscape in 2011 include:

High IQ Networks 
These networks — comprising

ultra-wideband capacity, "super" data
centers for the cloud and smart devices
for anywhere, personalized applications
— will become the springboard for a
new decade of innovation.  Businesses
that have learned to do more with less
over the past several years will increas-
ingly harness the power of high IQ net-
works for the most inventive, efficient
and cost-effective platform for success.

They will look to private, public and
hybrid clouds for new delivery models
and move to more industry-specific
solutions to get the most for their
money. 

Mobile Apps and Tablets
Smarter, more portable devices

combined with fourth-generation wire-
less networks, advanced mobile enter-
prise application platforms and an
increased demand for workforce mobil-
ity will make mobile business apps
more attractive and popular.  A thin-
client approach, in which applications
are stored and delivered from the cloud,
is helping to make it more practical to
“mobilize” applications for today's on-
the-go workforce.  More powerful
devices, backed by huge libraries of
applications and large developer com-
munities, will help businesses capitalize
on mobile broadband networks.

The quality of the experience of
applications on these devices, which can
apply location, motion and other con-
text in their behavior, is leading cus-
tomers to interact with companies pref-
erentially through mobile devices. This
has lead to a race to push out applica-
tions as a competitive tool to improve
relationships and gain advantage over
competitors whose interfaces are purely
browser-based.

Video
Video will be among the most

engaging business applications to take
advantage of higher-capacity wireless
networks for face-to-face and face-to-
machine interaction.  Just as telepres-
ence, high-definition desktop video
units and Web-based video have
become common in business meetings,
video will become an essential tool for
workers everywhere.  It will be used, for
example, by doctors to view X-rays that
were taken hundreds of miles away, or
manufacturers calling on faraway
experts to diagnose challenges on an
assembly line. New business models will
evolve to monetize digital content and
deliver video across multiple screens, a
development that is reshaping how we
interact with video at work, home and
on the go. 

Machine to Machine
Beneath the service of all the cool

apps we employ to engage with each
other, a plethora of machines will con-
tinue to run in the background, initiat-
ing and responding automatically to the
business at hand.  Employed in applica-

tions as diverse as meter reading for
utilities, patient monitoring in health-
care and wireless connectivity for
devices in automobiles, machine to
machine (M2M) communications will
make the world we live in more intu-
itive and efficient. 

Collaboration 
As communications channels inte-

grate, businesses are turning to unified
communications technologies to make
collaboration easier by bringing
together a myriad of communication
platforms — such as IM, chat, click-to-
call, video and VoIP calls — into one
central system. With the advent of
cloud-based subscription models,
smaller businesses will find a way to
adopt these technologies to speed their
operations.  As a younger working pop-
ulation demands “social collaboration,”
companies need to deliver the business-
grade tools to empower employees to be
more responsive and engaged with each
other and with customers. 

IPv6
According to the four international

non-profit groups that collaboratively
work to coordinate the world’s Internet
addressing system, the last remaining
IPv4 addresses were allocated in Febru-
ary.  Organizations need to plan now to
ensure that e-mail, Web and business
applications will be accessible via both
protocols.  Global network service
providers, private industry and the pub-
lic sector will all need to work together
to ensure that Web sites can be reached,
and that the Internet supports business
as usual during the transition to the
next-generation Internet protocol, IPv6. 

Next-Generation Analytics
Increasing computer processing

power along with improving connectiv-
ity are enabling a shift in how busi-
nesses support operational decisions. It
is becoming possible to run simulations
or models to predict the future out-
come, rather than to simply provide
backward-looking data about past
interactions, and to do these predictions
in real time to support individual busi-
ness actions. While this may require sig-
nificant changes to existing operational
and business intelligence infrastructure,
the potential exists to unlock significant
improvements in business results and
other success rates. 
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Tobacco Virus Boosting Battery Life

R
esearchers at the University of Maryland are harnessing and exploiting

the self-renewing and self-assembling properties of viruses to build a

new generation of small, powerful and highly efficient batteries and

fuel cells.

The research team is working the tobacco mosaic virus (TMV), a wide-

spread plant virus that devastates tobacco, tomatoes, peppers and other vegeta-

tion. The engineers have found they can modify the virus to bind to the metallic

surface of a battery electrode. This greatly increases the electrode surface area

and its capacity to store energy and enable fast charge/discharge times. 

TMV becomes inert during the manufacturing process; the resulting batter-

ies do not transmit the virus. The new batteries, however, have up to a 10-fold

increase in energy capacity over a standard lithium ion battery.

“The resulting batteries are a leap forward in many ways and will be ideal

for use not only in small electronic devices but in novel applications that have

been limited so far by the size of the required battery,” said Professor Reza

Ghodssi , leader of the research team. “The technology that we have developed

can be used to produce energy storage devices for integrated microsystems such

as wireless sensor networks.”

Analog PC Displays Being Phased Out

L
eading chipmakers AMD and Intel have announced their intentions to

phase out analog display output support in favor of digital display out-

puts such as DisplayPort and High-Definition Multimedia Interface

(HDMI).

AMD and Intel said they expect that analog display outputs such as Video

Graphics Array (VGA) and the low-voltage differential signaling technology

(LVDS) panel interface would no longer be supported in their product lines by

2015.

“Modern digital display interfaces like DisplayPort and HDMI enhance the

consumer visual PC experience by immersing them with higher resolutions and

deeper colors — all at lower power — to enhance battery life for laptops,” said

Eric Mentzer, Intel’s vice president of Strategy, Planning and Operations for the

Visual and Parallel Computing Group. “By moving to these new interfaces,

Intel is able to focus investment on new innovations to enhance the PC experi-

ence rather than having to solve challenges of supporting legacy analog inter-

faces on our latest silicon process technology and products.”

PC manufacturers such as Dell and Lenovo are in strong support of the

transition, as are display panel manufacturers such as Samsung Electronics

LCD Business and LG Display.

Tech Focus Killing DIY Skills?

B
asic home maintenance and other “do-it-yourself” (DIY) skills could be

practically extinct as early as 2048 because of the technology boom, a

study suggests. The study of 2,000 adults in the U.K. from September to

December 2010 by AA Home Emergency Response found modern men prefer

honing their technology skills to doing home repairs.

The researchers found that in the 1970s 71 percent of men learned DIY

and home maintenance skills from their fathers. By 1990, this had fallen to 67

percent and has since dwindled even further to a current level of 44 percent.

“When we look at skills and knowledge, the 21st-century man is keener to

show his manliness through his ability to grasp technology than a power tool,”

said Tom Stringer of AA Home Emergency Response. “We have known for

some time that DIY and home maintenance skills are on the wane, and that if

people aren’t learning skills from their fathers this will only get worse.”

A
recent Ponemon Institute
survey on the frequency
and root causes of down-
time found that most
data center outages

involved power systems, thermal issues
and human error. Emerson Network
Power has identified six tactics busi-
nesses can use to address the most com-
mon causes of data center outages and
reduce the significant costs associated
with unplanned downtime.

“Data center downtime has become
unacceptable to almost every business
and yet most downtime is preventable,”
said Peter Panfil, vice president and
general manager, Emerson Network
Power’s AC Power business in North
America. “By implementing simple and
cost-effective best practices, data center
managers can reduce or eliminate the
risk of these root causes while simulta-
neously reducing stranded capacity and
improving energy efficiency, flexibility,
total cost of ownership and end-user
satisfaction.”

The following best practices can
help organizations avoid data center
outages resulting from these common
root causes:

Implement battery monitoring and
maintenance. According to the
Ponemon Institute report, battery fail-
ure is the leading cause of unplanned
downtime events. Comprehensive moni-
toring evaluates battery health and
allows data center professionals to
anticipate — and prevent — problems
like battery expirations. Monthly pre-
ventive maintenance tactics, including
visual inspections (internal and exter-
nal), acceptance testing and load test-
ing, can help ensure components are
serviced and/or replaced before they
pose a risk to continuity. 

Ensure appropriate UPS capacity.
More than half of the data center pro-
fessionals surveyed by the Ponemon
Institute said their data centers had
experienced downtime events as a result
of exceeding UPS capacity. Measuring
output multiple times per day via an
integrated monitoring and management
solution can help gauge the typical
power draw of IT equipment over time.
Establishing an appropriate UPS archi-
tecture can enable data center profes-
sionals to increase the capacity of their
backup power system and eliminate sin-
gle points of failure.

Choose the correct UPS. Forty-nine
percent of data center professionals

reported a UPS equipment failure
within the past two years. Implement-
ing an online double conversion UPS
system, as opposed to a line-interactive
system, enables the battery to be dedi-
cated to the load and eliminates the
need for power transfer if the primary
utility fails. Additionally, deploying
integrated UPS systems — including
fans, power supplies and communica-
tions cards — enhances reliability,
enabling the UPS to maintain availabil-
ity between service visits even in the
event of an internal component failure.

Invest in the right components.
Downstream from the UPS, circuit
breaker and power distribution unit
(PDU) failures also can impact IT
equipment availability. Rack-based
PDUs or PDUs with integrated branch
circuit monitoring capabilities enable
precise capacity management decisions
based on holistic data across interde-
pendent systems, reducing the likeli-
hood of equipment overload failure
downstream. Installing a static transfer
switch upstream from the UPS assures
IT equipment will be powered in the
event of bus failure.

Weigh cooling options carefully.
Cooling-related failures were cited as a
root cause of at least one outage by
more than a third of data center opera-
tors, with water incursions and heat-
related computer room air conditioner
(CRAC) failures cited as the leading
causes of cooling-related downtime.
Adopting a cold-aisle containment
strategy increases the effectiveness of
the CRAC system and ensures that
cooling capacity is utilized as efficiently
as possible. Using a refrigerant-based,
row-based cooling solution instead of a
water-based system minimizes the risk
of catastrophic system failures in the
event of a cooling fluid leak.

Make the data center accident-
proof. More than half of all data center
professionals responding to the
Ponemon survey reported at least one
outage as a direct result of accidental
shutdown or user errors within the past
24 months. Shielding emergency OFF
buttons, accurately labeling compo-
nents and implementing secure access
rules can all minimize the potential for
catastrophic errors and accidents.

Preventing
Power Problems



TRANSFORMING IT
Emtec, Inc. is an integrated IT solutions, services and systems provider driven by a singular
mission: to help major organizations across a broad range of sectors realize fast and full
return on their IT investments. 

Our solutions offerings span the entire IT lifecycle, from IT Consulting and Application
Services to Infrastructure Services and Cloud Solutions.  

In short, we help you plan, procure, integrate, implement, manage and maintain IT to align
with your business goals.  We do that by combining the latest knowledge with proven IT
products and systems from world-leading partners – and we have the consulting, engineering
and technical expertise, resources, and personnel to efficiently handle projects of any size
and complexity. 

Our commitment to delivering IT solutions, systems and services of the highest standard is
reflected in our ISO 9001 certification.  Let Emtec help you transform IT into an investment
that returns true value to your organization. 

IT CONSULTING
� IT Strategy & Planning

� IT Performance & Governance

� IT Process Improvement

� IT Security & Compliance

APPLICATION SERVICES
� Development, Maintenance & Support

� Package Implementation

� Validation & Verification 

� Information Management

INFRASTRUCTURE SERVICES
� IT Service Management

� Procurement & Lifecycle Services

� Infrastructure Optimization

� Managed Services

CLOUD SOLUTIONS
� Cloud Strategy

� Cloud Development

� Infrastructure Optimization

V I S I T  O U R  W E B S I T E S  T O  L E A R N  M O R E

A B O U T  O U R  E X PA N D E D  O F F E R I N G S :

WWW.EMTEC INC . COM
WWW.EMTECFEDERAL . COM


