
S
chool districts across the
country are trying to do
more with less, so sim-
plicity and efficiency are
a top priority. Increas-
ingly, they are looking to

desktop virtualization solutions as a
sensible way to deliver applications
and resources to students while reduc-
ing IT costs.

Desktop virtualization solutions
allow school IT administrators to cen-
trally manage virtual desktops from a
school’s data center, significantly
reducing maintenance time and costs
associated with legacy PC deploy-
ments. In addition, a desktop virtual-
ization solution can be an energy-effi-
cient alternative to traditional PCs.
Even though PC prices are dropping
and seemingly attractive, the ongoing
maintenance and support costs can be
substantial.

Bill Deren, IT Supervisor at

Stafford Township School District in

Ocean County, N.J., set out to attain

some of these benefits with a desktop

virtualization project in the district’s

Ronald L. Meinders Primary Learning

Center, which serves approximately

300 kindergarten students. 

What’s more, Deren understood

the project offered an opportunity to

extend the school district’s energy con-

servation efforts. The district is a certi-

fied Energy Star Partner, and the

Stafford Township Board of Educa-

tion has made “developing a realistic

energy ethic and awareness of energy

needs and costs” a cornerstone of its

mission.

“We have installed solar panels

on three of our buildings, and we have

an energy manager to institute policies
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T
he cover story on the desktop virtualization
solution we provided for Stafford Town-
ship School District offers a glimpse at the
technology revolution about to occur in the

K-12 education market.  

As the key enabling technology underlying cloud
computing, virtualization lays the groundwork for
new and exciting ways to
engage students, support
collaborative and individ-
ualized learning, and
streamline administrative
tasks. The cloud (i.e.
using the Internet to
access web-based applica-
tions and IT infrastruc-
ture as a service) not only
allows schools to dramat-
ically reduce their IT
infrastructure costs, but
opens the door to a range
of exciting learning experiences that leverage mobile
and social innovation.

Virtualization in all its forms — including desk-
top, server and storage virtualization — is the catalyst
for a fundamental shift in the way schools will choose,
use and manage technology over the next decade.

Many school districts are already moving into
cloud computing. The 2011 K12 Horizon Report
from New Media Consortium (NMC) cites the cloud
as the top emerging technology in K-12 education,
with a timeline for widespread adoption of one year
or less. The report notes that schools are increasingly
using “ready-made applications hosted on a dynamic,
ever-expanding cloud that enables end users to per-
form tasks that have traditionally required site licens-
ing, installation, and maintenance of individual soft-
ware packages.”

Beyond the Budget
One of the biggest attractions of cloud computing

for school administrators is the savings in money and
resources. The hard truth is that the computer gear in
the vast majority of U.S. school districts is usually out-

dated long before it can be fully depreciated. The
cloud delivers huge budgetary relief by allowing K-12
organizations to scale and grow without having to
own the technology.

For their initial foray into the cloud, most school
districts have adopted cloud-based tools designed to
streamline administrative tasks. Schools now com-
monly use cloud-based applications to manage calen-
dars, rosters, grade books, and communication
between school and home.

In the coming phase, look for schools to further
leverage the cloud ecosystem to enhance the classroom
experience for students. The ability to access a wealth
of online resources from any device, anywhere, at any
time is an advantage that cannot be ignored.  

Teachers are increasingly utilizing a variety of
cloud resources for online curriculum/learning —
Moodle (www.moodle.org), Reading Eggs
(www.readingeggs.com), and videos/music from the
vast library on YouTube (www.youtube.com). The
benefit of ubiquitous access is substantial.  The fact
that students, parents and faculty can utilize content
in the cloud anywhere and at anytime (with appropri-
ate controls and security) is compelling.

The Khan Academy (http://www.khan-
academy.org) is an example of how social media and
the cloud have changed education. A banker trying to
teach his niece math and science decided to record
videos and post them to You Tube.  Bill Gates saw his
vision and invested in their mission to “provide a free
world-class education to anyone anywhere.” This free
resource has videos that teach everything from kinder-
garten math to chemistry, history to astronomy — all
available to anyone at anytime for free via the cloud.

Customized Education
Another benefit of cloud utilization is the ability

to provide individualized learning.  Recognizing that
people all learn differently — visually, by listening or
by actually doing — the ability to craft a learning plan
for each student, based on an individual assessment or
IEP (individualized education program) is on the hori-
zon.  It is happening on a small scale right now in
developmental curriculum but think of it on a larger

scale. If the infrastructure and right licensing model
was there, it would change the course of education.
An IEP for every child, which in turn provides an indi-
vidualized curriculum and learning method accessible
for the child, parents and teachers from anywhere.
That is customized education.

Even now, textbook manufacturers are looking
toward digitizing textbooks for download to comput-
ers and mobile devices. Enabling “free or for a fee”
downloads of individual chapters of textbooks vs. the
entire text will also expand educators ability to craft
customizable, individualized curriculum from various
resources without a heavy outlay of cost.

Then there is the fundamental shift toward mobile
devices. The mobile computing experience has become
commonplace for those in the K-12 age group.  It’s
been reported that 83 percent of school-age kids use
cell phones. The market research institute Nielsen
reported that 44 percent of U.S. children ages 6-14
requested an iPad for Christmas in 2011.

The current generation of students already relies
on their smart devices and social networks like Face-
book to communicate, share and get information. So,
why should their formal educational experience be
limited to a traditional classroom setting? 

There are already many mobile apps that can be
used to augment the teaching of language, science,
mathematics and more. For example, students in
chemistry, physics, astronomy and biology can use
Socratica (http://socratica.com) to access — and create
— study modules.  GapMinder World
(http://graphs.gapminder.org/world) allows students
to explore statistical information about income,
health, life expectancy, fertility rates, natural
resources, and more in a visual, interactive way.

The coming use of cloud-based tools in the class-
room doesn’t represent just a technology change but
also a cultural change. Cloud computing technology
has the potential to change traditional teaching meth-
ods and give students access to a virtually unlimited
pool of resources. The potential to enhance learning
opportunities, streamline administrative tasks and cut
technology costs presents a compelling case for further
investment in cloud computing.

Bringing the Cloud into the Classroom

T
echnology is helping to improve
classroom performance by students
from kindergarten through college

and to increase productivity by teachers,
principals and administrators, according to a

recent study by CompTIA,
the non-profit association
for the information tech-
nology (IT) industry.

A net 78 percent of
the 500 educators sur-
veyed by CompTIA

believe the proliferation of technology has
had a net positive impact on overall educa-
tion results, processes and performances.
Among the positive impacts, 65 percent of

educators said students are more productive

today than they were three years ago due to

the use of technology.

“Technology’s impact in schools has

been significant, advancing how students

learn, how teachers teach and how efficiently

and effectively educational services can be

delivered,” said Carolyn April, director,

industry analysis, CompTIA.” With emerging

technologies such as tablets and netbooks,

interactive whiteboards and wireless solu-

tions gaining ground in the classroom, the

reliance on IT by the education market will

only grow in the years ahead.”

The new CompTIA study IT Opportuni-

ties in the Education Market is based on an

online survey of 500 U.S. educators and

administrators.

Cloud computing and unified communi-

cations have captured the attention of educa-

tors, particularly in the higher-education

market. One in four institutions surveyed has

adopted cloud computing services or plans to

in the next 12 months. About 40 percent

plan to implement unified communications

solutions in the coming year.

Wireless networks are widely deployed

across K-12 and higher education institu-

tions, fueling environments where remote,

24/7 online access and mobility are the norm.

A full 80 percent of schools have wireless ser-

vice today, the CompTIA survey reveals. 

Technology Boosts
School Performance,
Study Finds
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for energy conservation,” said Deren.
“We’re very conscious of our energy
footprint, as well as the cost of said
footprint. This allows us to put more of
our money into the education side of
things.”

The Education IT Experts
Deren called on the experts at

Emtec to help him realize his vision for
a desktop virtualization solution. Emtec
is a veteran provider of K-12 technol-
ogy solutions, with a strong reputation
for working within the boundaries of
limited budgets, classroom schedules
and tight time frames to deliver solu-
tions that meet the unique needs of stu-
dents and educators.

Emtec provided guidance, procure-
ment and implementation services to
help the district create 100 virtualized
desktops in the Primary Learning Cen-
ter. With desktop virtualization, the
entire desktop — including operating
system, applications and data — is
transformed into an image that is stored
and executed on a server. While the
end-user retains the familiar desktop
experience, IT gains the ability to man-
age a large number of workstations
from the data center rather than at each
end-user device, vastly improving IT
efficiency.

“The desktops were six years old,
and management of each system was
eating up my IT staff’s time,” said
Deren. “For example, student evalua-
tion programs have to be updated every
year. Although we were able to auto-
mate a good portion of that, we still
had to go around and turn on every sin-
gle machine over the summer to make
sure it got the update then go back and
check to make sure it completed prop-
erly.”

“With the new scenario where all
these machines use a single image, all
we have to do is update that single
image and then redeploy it. I can’t even
imagine a simpler scenario. From a
management perspective, it can’t get
any better. We don’t have to worry
about writing scripts, repackaging soft-
ware and pushing it out. It will certainly
save us a lot of time in the long run.”

Zero Clients
Make the Grade

Emtec’s solution for Stafford
Township School District is based on
VMware View and uses HP servers and
local storage. Emtec also created a secu-

rity server that allows remote access
into the virtual environment through a
secure gateway for their zero clients,
conventional laptops or PCs.

Although Deren had originally con-
sidered just repurposing the old PCs as

thin clients, he changed his mind after
Emtec Senior Solutions Architect Gerald
Ano brought in one of the Wyse zero
clients for a demo. Plus some grant
money came available which made for
perfect timing. 

A zero client is essentially a connec-
tivity device optimized for the desktop
virtualization environment. With no
memory, processor or operating system,
it is the ultimate in simplicity and effi-
ciency. Zero clients can be deployed
much faster than PCs and are easier to
replace and redeploy as requirements
change.  Since no data resides on the
zero client, they also provide an added
benefit of security. 

While the zero clients would allow
the district to avoid the high mainte-
nance costs associated with supporting
traditional PCs, Deren was also
impressed with the “green” benefits of
the zero clients.   They consume just 10
percent of the power used by an equiva-
lent workstation desktop, furthering the
district’s carbon-reduction goals and
helping to save on energy costs. With a
lifespan of up to 10 years, the zero
clients will last two to three times
longer than a PC, dramatically reducing
e-waste over the long term.

Stretching the Budget
To seal the deal, Emtec Account

Representative Brenda Kasica was able
to gain extremely favorable pricing for
the Wyse machines.

“Emtec got us a fantastic deal on
the Wyse clients,” said Deren. “I don’t
know how, but it was very welcome.
We had a set amount we could spend,
so we were happy to be able to get as
many of the Wyse clients as we did.  We
were able to replace more of the desk-
tops than I previously expected. We had
to decide who else would get the zero
clients first, which was a pleasant prob-
lem to have.”

Some of the zero clients have also
been deployed into two other buildings,
most in two libraries, replacing
machines that were about eight years
old. 

“Our teachers have commented
that they’re using the new stations more
than the old ones because they don’t
have to wait for the machines to boot
up which used to take some time, now
it is almost instantaneous,” said Deren.

“I’m thrilled with the solution
Emtec helped us with,” he said. “From
where I’m sitting, desktop management
is going to be cake compared to what
we had in place before. I’m very
pleased, and I’m looking forward to
hopefully expanding usage of the zero
clients in other places.”

COVER STORY
continued from page 1

Desktop Virtualization
Benefits for K-12 Schools
� Enhance student and teacher productivity as

well as support for remote and distance
learning by providing users with anywhere,
anytime access with a consistently good
experience on any compatible device.

� Cut costs by over 50% by eliminating capital
expenditures and operational expenditures
around managing and maintaining your
desktop environments.

� Test, develop and deploy new applications
quickly and affordably.

� Quickly provision new desktops and reduce
downtime.

� Maximize utilization of software licenses.

� Reduce your carbon footprint and cut the
energy consumption of classroom computers
by 80% by extending the life of existing
hardware and by leveraging thin clients.

� Enjoy the highest levels of security and
business continuity without inhibiting students’
mobility and productivity.
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Transform Desktop Management.
Energize Users.

Deliver rich, personalized virtual desktops as a managed service from a

virtualization platform built to deliver the entire desktop, including the

operating system, applications and data. With VMware View, desktop

administrators virtualize the operating system, applications, and user data

and deliver modern desktops to end-users. Get centralized automated

management of these components for increased control and cost savings.

Improve business agility while providing a flexible high performance

desktop experience for end-users, across a variety of network conditions.

Contact Emtec today for more information

about VMware View and desktop virtualization.

For more information, please contact

Deanna Evers

800-800-8894 x127897

information@emtecinc.com

WWW.EMTECINC.COM

Copyright © 2012 VMware, Inc. All rights reserved.      VMW-22
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HP is changing the rules of networking with a full portfolio of high-performance,
standards-based products, solutions, and services. These offerings are secure,
energy-efficient, cost-saving, and developed specifically to simplify the
complexities of networking for all customers, from the largest enterprise to the
smallest emerging business.

Contact your Emtec representative to learn more.

© Copyright 2012 Hewlett-Packard Development Company, L.P.   HP-203

For more information, please contact

Deanna Evers

800-800-8894 x127897

information@emtecinc.com

WWW.EMTECINC.COM
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O
rganizations today are
increasingly dependent
upon partners that
span supply chains,
brokers and other net-

works. Likewise, organizations are
adopting Software-as-a-Service (SaaS)
solutions and creating partnerships with
application providers such as Sales-
force.com, Concur and SuccessFactors. 

These distributed computing mod-
els and cloud-based services have cre-
ated new challenges for identity and
access management (IAM) solutions,
which provide a framework for manag-
ing users and their access privileges
across the enterprise. IAM tools include
user provisioning, password manage-
ment, strong authentication, single sign-
on and other technologies, which are
increasingly bundled into comprehen-
sive platforms. Traditionally, however,
these solutions are designed to operate
within the enterprise security frame-
work.

Organizations are now grappling
with a new definition of “identity” —
one not just contained within internal
applications and data. In a supply
chain, for example, organizations must
figure out how to integrate external
user groups into their security controls
in order to provide access to appropri-
ate resources. Organizations that use
SaaS solutions must also manage user
credentials outside the enterprise secu-
rity framework.

Federated identity management
provides the mechanism for handling
this new identity paradigm. It enables
business-to-business integration by
making identities portable and enabling
the exchange of identity data. Federated
identity management offers two key
benefits: it enables users to access exter-
nal resources with a single credential,
and it streamlines identity provisioning
and management across distributed
resources.

Federated Single Sign-On
The growing popularity of SaaS

applications has increased demand for
federated identity management solu-
tions. Many organizations are looking
to use federation so that users don’t
have to manage multiple IDs and pass-
words for SaaS applications.

Federated identity management
enables organizations to provision
users, roles and entitlements to partner

applications in a secure, open-standard
format. If users regularly access applica-
tions hosted by a business partner that
leverages federation technology, Feder-
ated Single Sign-On (FSSO) will act as a
bridge, allowing internal user creden-
tials to be transformed and accepted by
those partners. As such, federation facil-
itates single sign-on across third-party
providers, allowing users to seamlessly
access applications that are hosted by a
partner. Upon clicking a link posted
within an enterprise portal, the user is
seamlessly logged into the external
application or resource — no user ID or
password required. 

The end result is a seamless SSO
experience for the user. Whether part-
ner applications are private (such as a
distributor’s warehousing application)
or cloud-based (such as Sales-
Force.com), FSSO can help improve
user productivity, reduce help desk calls
for forgotten passwords and improve
identity lifecycle management.

Various open-standard protocols
have emerged to address the challenge
of extending IAM to external applica-
tions. These protocols, which allow
independent parties to securely share
identity information, form the basis of
federation. FSSO relies on open-stan-
dard protocols, such as Security Asser-
tion Markup Language (SAML) and
Web Services Federation (WS-Federa-

tion), that are platform and technology
agnostic. The parties need not be con-
cerned with the operating systems, soft-
ware or other technologies implemented
on either end of a federated relation-
ship. Federation protocols enable exist-
ing identity information about a user to
be securely transmitted between the two
parties.

Improving Security
Maintaining a discrete set of user

identities within cloud applications is
more than a hassle — it’s a security
threat. In June 2011, Google announced
that computer hackers in China broke
into the Gmail accounts of several hun-
dred people, including senior govern-
ment officials in the U.S. and political
activists. Google believes Chinese hack-
ers used phishing scams to trick people
into sharing their passwords. This
attack highlights the need for enter-
prises to take control of user credentials
and authentication for SaaS applica-
tions.

The good news is that many SaaS
providers are now exposing mecha-
nisms that enable programmatic man-
agement of identities within their envi-
ronments. For example, Google allows
enterprise customers to leverage the
SAML protocol to delegate the control
of authentication. Companies can safely
keep their Gmail user credentials where

they choose and take control of the
Gmail authentication process away
from Google.

Federated identity management can
also help organizations share their Web
applications with partners in a cost-
effective and timely manner. Utilizing
federation services, organizations can
easily accept federated assertions of
identity such as SAML, WS-Federation
and OpenID, allowing business partners
to log in seamlessly without the need
for a native user ID and password. This
improves productivity for users,
increases the appeal of the organiza-
tion’s services, and eliminates the need
for partners to maintain another set of
IDs and passwords.

Organizations that integrate exten-
sively with third parties or utilize SaaS
solutions must deal with an increasing
number of user accounts maintained on
affiliate or partner applications. As a
result, managing application accounts
across the business-to-business bound-
ary is becoming a priority. Federated
identity management can help stream-
line and standardize the process of busi-
ness-to-business identity management
by enabling organizations to securely
share user credentials with business
partners. Federation allows organiza-
tions to share identity credentials and
facilitate single sign-on for access to
external resources.

Users without Boundaries
Federated identity and access management enables single sign-on and user
provisioning across distributed networks and cloud-based services.

T
he OASIS international open standards consortium
has begun work to define a set of standardized
protocols that online service providers may use to

elevate trust when authenticating electronic identity cre-
dentials. The goal of the new OASIS Electronic Identity
Credential Trust Elevation Methods (Trust Elevation)
Technical Committee is to extend interoperability among
online service providers — such as banks and healthcare
providers — and make e-transactions easier for end-users. 

The OASIS Trust Elevation protocol will be vendor-
neutral and product-agnostic. It will promote interoper-
ability among multiple identity providers as well as among
federations and frameworks. The work will reconcile the
fundamental gap between credential-based trust
approaches used in e-government and transaction-risk-
mitigation-based trust approaches used in business-to-
business applications. 

The Trust Elevation Committee was formed in
response to governments calling for national and global
identity infrastructures to be developed through private-

sector cooperation among providers, users and subjects of
trusted identity systems. 

“The group’s focus on identifying and analyzing the
broad range of products, services and techniques used to
ensure high levels of trust in online transactions will help
to create new solutions to support the National Identity
for Trusted Identities in Cyberspace,” said Jeremy Grant,
Senior Executive Advisor for Identity Management at the
U.S. National Institute of Standards and Technology.
“The insight gained about how these techniques work —
and how well they work — will be a valuable addition to
our existing knowledge on using credential-based tech-
niques for assuring high levels of trust in online transac-
tions.” 

OASIS (Organization for the Advancement of Struc-
tured Information Standards) is a nonprofit, international
consortium that drives the development, convergence and
adoption of open standards for the global information
society. OASIS open standards offer the potential to lower
cost, stimulate innovation, grow global markets, and pro-
tect the right of free choice of technology.

OASIS to Define Standard for Authenticating e-Identity Credentials
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For more information, please contact Deanna Evers 

800-800-8894 x127897

information@emtecinc.com

WWW.EMTECINC.COM

HP CloudSystem combines servers, storage, networking, and security

together with automated system and hybrid service delivery management.

The result is a complete cloud solution that’s prepared to fulfill the promise

of “cloud driven” services. Contact Emtec today to learn more.
© Copyright 2012 Hewlett-Packard Development Company, L.P.   HP-207
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T
he role of IT within organizations is
evolving rapidly. Today’s business envi-
ronment demands that IT be able to
react quickly to change and to deliver
information assets and services flexibly

and efficiently. That’s difficult to accomplish in an IT
environment built from discrete components that must
be painstakingly tuned and integrated to achieve
desired results.

But that’s precisely how many existing data cen-
ters were constructed. In the traditional IT model,
core infrastructures are assembled using best-of-breed
systems for each function. As these infrastructures
evolve over time, new technologies are added to fur-
ther optimize and secure the environment. The net
result is an almost overwhelming complexity that lim-
its IT’s ability to respond to changing business
requirements.

Convergence can help relieve this complexity and
create a more agile IT environment. Converged infra-
structure solutions tightly integrate compute, storage
and network resources with unified management to
deliver an application-aware, highly automated tech-
nology environment. Convergence enables a shared-
service computing model that maximizes hardware
utilization, improves availability, contains manage-
ment costs and reduces time to deployment.

Converged infrastructure solutions improve enter-
prise agility by simplifying deployment and speeding
IT delivery. These offerings reduce IT sprawl and turn
technology assets into interoperable, shared pools of
resources with a common management platform. With
pools of shared services that can be leveraged on the
fly, organizations can increase the flexibility of their
environments and focus on innovation and efficiency.

Transforming IT
The push to transform IT operations accelerated

during the recession as organizations sought to drive
down costs and create a more scalable environment.
Now the movement toward IT efficiency has itself
been transformed by increasingly dynamic market
forces. Cloud computing and mobility are redefining
how organizations operate. Enterprises must adjust
instantly to meet the changing needs of users, cus-
tomers and other constituencies by driving innovation
and agility through technology. 

Recent research conducted on behalf of HP found
that 95 percent of private- and public-sector execu-
tives consider agility important to the success of their
organizations. Plus, more than two-thirds of C-level
executives believe that enterprise agility is driven by
technology solutions. Yet complexity and sprawl is
crippling IT’s ability to keep pace with enterprise
demands.

For years, IT organizations have been adding
servers, storage and network devices to support a
growing number of applications and the terabytes of

data they generate. Server virtualization has been
embraced as a means of improving data center effi-
ciency, but the rapid provisioning of virtual servers
has further accelerated data growth and network traf-
fic. High-tech research firm IDC says most organiza-
tions have underinvested in systems management and
automation tools relative to their virtualization invest-
ments. As a result, many data centers employ labor-

intensive management processes that add to staffing
burdens. 

The net result that is that IT organizations use up
to 70 percent of their IT budgets on basic operations
and maintenance, leaving just 30 percent for business
innovation. That’s simply not sustainable in today’s
business environment.

Combine and Conquer
Converged infrastructure solutions support inno-

vation by providing a common architecture, manage-
ment and security model across virtualization, cloud
and dedicated application environments. The server,
storage and networking components are already pre-
figured and pre-tested, cutting a significant amount of
time out of the implementation process.

In many cases, organizations are asking IT to
deliver new applications in months rather than years
— and without hiring additional staff. One way to do
that is through cloud services. But moving to the cloud
takes a significant amount of time as well, and isn’t
always an option. A converged infrastructure solution
with pre-built systems and management that cuts
across the IT stack enables IT to deploy new applica-
tions rapidly and with a high degree of confidence.

Converged infrastructure solutions offer other
benefits as well. Generally, these solutions are archi-
tected to support virtualization. They are also consoli-
dated to eliminate redundant components and mini-
mize cabling. The result is a reduced data center foot-
print and greater energy efficiency.

Converged infrastructure solutions also help
relieve storage challenges. Legacy storage architectures
were designed to address predictable workloads, struc-
tured data and dedicated access. Today’s requirements
are exactly opposite, with unpredictable workloads
such as cloud, virtualization and big data applications.
The changing relationship between storage, servers,
networks and applications requires a new level of inte-
gration across the enterprise. 

A converged architecture fundamentally changes
how data is accessed by integrating scale-out storage
software with converged server and storage hardware
platforms. This in turn helps speed IT service delivery.

Evolution, Not Revolution
It might seem like an insurmountable challenge to

move from a traditional data center assembled from
“best-of-breed” components to one built on converged
infrastructure solutions. The good news is that there is
no need to change the entire IT environment all at
once. Converged infrastructure solutions can be
deployed incrementally to support individual applica-
tions and new initiatives. 

Because converged infrastructure solutions bring
together server, storage and networking components
along with systems management, it’s important to
choose a manufacturer with best-in-class products
across the IT stack. It’s also important to ensure that
the converged infrastructure has been architected
using industry-standard components and interfaces,
and that the solution has been thoroughly tested with
specific applications. Finally, organizations consider-
ing a converged infrastructure solution should ensure
that it will work with the provisioning and automa-
tion tools already in place within the data center.

Converged infrastructure solutions can go a long
way toward improving IT agility and better aligning
IT with business goals. By providing pre-configured
and integrated components that are VM-ready with
management built in, converged infrastructure solu-
tions enable rapid deployment of new applications
and services to meet business demands. These stan-
dardized IT building blocks can be added incremen-
tally yet create a cohesive data center that is inherently
flexible. 

Certain applications and services are always going
to stay on-premises, so IT needs to begin evolving the
data center infrastructure to reduce sprawl and com-
plexity. Converged infrastructure solutions help do
that by providing optimally configured components
that are dense, green and managed in a unified fash-
ion.

Built for Efficiency
Converged infrastructure solutions deliver enterprise agility by tightly integrating compute,
storage and network resources along with unified management and automation.

IT organizations use up

to 70 percent of their IT

budgets on basic

operations and

maintenance, leaving

just 30 percent for

business innovation.

That’s simply not

sustainable in today’s

business environment.
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‘Google Hacking’ on the Rise 

H
ackers are leveraging the power of search engines such as Google to
successfully carry out automated cyber attacks against vulnerable
web sites, data security company Imperva notes in its latest Hacker

Intelligence Initiative (HII) Report. The attacks have been dubbed “Google
Hacking.”

Hackers armed with a browser and specially crafted search queries
(“Google Dorks”) are using botnets to generate more than 80,000 daily
queries, identify potential attack targets and build an accurate picture of the
resources within servers that are potentially exposed. By automating the query
and result parsing, the attacker can carry out a large number of search queries,
examine the returned results and get a filtered list of potentially exploitable
sites in a very short time and with minimal effort. Because searches are con-
ducted using botnets, and not the hacker’s IP address, the attacker’s identity
remains concealed. 

“Hackers have become experts at using Google to create a map of hack-
able targets on the web. This cyber reconnaissance allows hackers to be more
productive when it comes to targeting attacks which may lead to contaminated
web sites, data theft, data modification or even a compromise of company
servers,” said Imperva CTO Amachai Shulman. “These attacks highlight that
search engine providers need to do more to prevent attackers from taking
advantage of their platforms.” 

Many Remain Wary of Public Clouds 

D
ata center managers remain skeptical about working with public
clouds, but they are rushing to develop private cloud infrastructures
to get the benefits expected from the new technology, according to a

new report. In a survey of 147 enterprise managers responsible for data centers
of all sizes, Gabriel Consulting Group (GCG) found that most respondents
(nearly 60 percent) think private clouds can be kept secure, but about 70 per-
cent say security issues prevent them from utilizing public clouds.

“They’re just not convinced that public clouds can provide the same level
of security as they can in their own data centers,” said Dan Olds, principal
analyst at GCG. 

Managers were also asked about the security breaches they’ve experi-
enced. The survey found the majority of breaches were caused by outsiders,
breaches caused “moderate” to “large” amounts of lost productivity for 80
percent of data center staffs, and about 40 percent reported that breach reme-
diation efforts required 50 percent or more of their IT staffing and resources.

“We found that the impact of a breach on a data center can be profound
and long-lasting,” said Olds. “Discovering, assessing, and remediating
breaches sucks up a lot of data center resources over a significant period of
time . . . We had respondents say that security problems were an ongoing
source of stress and guilt for themselves and their coworkers.”   

‘App Economy’ Flourishes

W
hile the U.S. jobs picture may be bleak, the proliferation of Face-
book and mobile technology applications has spawned an entirely
new industry – dubbed the “App Economy” — that has added at

least 182,000 new jobs and contributed more than $12.19 billion in wages and
benefits to the U.S. economy this year, according to new research from the
University of Maryland’s Robert H. Smith School of Business. 

Using data provided by Facebook, professors at the Smith School’s Center
for Digital Innovation, Technology and Strategy say the App Economy has cre-
ated more than 53,000 new jobs in software companies who make applica-
tions for the Facebook Platform. Apps include everything from productivity
tools to popular games like “Farmville” that users interact with on Facebook.
The App Economy has also led to job creation at businesses that supply app
developers, and in sectors that reap the benefits of increased household spend-
ing by app developers and suppliers from new app economy jobs.

“Our findings confirm that social media platforms have created a thriving
new industry,” said Il-Horn Hann, who co-authored the study with Siva
Viswanathan. “As Facebook and other platforms grow, we will continue to see
job growth and the ripple effects of these advances in the U.S. economy.” 

I
deal economic conditions tend
to trigger broad business growth
across a variety of industries and
sectors — hence the expression
“a rising tide lifts all boats.” But

it takes focus, discipline and a faultless
sense of direction to successfully navi-
gate an economic downturn. 

Economic pressures are forcing
organizations of all sizes — particularly
small-to-midsize businesses (SMBs) —
to find ways to improve efficiency and
competitiveness while lowering costs.
“Cost” does not always equate to
“value,” however, particularly when it
comes to technology. If not properly
managed and maintained, IT systems
can actually increase operational costs,
sap productivity and negatively impact
customer service. 

This is particularly true as organi-
zations put off technology upgrades and
“make do” with older equipment that’s
going to be more prone to failure and
downtime. But even organizations that
regularly refresh their computer systems
need to take a look at the real cost of
ongoing maintenance in terms of both
dollars and competitive advantage.
Often, the cost of in-house IT mainte-
nance is high, and SMBs end up several
steps behind the latest patches,
upgrades and security updates. The
results can be devastating.

A managed services solution that
provides monitoring and proactive
maintenance of IT systems can help pre-
vent downtime and unexpected IT
costs. As the managed services market
has matured, however, numerous
providers have emerged with pricing at
commodity levels. When assessing
whether to outsource or comparing
managed services providers, it’s impor-
tant to understand true costs of IT
maintenance along with the value of
efficient and secure computer systems.

• What does one hour, five hours
or eight hours of IT downtime cost my
business?

If your organization relies upon IT
for day-to-day operations — and what
organization doesn’t? — then every
hour of computer downtime is an hour
of lost business. Depending upon the
industry and size of the business, the
cost could range from several thousand
dollars an hour to much more. In addi-
tion to lost revenue and productivity,
downtime can impact intangibles such
as customer service and goodwill.. The
cost increases with extended downtime,
with many small businesses simply
unable to recover.

• How much time does my staff
spend fixing IT problems?

Even organizations that do not
have dedicated IT staff have someone
who responds to IT issues, and those
“shoulder tap” requests for help can
really add up. There are hidden costs
here as well. For example, what are the
risks to the business if the one person
who keeps things running gets sick,
goes on vacation or leaves the com-
pany?

• How much of my budget is spent
simply maintaining my current IT sys-
tems?

Experts say organizations spend
two-thirds of their IT budgets simply
fixing desktops and servers, performing
backups, and handling other mainte-
nance and support tasks. That percent-
age may be higher among smaller orga-
nizations that have postponed new
technology investments. That doesn’t
leave much room for innovation.

• What are the costs of “reactive”
IT maintenance?

Responding to IT problems as they
arise increases maintenance expenses
and puts the organization at much
greater risk of downtime or a security
breach. The potential costs are mind-
boggling. For example, a recent study
found that 90 percent of businesses fell
victim to a security breach at least once
in the past 12 months, with 41 percent
of those breaches costing at least
$500,000 to address. Proactive IT
maintenance helps insure the business
against those risks.

• Can my cash flow take a big
“hit” right now?

Computer system problems that
crop up unexpectedly can cost thou-
sands of dollars to repair, and the price
goes up if the repair is done on an
emergency basis. That’s tough to swal-
low in a tough economy — particularly
when proactive maintenance can pre-
vent many problems and smooth out IT
expenses.

Armed with an understanding of
how much reactive IT really costs the
business, owners and managers can
make more-informed decisions about
ongoing computer system maintenance
and management. SMBs can then ascer-
tain whether a managed services solu-
tion can help them reduce overhead
while improving availability and secu-
rity, and select the best managed ser-
vices provider to meet their business
needs.

The True Cost of IT
What are your computer systems really costing your 
organization? Here are some key questions to ask.
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T
he Secure Socket Layer
(SSL) encryption and
authentication technology
built into every Web
browser relies upon the

concept of trust. When a browser
requests a secure page, the web server
sends its public key with its certificate.
The browser checks that the certificate
was issued by a trusted party, usually a
root certificate authority (CA). If the
certificate is still valid and related to the
site, the browser proceeds — all because
of the implicit trust in the CA. Most
browsers and applications have already
loaded the root certificate of well-
known CAs.

What if the CA is compromised?

That very chilling scenario has
become a startling new reality in the
world of SSL encryption. Over the past
few months, attackers have hit several
major CAs, including Comodo,
StartSSL and DigiNotar. The attackers
have stolen certificates and, in some
cases, issued fraudulent certificates to
themselves. An attacker even published
one of RSA’s private encryption keys.

The implications are serious and
far-reaching. A signed certificate cannot
be modified, so a certificate is not
secure until it is signed. However, you
can sign a certificate using itself — a so-
called self-signed certificate. All root
CA certificates are self-signed.

By some estimates, more than 530
certificates have been stolen. This may
include so-called intermediate signing
certificates, which would enable the
attackers to sign and validate certifi-
cates that seem to come from trusted
sources. How do you know that you are
dealing with the right web site if you
can’t trust the certificate or the person
who signed it?

Tip of the Iceberg
With DigiNotar recently joining the

ranks of Comodo, StartSSL and RSA as
a trusted third-party CA compromised
by hackers, enterprises need to move
past the shock and begin formulating
their own compromise recovery and
business continuity plans, say experts at
enterprise key and certificate manage-
ment (EKCM) firm Venafi.

“People have not given much
thought to the impact or ramifications
of a certificate authority compromise,”
said Venafi CEO Jeff Hudson. “The
attack against DigiNotar marks 2011’s
fourth major breach of a trusted third-
party security provider. There will be

more breaches of third-party trust
providers like this in the future.”

Hackers apparently used the fraud-
ulent certificate to intercept Iranian
users’ email, among other items. The
attack went undetected by the users
because their browsers trusted the Dig-
iNotar certificate. 

“A third-party trust provider repre-
sents an extremely high value target for
hackers. Once attackers can access and
steal trust credentials, they can commit
various cybercriminal acts in pursuit of
their own nefarious agenda,” Hudson
said.

Hudson went on to explain that
SSL and PKI remain solid and reliable
technologies. That does not mean that
enterprises can relax. They need to be
aware that any individual third-party
trust provider, like a CA, can be com-
promised and is therefore a known risk. 

“And,” he added, “known risks
require solid, well-conceived contin-
gency plans.”

Beyond the Browser
Mozilla, Google and Microsoft

have implemented browser updates that
will revoke trust in certificates signed by
compromised CAs, which will safe-
guard users of those browsers. The rip-
ple effects of a hack like this do not
stop at the browser, however.

“All enterprises need to look at
their highest-value assets — servers,

VPN concentrators, SSL off-loaders,
application servers and applications
where sensitive and regulated data
flows, and that are protected by certifi-
cates,” Hudson said. “Plans must be in
place to recover anytime the trust
provider is compromised.”

Hudson says there are steps organi-
zations must take to deal with a com-
promised CA. First, they must use mul-
tiple CAs so that if one is compromised,
the other non-compromised CA and its
certificates and keys are available for
continued use. Second, organizations
must have an accounting of all the CAs
that they use as third-party trust
providers. Third, they must have a com-
plete inventory of the owner and loca-
tion for each certificate in the enter-
prise. This often numbers in the thou-
sands and even tens of thousands or
more in Global 2000 organizations. 

Finally, every organization must
have an actionable and comprehensive
plan in place to recover from a CA
compromise. The time to recover needs
to be measured in hours, not weeks or
months.

Cover Your Assets
Hudson said that most enterprises

have glaring holes in their certificate
inventories. An organization may esti-
mate that it has, say, 3,000 certificates,
when in reality it has two or three times
that number. That many unidentified

certificates represent significant unman-
aged and unquantified risk.

Further, few organizations have a
management platform in place that
gives them the power to replace com-
promised certificates quickly. Other-
wise, the replacement of known, com-
promised certificates is largely a manual
effort. This forces organizations to con-
tinue operations in a compromised con-
dition — possibly for many months —
while the thousands of compromised
certificates are manually replaced. In
some cases that may not even be an
option and entire systems may have to
be shut down until remediated.

“None of us knows where the next
breach will occur,” Hudson said, “or
whether it will occur in a week or three
months. Enterprises must ready them-
selves to respond immediately if they
implement the four steps of CA com-
promise recovery. The very serious
implication is that you better wake up.
Get out of denial. Understand that this
is a huge issue of business continuity.
And don’t think you won’t be compro-
mised, because you will.”

In theory, SSL certificates provide
proof that you are talking to a bona
fide entity on the Internet. That theory
is being challenged by a rash of security
breaches at root CAs. If you can’t trust
the trusted third party, who can you
trust?

Who Can You Trust Now?
Venafi calls on enterprises to formulate certificate authority disaster recovery plans in the wake of widespread breach.

E
nterprises are securing data with encryption in
more places than ever, according to Symantec’s
2011 Enterprise Encryption Trends Survey.

Encryption solutions are fragmented, however, creating
risk from the lack of centralized control of access to sensi-
tive information and disrupting critical processes such as
e-discovery and compliance monitoring. In fact, the inabil-
ity to access important business information due to frag-
mented encryption solutions and poor key management is
costing each organization an average of $124,965 per
year.

“While many organizations understand the impor-
tance of encrypting their data, issues with key manage-
ment and multiple point products can give them inconsis-
tent visibility into what has been protected,” said Joe
Gow, director, product management, Symantec. “As the
Enterprise Encryption Trends Survey demonstrates,
encryption needs to evolve from a fragmented protection
historically implemented at the line of business level to a
capability that is managed as a core component of organi-
zations’ IT security operations.” 

Forty-eight percent of enterprises increased their use
of encryption over the past two years, and almost half of
their data is now encrypted at some point in its lifecycle.
But one-third of survey respondents said unapproved
encryption deployment is happening on a somewhat to
extremely frequent basis. Because these projects are not
necessarily following the company’s best practices, 52 per-
cent of organizations have experienced serious issues with
encryption keys including lost keys (34 percent) and key
failure (32 percent). In addition, 26 percent have had for-
mer employees who have refused to return keys. 

Forty percent or organizations are less than somewhat
confident they can retrieve keys, and 39 percent are less
than somewhat confident they can protect access to busi-
ness information from disgruntled employees. All of the
organizations reporting encryption key issues incurred
some sort of related costs. The most common costs
include inability to meet compliance requests (48 percent),
inability to respond to e-discovery requests (42 percent),
and inability to access important business information (41
percent).

Rapid Encryption Adoption Comes With Growing Pains
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Mobile Malware on the Rise

T
hreats specifically targeting mobile devices have more than doubled in
2011 from 2010, according to a recent report from British research
company Visiongain. The company says mobile threats are a growing

menace and will become as prevalent and  dangerous as those targeting per-
sonal computers.

Visiongain says popular PC-related viruses, such as the ZeuS phishing
Trojan that steals banking information, have now infected mobile operating
systems. Malicious software targeting mobiles is well developed and  already
capable of stealing data, corrupting functions and usurping control of the
mobile device.

According to the report, cybercriminals are actively exploiting the popu-
larity of smartphones and tablets. Low user awareness of the risks and lax
security enforcement within organizations are enabling easy opportunities for
illegitimate monetization. 

The recent high-profile exposure of Android malware has prompted the
rise of a lucrative market for security software and services for mobile devices.
Visiongain expects the mobile security market to reach $3.95 billion in global
revenues by 2016. 

IT Industry Adding Jobs 

T
he U.S. technology industry added 115,000 jobs in the first half of
2011, nearly erasing job losses in the sector during 2010, according to
a new report from the TechAmerica Foundation.

Job losses in the IT industry during 2010 totaled 115,800, about 2 percent
of the tech workers in the U.S. That was down from 249,500 jobs lost in
2009. From 2007 to 2010, the tech industry fared better than the private sec-
tor as a whole, with a 4 percent decline in employment versus a 7 percent
decline in the private sector, the foundation said in its Cyberstates 2011
report.

As of June, the U.S. tech industry — including high-tech manufacturing,
communications services, software services and engineering and tech services
— had nearly 5.9 million jobs, the foundation said. Engineering and tech ser-
vices added 56,800 jobs in the first half of 2011, while software services added
jobs in both 2010 and 2011.

“Tech jobs were down in 2010, trending with the rest of the economy, but
we have fared better than the private sector as a whole over the course of the
economic downturn and there are some positive signs for 2011, said Dan Var-
roney, acting president and CEO of TechAmerica.  “We are poised not only to
grow our own industry but to support the growth of the economy as a whole.
The key to growth is to support what we call the Four T’s: technology, talent,
tax and trade.”

Report Details Gaps in IT Security

T
here is a significant gap in today’s enterprise IT defenses, as advanced
malware and targeted attacks are easily evading traditional defenses,
such as firewalls, intrusion prevention systems, antivirus and web/email

gateways.  According to a new report from security firm FireEye, 99 percent of
enterprises have malicious infections entering the network each week with 80
percent having more than 100 new cases per week.

FireEye’s 2011 Advanced Threat Report is based upon the firm’s Malware
Protection Cloud threat data shared by thousands of FireEye appliances as
well as direct malware intelligence uncovered by FireEye’s research team. The
report provides a global view into cyber attacks that routinely bypass tradi-
tional defenses. The report covers the first half of calendar year 2011.

The report finds that cyber criminals are using highly dynamic malware to
circumvent traditional signature-based defenses with 94 percent of malicious
executables and malicious domains changing within 24 hours. The report
highlights the top infections for 2011, and notes that the top 50 malware fami-
lies account for more than 80 percent of successful infections seen in the wild.

The most prevalent attacks are fake antivirus scams and information-steal-
ing malware. Fake AV programs act as a conduit for more serious malware
infections and information stealing malware targets user credentials enabling
the theft of key intellectual property and sensitive data.

F
rom muscle cars to modems,
the Beatles to broadband,
Woodstock to Wi-Fi, tech-
nology has been a central ele-
ment of popular culture as

defined by the “baby boom” generation.
Having hands-on experience with every-
thing from the first personal computers
to the latest smartphones, baby boomers
have a unique relationship with technol-
ogy — different from any generation
before or since.

While the stereotype is true —
boomers do learn about technology
from their children and grandchildren —
they tend to be eager learners who
actively share knowledge with their
peers. This is illustrated by the fact that
baby boomers make up the fastest-grow-
ing demographic on Facebook.

An estimated 78 million boomers
are moving toward retirement age, and
today’s retirement, assisted-living, reha-
bilitation, nursing and long-term care
facilities need the technology infrastruc-
ture to support the social and safety
needs of this rapidly growing popula-
tion. Wireless technology is particularly
well-suited to this task because systems
are easy to install and use, highly reli-
able and cost effective. 

Better Living through
Technology

For tech-savvy boomers, high-speed
wireless Internet access directly impacts
quality of life. Studies show that social
networking can limit isolation, loneli-
ness and depression among aging adults
by giving them a means to connect with
loved ones and maintain relationships. 

“Maintaining relationships with
friends and family at a time in life when
mobility becomes increasingly limited is
challenging for the elderly,” said Dr.
Sherry G. Ford, an associate professor of
Communications Studies at University
of Montevallo in Alabama. “Increased
Internet access and use by senior citizens
enables them to connect with sources of
social support when face-to-face interac-
tion becomes more difficult.”

According to a study by the Ameri-
can Journal of Public Health, which
studied the relationship between social
networks and dementia, 18 percent of
women with low “social network”
scores developed dementia, while only
10 percent of women with stronger
social networks did. 

“Social media sites can be a power-
ful ally for an older adult,” said
Lawrence T. Force, professor of psy-
chology and director of the Center on
Aging and Policy at Mount Saint Mary
College in Newburgh, N.Y. “The value

of connections can add a sense of
belonging and connecting across the
lifespan. Virtual or face-to-face interac-
tions, although different in nature, have
the ability to create the power of pres-
ence.”

mHealth Market Booming
Beyond social connections, a wire-

less framework offers indispensible
healthcare benefits. Facilities with cam-
pus-wide wireless coverage can provide
nurse call capabilities with location
tracking, monitoring for fall prevention
and compliance to care plans, mobile
staff communications, and networked
cameras for security.

Wireless also enables a wide range
of mobile-enabled healthcare (mHealth)
technologies. A recent report by the
Center for Technology and Aging pre-
dicts that the mHealth market will
approach $5 billion by 2014 and more
than double by 2020, driven in part by
adults’ rapidly increasing acceptance
and use of technology in their lives. The
report says mHealth technologies can
help millions of older Americans as well
as their physicians and caregivers in five
key areas: managing chronic disease,
using medications properly, avoiding
risks, accessing online health informa-
tion and staying well.

Chronic disease management tech-
nologies provide a range of messaging,
monitoring and interactive communica-
tions functions to support interactive
care processes, reduce unnecessary
resource utilization and improve care
outcomes.  Medication adherence tech-
nologies have been rapidly expanding
and can assist patients and caregivers
with obtaining proper medication infor-
mation, patient education, medication
organization, dispensing, dose reminders
and notification when doses are missed.
Safety monitoring developers are focus-
ing their attention on mHealth technolo-
gies that detect and ultimately prevent
falls and wandering by monitoring
patients’ location, balance and gait.

“mHealth changes the traditional
delivery of healthcare, allowing for con-
tinuous, pervasive healthcare anytime,
anywhere,” said David Lindeman, PhD,
director of the Center for Technology
and Aging. “With mHealth, providers,
caregivers and patients have the oppor-
tunity to continuously monitor health
conditions and access health informa-
tion outside of either the physician’s
office or the patient’s home. It promotes
efficiencies in care-management and
improves individual and population
health outcomes.”

High-Tech Seniors
As baby boomers move toward retirement, wireless
technology will play a key role in healthcare.
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T
he first public opinion poll
probably was taken shortly
after the Neanderthals
learned about fire: “Thag
like wooly mammoth

burned or raw?”
Throughout history, humans have

attempted to aggregate the opinions of
many individuals in order to gain
insight into social, political or economic
issues. Since the early 1900s, the busi-
ness world has formalized such efforts
into market research techniques for
gathering information about brands,
markets and customers. However, the
traditional tools for conducting such
research are no longer adequate in a
Web 2.0 world.

With email, blogs, text messages,
peer-to-peer networks and various
social media platforms, consumers have
unprecedented avenues for communi-
cating, interacting and sharing their
experiences and opinions — positive or
negative — regarding any product or
service. This activity is generating text-
heavy unstructured data at a rate so
accelerated that it overwhelms attempts

to manually monitor all the informa-
tion.

To stay abreast of what is being
said about their brands across these
channels, more organizations are imple-
menting text analytics, one of the
fastest-growing areas in the business
intelligence (BI) realm. Also known as
text mining or sentiment analysis, these
applications use various mathematical,
statistical, linguistic and pattern-recog-
nition techniques to allow automatic
analysis of unstructured information as
well as the extraction of high-quality,
actionable data.

Market Growth
Analysts say adoption of text ana-

lytics technology and applications has
begun in earnest, and is expected to be
rapid over the next few years as both
vendors and enterprises invest in
addressing a variety of business oppor-
tunities. Software and service revenues
for text analytics now total $835 mil-
lion globally with anticipated annual
market growth rates of 25 percent to 40
percent expected, according to Seth

Grimes, an analytics strategist with
Washington D.C. consultancy Alta
Plana Corporation.

“Text analytics helps forward-look-
ing organizations gain new insights into
customers’ perceptions, motivations and
plans — whether the goal is to boost
customer satisfaction, product quality
and sales or to reduce churn,” said
Grimes.

Text analytics has been a recog-
nized IT sector for more than 15 years,
yet it remains one of technology’s best-
kept secrets. Long utilized in the pub-
lishing, research and scientific commu-
nities to structure and extract meaning
from both long- and short-form com-
munications, text analytics is capturing
the attention of enterprises and contact
centers. Although the market is frag-
mented, the prevalence of social media
is driving increased enterprise interest.

Range of Uses
Organizations are utilizing text

analytics for search and retrieval, multi-
channel analytics, document tagging
and publishing, market research, threat
detection and reputation management.
E-discovery and regulatory compliance
are two areas in which there is expected
to be extensive application of text ana-
lytics in the near future. Associated with
these are the areas of bankruptcy settle-
ments, due-diligence processes, and the
handling of data rooms during a
takeover or a merger.

The range of uses continues to
expand as companies invest in text ana-
lytics to structure their social media
communications and as vendors invest
to enhance their applications for usabil-
ity, support and robustness. Industries
at the forefront of text analytics usage
include automotive, education, e-com-
merce, financial services, government,
high technology, insurance, retail, social
media and telecom.

“Any organization contemplating
or currently implementing a social
media strategy should be thinking about
how text analytics can help achieve
their goals,” said Donna Fluss, presi-
dent of DMG Consulting, a strategic
advisory firm specializing in contact
centers. “There is an enormous oppor-
tunity for companies to differentiate
themselves by utilizing text analytics or
text analytics-enabled applications and
sentiment analysis to capture and struc-
ture data on what is being said about
them, over what channel, when and by
whom.”

Words to the Wise
Text analysis differs from tradi-

tional search tools that require a user to
know what he or she is looking for.

Text analysis attempts to discover infor-
mation in a pattern that is not known
beforehand, through the use of
advanced techniques such as pattern
recognition, natural language process-
ing and machine learning. By focusing
on patterns and characteristics, text
analysis can produce better search
results and deeper data analysis, thereby
providing quick retrieval of information
that otherwise would remain hidden.

“The business insights that can be
mined from customer conversations are
every bit as valuable as financial data to
large corporate brands,” said Ian Bon-
ner, CEO of text analytics vendor
Attensity. “Making sure that data is
both highly accurate and easily accessi-
ble is a top priority for any organization
that wants to leverage customer conver-
sations as a business asset.”

While current solutions tend to
focus on the English language, some
text analytics applications can handle
other languages. Due to large invest-
ments by the U.S. government, lan-
guages such as Arabic, Farsi, Urdu,
Somali, Chinese and Russian are well
covered. Vendors with the most mature
solution sets include Attensity, Basis
Technology, Clarabridge, Lexalytics,
SAS, Temis and ZyLAB.

“The global nature of today’s con-
sumer is forcing companies to think
more broadly about a universal view of
their customer, looking across cultures,
time zones and media,” said Darren Jaf-
frey of Clarabridge, which recently
upgraded its product to include French
and Portuguese natural language pro-
gramming.

It might have been fairly easy to
establish a consensus of opinion in
Stone-Age society, but modern man
often must sift through an overwhelm-
ing amount of information to gain accu-
rate insight. Text analytics helps by pro-
cessing massive amounts of unstruc-
tured information and presenting it as
structured data that can be more easily
analyzed and understood.

“Text analysis can help organiza-
tions better understand their communi-
ties of customers, fans, advocates and
colleagues by surfacing commonly used
phrases,” said Cliff Figallo, editor and
moderator of Social Media Today.
“Revealing the juxtaposition of key
terms across hundreds or thousands of
posts and conversations would reveal
deeper levels of shared experience and
sentiment. It would also bring more
understanding of disagreement and con-
flict within communities, telling organi-
zations how to better address and serve
people with varied attitudes toward an
organizations products and services.”
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Text Appeal
How to extract insight from social media, blogs and other sources of text-heavy unstructured data.
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Preserving ‘Digital Inheritances’

B
ritons are now including Internet passwords in wills to ensure their
online music, photographs, videos and other digital data are not lost
when they die, a British study showed. Around 11 percent of the 2,000

people surveyed by the Centre for Creative & Social Technology (CAST) at the
University of London for their “Cloud Generation” report said they had
included Internet passwords or plan to include them in their wills in order to
pass on their digital treasures.

“It’s an area that will become increasingly important given, for instance,
the monetary value of music collections and sentimental value of photograph
collections — fewer people now keep hard copies of either,” the report quoted
Steven Thorpe, partner at Gardner Thorpe Solicitors, as saying.

The study estimates that Britons have amassed some £2.3 billion ($3.6 bil-
lion) in digital assets. According to the poll, 25 percent said they had more than
£200 ($315) worth of films, video and music stored online. A quarter said they
had “special photos” stored online, one in 10 had treasured videos and the
same number kept sentimental emails from loved ones. Nearly a third consid-
ered the sum valuable enough to be passed on to loved ones.

eHealth Security Lacking, Study Finds 

M
edical identity theft is on the rise and a majority of healthcare orga-
nizations are underprepared to protect patient privacy and secure
data as new uses for digital health information emerge and access to

confidential patient information expands, according to a new report..

The report by the Health Research Institute at PricewaterhouseCoopers
(PwC) says old privacy and security controls no longer suffice to comply with
existing privacy laws and patient consent agreements.  Health organizations
need to update practices and adopt a more integrated approach to ensure that
patient information doesn’t fall into the wrong hands.

PwC’s survey of 600 executives from U.S. hospitals and physician organi-
zations, health insurers, and pharmaceutical and life sciences companies found
that theft accounted for 66 percent of total reported health data breaches over
the past two years.  More than one-third (36 percent) of hospitals and physi-
cian groups confirmed that they have experienced patients seeking services
using somebody else’s name and identification.

The most frequently reported issue among providers was the improper use
of protected health information by an internal party.  Over the past two years,
40 percent of providers reported an incident of improper internal use of pro-
tected health information.

“Most breaches are not the result of IT hackers, but rather reflect the
increase in the risks of the knowledgeable insider related to identity theft and
simple human error – loss of a computer or device, lack of knowledge or unin-
tended unauthorized disclosure,” said James Koenig, director and co-leader,
Health Information Privacy and Security Practice, PwC. 

Device Makes Any Surface Interactive

R
esearchers at Microsoft and Carnegie Mellon University have developed
a wearable projection system that turns any surface in a touchscreen.
The system, called OmniTouch, enables users to turn paper, walls or

even their own hands, arms and legs into graphical, interactive surfaces.

“It’s conceivable that anything you can do on today’s mobile devices, you
will be able to do on your hand using OmniTouch,” said Chris Harrison, a
Ph.D. student in Carnegie Mellon’s Human-Computer Interaction Institute. The
palm of the hand could be used as a phone keypad, or as a tablet for jotting
down brief notes. Maps projected onto a wall could be panned and zoomed
with the same finger motions that work with a conventional multi-touch screen.

The OmniTouch device includes a laser pico-projector to display the inter-
face on a surface and a short-range depth camera to track finger movements as
the user types. The device is shoulder mounted, but Harrison said it ultimately
could be the size of a deck of cards, or even a matchbox, so that it could fit in a
pocket, be easily wearable, or be integrated into future handheld devices.

OmniTouch employs a depth-sensing camera, similar to the Microsoft
Kinect, to track the user’s fingers on everyday surfaces. This allows users to
control interactive applications by tapping or dragging their fingers, much as
they would with touchscreens found on smartphones or tablet computers. The
projector can superimpose keyboards, keypads and other controls onto any sur-
face, automatically adjusting for the surface’s shape and orientation to mini-
mize distortion of the projected images.

A
pple’s trademarked
“There’s an app for
that” slogan has become
ubiquitous, inspiring
countless newspaper

headlines, a few Sunday sermons, at
least one country song, a Sesame Street
video and even a website devoted to
generating snarky “app for that” jokes.
However, the impact apps are having
on the way we live and work is no joke.

The proliferation of application
ecosystems to support smartphones,
tablet PCs and other mobile devices
heralds a new architectural framework
that, according to the tech advisory
firm Forrester Research, will one day
replace traditional computing models.
These new apps deliver rich experiences
in an always-on, lightweight form that
people can’t resist, resulting in a new
model of computing that Forrester calls
the “Application Internet.”

Forrester Research CEO and Chair-
man of the Board George Colony says
the App Internet will dramatically alter
the web as users know it, force today’s
leading technology vendors to adapt to
a new business environment and affect
every job function in the business tech-
nology organization. And despite indus-
try’s preoccupation with cloud comput-
ing, Colony says that a standalone
cloud or web solution is not the web
architecture of the future. 

“Two ways of computing have
dominated over the past 20 years,”
Colony writes in his Forrester blog.
“The first I’ll call the ‘Microsoft
model,’ where local personal computers
do most of the work. The second model
is the web/cloud model, in which most
of the work happens on remote servers.
Both are outmoded.

“The Microsoft model fails to
leverage the economies of scale in the
cloud; web/cloud fails to leverage the
exponential growth in the power of
local storage and processors.”

In Forrester’s view, App Internet
architecture leverages powerful mobile
devices to natively run applications that
take advantage of resources on the web
or in the cloud. Moving rich application
features off back-end servers and
directly onto client devices will require
a dramatic shift in the way applications
are developed, sold and delivered.

The appeal of mobile apps among
users is undeniable. The research firm
IDC projects the total number of
mobile apps will reach 1.3 million by

the end of 2011, compared to only
75,000 applications for personal com-
puters. Berg Insights suggests that
mobile app downloads will continue
growing at a compound annual rate of
56.6 percent through 2015, when
nearly 1 trillion apps will be down-
loaded globally.

According to Colony, Apple has
established leadership in the App Inter-
net space, and web-centric companies
such as Google and Facebook are risky
bets in the App Internet market due to
their overreliance on web-based tech-
nologies. Forrester estimates that the
App Internet market was $2.2 billion in
2010 with a compound annual growth
rate of 85 percent through 2015.

To succeed in this market, other
established leaders that are borderline
contenders in the market, such as SAP
and Oracle, must determine how they
are going to price these apps, and PC
vendors such as HP and Dell must
reform the PC experience to focus on
app stores, which will be on every con-
nected device in the future and serve as
the keys to the Internet. Microsoft has
important pieces to enable the App
Internet — such as its application
framework Silverlight — but must tran-
sition away from the old desktop licens-
ing model to a world of low-cost,
dynamic applications.

“The future is not written. Any or
all of these vendors can change their
strategy and move toward App Inter-
net,” Colony said. “Microsoft, Dell and
HP are candidates for that.” 

The ‘App Internet’
Explosion of mobile computing apps heralds
a fundamental shift in IT delivery, analysts say.
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