
T
he modern supply

chain is a complex

and interrelated net-

work involving the

movement of goods,

services, funds and

information across a wide range of

global participants, making it vulnera-

ble to a growing range of breaches and

disruptions. In fact, a recent survey by

the Business Continuity Institute

found that supply chain failure is

increasingly common, with 85 percent

of organizations across 62 countries

reporting at least one supply chain dis-

ruption in 2011.

Modern manufacturing strategies

such as “just-in-time” inventory, lean

manufacturing and outsourcing help

cut costs but can also stretch the sup-

ply chain to its breaking point. Signifi-

cant supply chain disruptions can lead

to lost business, inflated costs and

damaged reputations. Considering the

risks involved, it is vital that organiza-

tions have the right IT infrastructure

and supply chain management (SCM)

applications in place.

When one global manufacturing

firm based on the East Coast recently

faced end-of-support issues with its

Oracle PeopleSoft SCM application,

management understood the need to

act decisively. The firm called on the

professionals at Emtec to ensure this

vital upgrade was performed quickly

and effectively without exposing the

company to any disruption of service.

“It was a big deal. It is a mission-

critical system for their global supply

chain. If it goes down, they can’t con-

tinue manufacturing across the entire

company,” said Todd Siler, Practice
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Director, Emtec. “They had some

anxiety about this, as you would

expect.”

Seeing Double
It was a demanding project

involving more than a simple soft-

ware upgrade. The company was run-

ning Oracle PeopleSoft Enterprise

SCM version 8.4. Since there is no

direct upgrade path to the most recent

version 9.1, the Emtec team had to

utilize a double-upgrade process, first

moving the company to version 9.0

and then to 9.1.

The challenges of the project

were well understood by Emtec’s

team of Oracle experts. Emtec’s

Emerging Solutions division holds

Oracle Platinum Partner status and

was one of the first Oracle partners in

North America to earn PeopleSoft

PeopleTools Specialization.

Oracle calls PeopleSoft 9.1 the

most significant release of PeopleSoft

in a decade. Developed with feedback

from more than 150 customers, if

offers a broad range of new features

designed to increase user productivity,

accelerate business performance and

lower the cost of ownership. 

A key feature in 9.1 is PeopleSoft

Supply Planning, an embedded plan-

ning and scheduling application that

replaces an add-on module (Red Pep-

per) used in previous versions. Using

a powerful analytic calculation

engine, Supply Planning simultane-

ously balances material requirements,

capacity limits, target inventory lev-

els, forecasts and customer commit-

ments to craft feasible supply chain

schedules. This web-enabled applica-

tion ensures that purchases and pro-

duction capacity are aligned to pro-

duce the products in highest demand.

Extra Effort
The Emtec team also worked

with the customer’s internal IT staff

on several other items designed to sta-

bilize the overall IT infrastructure and

deliver improved reliability and accu-

racy. These additional projects

included a migration from an IBM

AIX operating system to Linux, an

Oracle database upgrade and

expanded use of Oracle technologies,

such as Real Application Clusters

(RAC) for high availability and Ora-

cle Enterprise Manager 11g for

improved management of all Oracle

applications.

Oracle RAC enables applications

based upon the Oracle database to

run across a set of clustered servers,

providing high levels of reliability and

scalability. By enabling an application

to run across multiple systems, or

nodes, Oracle RAC creates what is

known as a virtual service. If a node

fails, other nodes take over so that

there is no interruption in application

availability. The clustering software

also balances the application work-

load across nodes, improving perfor-

mance.

Oracle Enterprise Manager 11g

provides a web-based interface allows

streamlined management of multiple

Oracle databases, as well as many

other Oracle products. This allows

complete, end-to-end monitoring and

management across the entire spec-

trum of business transactions, with

the ability to diagnose and remediate

any problems at all tiers of the appli-

cation stack. By providing a seamless

view of live business transactions,

Enterprise Manager enables IT to

proactively spot issues and drill down

to fix them in real time before busi-

ness is impacted.

Of course, expert project man-

agement and implementation services

were critical to these projects as well.

With Emtec’s expertise and guidance,

the project was completed on time

and under budget with no service dis-

ruptions and no gaps in Oracle sup-

port. 

In a global economy, manufac-

turing and planning cannot be based

on speculation and guesswork. Real-

time visibility across the entire supply

chain is the key to consistently mak-

ing the right decisions.  With Emtec’s

help, this global manufacturing firm

can continue to manage its operations

cohesively and connect all partici-

pants in the process from beginning

to end.

COVER STORY
continued from page 1

‘Google Hacking’ on the Rise 

H
ackers are leveraging the power of search engines such as Google to suc-

cessfully carry out automated cyber attacks against vulnerable web sites,

data security company Imperva notes in its latest Hacker Intelligence

Initiative (HII) Report. The attacks have been dubbed “Google Hacking.”

Hackers armed with a browser and specially crafted search queries (“Google

Dorks”) are using botnets to generate more than 80,000 daily queries, identify

potential attack targets and build an accurate picture of the resources within

servers that are potentially exposed. By automating the query and result parsing,

the attacker can carry out a large number of search queries, examine the returned

results and get a filtered list of potentially exploitable sites in a very short time

and with minimal effort. Because searches are conducted using botnets, and not

the hacker’s IP address, the attacker’s identity remains concealed. 

“Hackers have become experts at using Google to create a map of hackable

targets on the web. This cyber reconnaissance allows hackers to be more produc-

tive when it comes to targeting attacks which may lead to contaminated web

sites, data theft, data modification or even a compromise of company servers,”

said Imperva CTO Amachai Shulman. “These attacks highlight that search engine

providers need to do more to prevent attackers from taking advantage of their

platforms.” 

Many Remain Wary of Public Clouds 

D
ata center managers remain skeptical about working with public clouds,

but they are rushing to develop private cloud infrastructures to get the

benefits expected from the new technology, according to a new report.

In a survey of 147 enterprise managers responsible for data centers of all sizes,

Gabriel Consulting Group (GCG) found that most respondents (nearly 60 per-

cent) think private clouds can be kept secure, but about 70 percent say security

issues prevent them from utilizing public clouds.

“They’re just not convinced that public clouds can provide the same level of

security as they can in their own data centers,” said Dan Olds, principal analyst

at GCG. 

Managers were also asked about the security breaches they’ve experienced.

The survey found the majority of breaches were caused by outsiders, breaches

caused “moderate” to “large” amounts of lost productivity for 80 percent of data

center staffs, and about 40 percent reported that breach remediation efforts

required 50 percent or more of their IT staffing and resources.

“We found that the impact of a breach on a data center can be profound and

long-lasting,” said Olds. “Discovering, assessing, and remediating breaches sucks

up a lot of data center resources over a significant period of time . . . We had

respondents say that security problems were an ongoing source of stress and guilt

for themselves and their coworkers.”   

‘App Economy’ Flourishes

W
hile the U.S. jobs picture may be bleak, the proliferation of Facebook

and mobile technology applications has spawned an entirely new

industry – dubbed the “App Economy” — that has added at least

182,000 new jobs and contributed more than $12.19 billion in wages and bene-

fits to the U.S. economy this year, according to new research from the University

of Maryland’s Robert H. Smith School of Business. 

Using data provided by Facebook, professors at the Smith School’s Center for

Digital Innovation, Technology and Strategy say the App Economy has created

more than 53,000 new jobs in software companies who make applications for the

Facebook Platform. Apps include everything from productivity tools to popular

games like “Farmville” that users interact with on Facebook. The App Economy

has also led to job creation at businesses that supply app developers, and in sec-

tors that reap the benefits of increased household spending by app developers and

suppliers from new app economy jobs.

“Our findings confirm that social media platforms have created a thriving

new industry,” said Il-Horn Hann, who co-authored the study with Siva

Viswanathan. “As Facebook and other platforms grow, we will continue to see

job growth and the ripple effects of these advances in the U.S. economy.” 

With Emtec’s expertise

and guidance, the

project was completed

on time and under

budget with no service

disruptions and no gaps

in Oracle support. 
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T
he decade-old Windows

XP remains the No. 1

operating system in use

today as organizations

have dragged their feet on

upgrading to Windows 7.  With the

release of Windows 8 just around the

corner, many are wondering if they can

just skip the Windows 7 migration alto-

gether.

That would be a bad move, indus-

try analysts say.

“Windows 8 is an ambitious prod-

uct, and organizations running late with

Windows 7 may be considering it,”

Gartner analysts wrote in a recent

research note. “However, enterprises

running XP should stick with Windows

7 migration plans to avoid the risk of a

gap in support.”

XP currently accounts for 47.19

percent of the global OS market, com-

pared to 36.4 percent for Windows 7,

according to research firm Net Applica-

tions. The clock is ticking on XP, how-

ever. Microsoft support for XP ends in

April 2014, at which time security

patches and other updates will no

longer be available.

Don’t Wait for 8
Windows 8, meanwhile, should be

ready to ship in late 2013. That might

give individuals plenty of time to

upgrade their home computers before

XP support runs out, but enterprise

organizations with hundreds or thou-

sands of workstations still running on

XP would almost certainly face a gap in

support before Windows 8 could be

fully deployed. 

Enterprise organizations require

significant preparation for a major OS

migration. The typical organization

requires 12 to 18 months of testing and

planning before it can start deploying a

new client OS. Organizations must be

sure older PCs have enough memory,

disk space and graphics power to

accommodate the new OS. There can

also be driver compatibility issues, par-

ticularly for those migrating from XP. A

key upfront step is creating a working

backup of all data, programs and files.

Those migrating from XP will have to

do a “clean install” of the new OS, wip-

ing out everything on the hard drive. 

Waiting for Windows 8 could also

expose an organization to unnecessary

risk. Unlike Windows 7, which was

released nearly three years ago, Win-

dows 8 has no track record. Windows 7

has been generally very well received,

with marked improvements in usability,

security and networking. A migration to

Windows 7 now will give organizations

more time to evaluate Windows 8. In

fact, businesses would have the luxury

to wait until the first service pack

emerges some six to nine months after

the Windows 8 release to ensure that

any potential glitches are fixed.

Phased Approach
The general consensus among

industry experts is that the sooner orga-

nizations can transition to Windows 7,

the better their chances of avoiding

potentially significant problems. To

ensure the migration goes as smoothly

as possible, Symantec offers the follow-

ing seven-step path to deployment.

Asses your environment and plan

your deployment. Discover devices

across the network and capture inven-

tory. Determine hardware readiness

through reports. Prioritize applications

to test and migrate. Evaluate costs and

SLAs, and identify potential risks

Build standard Windows 7 images.

Create standard images with settings

and configuration for multiple users.

Include applications that are required

on all computers in the base image. Cre-

ate a generic image that can be

deployed onto any PC regardless of its

hardware.

Prepare and verify applications.

Identify the applications supported on

Windows 7. Test applications on Win-

dows 7 and with each other to ensure

compatibility in your environment.

Remediate issues through policies,

packaging, virtualization or—if

absolutely necessary—debugging and

code changes.

Capture user settings and personal-

ity. If there’s one thing that makes or

breaks an OS migration, it’s the success-

ful transfer of each computer and end-

user’s unique network, operating sys-

tem, application and data settings,

along with other customizations. In this

step, identify global settings to migrate

(printer and network drive mappings,

favorites, security settings, etc.); deter-

mine application settings to migrate,

including custom applications; include

data to be moved or require end-users

to transfer; and communicate with end-

users about things that won’t be

migrated (e.g. MP3 files).

Assemble and automate. Now that

the pieces are in place, you need to

hook them together and encapsulate the

templates and files into an automated

job or a workflow sequence. This

ensures that when one task completes,

the next is triggered automatically. Cre-

ate a process flow that includes the fol-

lowing steps: Deploy the image; install

prepared applications; capture personal-

ity settings; restore personality settings.

Migrate systems. Position any addi-

tional servers purchased as part of the

deployment plan. Make any required

network adjustments, such as enabling

multicasting. Identify test candidates.

Document test cases. Create a phased

pilot. Perform the migration.

Measure and report. Post-migration

reporting and analysis will enable your

executive team to track the migration

from a distance and help you analyze

key aspects of the migration. In this

step, identify the total number of

migrated systems; report problems

encountered during migration; provide

overall migration status; verify licenses.

Many organizations will likely find

that the migration process is too com-

plex and requires far more labor and

time than they can commit using only

internal resources. Given the increas-

ingly tight time frame, Gartner says

organizations should move quickly to

line up outside resources for qualified

Windows 7 migration IT personnel.

“We estimate that large and mid-

size organizations worldwide will

migrate approximately 250 million PCs

to Windows 7 during the migration

timeline, so it makes sense for organiza-

tions that plan to leverage external ser-

vices to line up service providers early,”

said Charles Smulders, managing vice

president at Gartner. “Begin talks with

suppliers now about putting in place

contracts that can deliver flexible levels

of resources at a fixed rate over the

migration period.”

Windows Shopping
Don’t skip Windows 7 migration while waiting for Windows 8, analysts say.

M
icrosoft’s upcoming Windows 8 will be a radi-
cal departure from its operating system legacy,
featuring a new interface designed for touch-

screen, mouse, keyboard and pen input. Although Win-
dows 8 devices may not be ready to ship until 2013,
Microsoft recently released a “consumer preview” version
that can be downloaded for free at http://preview.win-
dows.com.

These are some of the more prominent new features
in Windows 8:

� The new “Metro” interface features big, colorful
tiles that the user can swipe and touch — similar to the
way one would on a Windows Phone device.

� Windows 8 will be closely linked with the cloud.
Users can log in through the cloud using a Windows Live
ID, which makes their email, calendar, contacts and any-
thing they’ve stored on SkyDrive available to them on any
machine they sign into and also automatically syncs every-
thing across all devices.

� The OS will include a redesigned version of the
Internet Explorer web browser. There are actually two

versions of IE 10. One is a Metro-style app and more
locked down and constrained while providing a unique,
full-screen browsing experience that will be useful on
tablets and other highly mobile devices. The other is a tra-
ditional desktop application that looks and works much
like its predecessor and is fully extensible with third-party
add-ons.

� For people who are increasingly mobile, Windows
8 includes Windows To Go — the ability to provide users
with a full corporate copy of Windows 8 (along with
users’ business apps, data and settings) on a USB storage
device.

� Windows 8 will also feature advances in virtualiza-
tion designed to make it easier for IT departments to
implement virtual desktop infrastructures in a more cost-
effective way. In addition, Windows 8 includes Microsoft
Hyper-V, a high-performing client virtualization technol-
ogy that enables enterprise developers to develop, debug
and test multiple configurations of apps and operating
systems on a single PC instead of each configuration
requiring its own PC.

Windows 8 Preview Available
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MOBILITY:
Just what the doctor ordered

Emtec’s Professional Mobile Medical Solution
Delivers Healthcare Efficiency at the Highest Level

Emtec Federal has integrated a combination of cutting
edge technology including Panasonic’s rugged
laptops, Dragon Voice Recognition Software and
bluetooth technology. This suite of products enables
doctors, nurses, medical technicians, medical field
support, dentists, pharmacists, first responders and
other medical staff to perform their job more efficiently
and effectively while being completely mobile. Enjoy
the advantages of taking notes on the fly, increase
clinical record accuracy, distribute valuable
information through the appropriate channels
instantly, and save money by simplifying office
routines and cutting Medical Transcription costs.
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Trust Issues Threaten Mobile Adoption? 

M
ost people today are using mobile technology that they do not nec-

essarily trust, according a global survey of 4,037 mobile device

users and IT decision-makers. This lack of consumer confidence

puts mobile adoption at risk.

According to Juniper Networks’ Trusted Mobility index just 15 percent of

respondents have a great deal of confidence in the security of their mobile

devices and services, while 63 percent said they  do not know if they should

trust that their mobile experiences are secure.

Juniper says the survey indicates that a single security vulnerability — real

or perceived — could lead people to change their mobile behaviors or abandon

certain mobile services altogether. 

A majority said they would stop using critical services such as online

banking (78 percent), they would no longer use mobile devices to send private

communications (57 percent) or view medical information (54 percent) or

work-related information (52 percent). 

"Building trust in mobility is just as important as building great networks

and powerful applications,” said Dan Hoffman, chief mobile security evange-

list, Juniper Networks. “Creating a safer, more secure and trusted mobile

experience requires a sustained, collective effort by mobile service providers,

device manufacturers, software developers, networking companies and security

experts.”

Report: Malware Skyrockets in Q1

A
new threat report from the security firm McAfee indicates a sharp rise

in malware detected across all platforms during the first quarter of

2012. The report showed that PC malware reached its highest levels in

four years, as well as a steep increase in malware targeting the Android plat-

form. Mac malware was also on the rise, indicating that total malware could

reach the 100 million mark within the year. 

“In the first quarter of 2012, we have already detected 8 million new mal-

ware samples, showing that malware authors are continuing their unrelenting

development of new malware,” said Vincent Weafer, senior vice president of

McAfee Labs. “The same skills and techniques that were sharpened on the PC

platform are increasingly being extended to other platforms, such as mobile

and Mac; and as more homes and businesses use these platforms the attacks

will spread, which is why all users, no matter their platforms, should take

security and online safety precautions.” 

The security firm says it identified nearly 7,000 threats targeting Google

Android devices, a more than  1,200-percent increase compared to the 600

Android samples identified by the company by the end of 2011. McAfee said

the majority of these threats originate from third-party app stores.

Survey: SMB IT Budgets Rise

S
mall and midsized businesses (SMBs) are expanding their IT budgets and

increasingly adopting tablets, cloud services and virtualization, but they

are divided on support for the Bring Your Own Device (BYOD) trend,

according to a recent survey.

Some 1,498 IT professionals in 100 countries were surveyed about tech-

nology purchasing, usage and staffing trends among companies with less than

1,000 employees. The survey is conducted twice yearly by Spiceworks, an IT-

focused social business network.

Overall IT budgets at SMBs continue to increase, growing 6 percent in the

first half of 2012 from the second half of 2011, and 15 percent year-over-year.

The average annual IT budget for SMBs now stands at $152,000. The largest

portion of IT budgets (40 percent) will be allocated to hardware purchases,

followed by software (34 percent) and IT services (26 percent). Among

planned hardware purchases, new desktops (93 percent) and laptops (80 per-

cent) top the list, while 62 percent have deployed or plan to deploy tablet

devices within the next six months. 

IT professionals at SMBs are split on supporting BYOD. While 20 percent

fully embrace the trend as the future, 35 percent say that it works well for

some devices but not for others, 25 percent claim it’s a headache for their IT

department, and the remaining 20 percent have not yet formed an opinion.

I
t’s a wonder that IT security pro-
fessionals get any sleep. Accord-
ing to a recent research report by
Enterprise Strategy Group, a
majority of midsize to large U.S.-

based corporations believe they’ve been
the targets of sophisticated cyber
attacks known as Advanced Persistent
Threats (APTs). What’s more, a major-
ity believe they may be attacked again.

APTs are a type of sophisticated
cyber attack used by hackers to steal
sensitive data. The term “APT” origi-
nated in the U.S. Air Force but came
into the cyber security lexicon through
its association with a cyber attack
known as “Titan Rain.” In that 2003
attack, hackers gained access to and
stole data from organizations such as
Lockheed Martin, NASA and Sandia
National Labs. APTs have gained noto-
riety recently because of well-publicized
cyber attacks in public and private-sec-
tor organizations such as Google (2010
compromise of Gmail) and the Oak
Ridge National Laboratory (2011
attempted compromise of systems con-
taining nuclear energy research).

Unfortunately, APTs are not lim-
ited to military, intelligence and high-
technology targets. On the contrary,
APTs are occurring within nearly every
industry.

‘Most Prepared’
Are Vulnerable

The Enterprise Strategy Group
research report, titled “U.S. Advanced
Persistent Threat Analysis,” is based
upon data gathered from a survey of
244 security professionals working at
enterprise organizations (i.e., more than
1,000 employees) in the U.S. According
to the report, 59 percent of the survey
respondents are “certain” or “fairly cer-
tain” that their organizations have been
the target of a previous APT attack.
Furthermore, 72 percent of organiza-
tions believe they are a “highly likely”
or “somewhat likely” target of future
APT attacks. 

The research also indicates that
many organizations are not adequately
protected against future attacks: Nearly
one-third of the large organizations sur-
veyed believe that they are vulnerable to
future APTs. Even the 46 percent of
large organizations that ESG catego-
rized as “most prepared for APTs”
(based upon their existing security poli-
cies, procedures and technical safe-
guards) say they are vulnerable to
future sophisticated attacks.

Respondents said they believed the
following groups (in order of signifi-

cance) posed the greatest security threat

to their organizations: Political “hack-

tivists” (i.e., organizations that use

computer hacking as a form of protest

or civil disobedience), organized crimi-

nals, competitors conducting industrial

espionage, foreign governments and ter-

rorists.

“Security professionals who under-

stand the threat landscape best readily

admit that their organizations are not

only under attack but also vulnerable,”

said Jon Oltsik, senior principal analyst

at ESG and the primary author of the

report. “Even more frightening, the

companies that have already taken

proper steps to secure their assets still

believe they are vulnerable to APTs. If

those organizations with strong cyber-

security policies are vulnerable to APT

attacks, it’s safe to conclude that nearly

all organizations are vulnerable.”

Sound the Alarm
The report presents other alarming

data. For example, 93 percent of secu-

rity professionals working at enterprise

organizations are either “extremely

concerned” or “concerned” about APTs

and the impact that APT attacks could

have on vital U.S. interests such as

national security and the economy.

Overall, the data presented in the ESG

research report indicates that large U.S.-

based organizations may not be ade-

quately prepared for an APT onslaught.

Given this situation, the report offers a

number of recommendations. 

IT professionals are advised to

educate executive managers about APT

risks, assess their existing security

defenses, and bolster security analysis

and forensic skills. Technology vendors

should create comprehensive security

architectures offering centralized man-

agement and distributed enforcement.

Finally, the U.S. Congress must aggre-

gate cyber security bills and extend fed-

eral programs and resources to a wider

audience.

“Security professionals have the

most knowledge about and experience

with APTs,” Oltsik added. “This group

believes that APTs are real, unique and

extremely dangerous. It is imperative

that business executives, IT managers,

law enforcement officials and legislators

recognize the risks, accept this warning,

understand what’s at stake and begin to

address cyber security weaknesses as

soon as possible. The longer we delay,

the more damage we will likely incur.”

Cyber Warfare
More than 90 percent of security professionals
are concerned about Advanced Persistent Threats.
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W
hen networks were
essentially collections
of computers physi-
cally connected by
cables, it was easy to

blame hardware failure for an interrup-
tion of network service. Now that the
Internet Protocol (IP) has become the
communication infrastructure of choice,
isolating the cause of network down-
time or disruption isn’t quite so clear
cut.

The distributed nature of IP net-
working has changed the basic notion
of what a network is. An IP network is
actually a dynamic mesh of many differ-
ent networks connected through the use
of various routing protocols that con-
tinually hand off data packets until they
reach their ultimate destination. If any
link or node fails along the way, routers
automatically redirect traffic along
alternate paths.

As networks become more distrib-
uted physically and populated with
more devices — including virtual
devices — network management is
more important than ever. According to
research by Enterprise Management
Associates (EMA), technologies such as
virtualization and cloud computing are
bringing renewed focus on network
capacity, performance and resilience.
Convergence, consolidation, WAN opti-
mization and cross-domain operations
are also impacting network administra-
tion. As a result, organizations are look-
ing for robust network management
solutions to help them meet changing
business and IT requirements.

Looking Good
Conventional network management

point products were designed to focus
on individual physical devices such as
servers, hubs, bridges, gateways, cables
or workstations. Such solutions are no
longer sufficient because they fail to see
the big picture. Organizations are
increasingly relying upon next-genera-
tion network management technologies
and practices to drive operational sav-
ings and enable IT to deliver business
value that helps improve the bottom
line. 

Today’s networks call for the use of
a network management system (NMS),
a combination of hardware and soft-
ware used to monitor and manage net-
works to deliver availability, respon-
siveness, resilience and security in a
consistent way. Ranging from free,
open-source tools to pricey, enterprise-
class platforms, NMSs automate and
simplify troubleshooting and problem
resolution, and are critical in maintain-

ing performance when introducing new
services such as voice, video or wireless.

According to EMA, network man-
agement components fall into three
broad categories. Configuration tools,
as the name implies, automate the con-
figuration of routers, switches and other
network gear. Monitoring tools show
how elements of the network are inter-
connected and provide performance
metrics and event management. Trou-
bleshooting tools work in conjunction
with monitoring tools to isolate and
repair any problems.

Of the three, monitoring is the
most visible and critical component. An
NMS must have the ability to continu-
ally monitor network traffic, collect
data about the flow of IP packets, and
then report findings through an easily
accessible and intuitive Web-based
interface.  

Flow and Tell
Traffic analysis should include the

ability to collect IP packet information
from routers and switches through a
built-in protocol called NetFlow.
Although it is a proprietary protocol
developed by Cisco Systems, NetFlow is
supported by numerous other platforms
and has emerged as something of an
industry standard. Internet Protocol
Flow Information Export (IPFIX) is an
Internet Engineering Task Force proto-
col designed to create a common, uni-
versal standard of export for IP flow
information from routers, probes and
other devices. It is based upon NetFlow
version 9.

NetFlow provides a wealth of
information by caching the “conversa-
tions” between network devices to pro-
vide insight into IP traffic and identify
its source, destination, timing and appli-
cation information. While this is a
highly useful feature, a typical enter-
prise network will have thousands of
connections generating massive
amounts of NetFlow data in only a
short period of time. 

Truly effective traffic-analysis tools
collect and consolidate raw NetFlow
data and transform it into useful
graphs, charts and tables that help
administrators understand what’s going
on inside the network. At a glance,
administrators can see how much band-
width is being used by email, account-
ing and ERP systems, and other applica-
tions — as well as how many users are
watching YouTube videos or making
Internet phone calls during the work-
day. By rapidly identifying network
chokepoints and unauthorized activi-

ties, administrators can address prob-
lems faster and easier than ever before.

But traffic analysis might not be
sufficient for extremely large organiza-
tions with large dispersed networks.
Traffic-analysis tools gather traffic data
only on a link-by-link basis and provide
no awareness of the traffic’s path
beyond the link being viewed.

Scenic Route
Another type of technology, route

analytics, sheds light on what happens
when traffic leaves the local network
and disappears into the “IP cloud.”
Route analytics tools collect flow data
at key points where traffic enters the
network. They then aggregate and com-
pute those flows across the topology,
and monitor how traffic changes as
routing changes. Because it is a real-
time solution, route analytics allows
administrators to take preventive or
remedial action much faster.

Leading-edge network management
systems combine the best of both the
traffic analysis and route analytics
approaches in a technology called
“route-flow fusion.” Route-flow fusion

shows not only how traffic is distrib-
uted across the network topology but
how individual links are handling that
traffic.

Without the ability to visualize,
monitor and analyze IP traffic, adminis-
trators tend to rely on over-provisioning
and manual intervention to ensure net-
work availability and performance. This
results in excessive operational costs,
time-consuming problem resolution and
lost productivity. By providing a clear
and easy-to-understand view of net-
work traffic, network management sys-
tems can deliver significant improve-
ments in monitoring, troubleshooting,
planning and optimization that improve
reliability and performance, while also
driving down the total cost of network
operations.

Network management tools have
been around for many years, but seis-
mic changes in the data center and
beyond are causing organizations to
take a fresh look. Thanks to emerging
technologies such as cloud computing,
coupled with intense focus on IT agility
and performance, network administra-
tors need robust tools to help them find
and fix network problems.

Find It, Fix It
Network management systems provide insight into network capacity,
performance and resilience, helping to improve efficiency and cut costs.

“Y
ou can’t find good help anymore.” That age-old complaint may
well hold true when it comes to networking professionals. Compa-
nies are finding it difficult to fill positions that require expertise in

today’s complex networks.

According to a recent survey by Ipswitch Inc.’s Network Management
Division, companies reported that system administrators were the most diffi-
cult to find with network managers in second place. 

The survey highlights the difficulty of finding new IT talent specifically
in the vital network support roles. System administrators and network man-
agers are paramount to mitigate network downtime and take remedial
action in time to prevent loss of availability and ensure business continuity.

The survey of 300 companies asked, “What IT positions are the most
difficult to find talent for today?” The results were:

• System administrator – 27.9 percent

• Network manager – 22.7 percent

• IT manager – 17.2 percent

• Software developer – 14.6 percent

• Program analyst – 10.4 percent

• Telecommunications manager – 7.1 percent

“System administrators and network managers are often the unsung
heroes of IT. In many cases, especially among small to midsize enterprises,
the network is the business. After all, the network enables collaboration,
communication, and commerce — everything that helps an organization to
run and grow,” said Azmi Jafarey, CIO, Ipswitch, Inc. “It is paramount that
organizations invest more in training and skills development to ensure that
system administrators and network managers have the expertise to transfer
to new recruits.”

Survey: System Administrators Hard to Find
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Preserving ‘Digital Inheritances’

B
ritons are now including Internet passwords in wills to ensure their online
music, photographs, videos and other digital data are not lost when they
die, a British study showed. Around 11 percent of the 2,000 people sur-

veyed by the Centre for Creative & Social Technology (CAST) at the University
of London for their “Cloud Generation” report said they had included Internet
passwords or plan to include them in their wills in order to pass on their digital
treasures.

“It’s an area that will become increasingly important given, for instance, the
monetary value of music collections and sentimental value of photograph collec-
tions — fewer people now keep hard copies of either,” the report quoted Steven
Thorpe, partner at Gardner Thorpe Solicitors, as saying.

The study estimates that Britons have amassed some £2.3 billion ($3.6 bil-
lion) in digital assets. According to the poll, 25 percent said they had more than
£200 ($315) worth of films, video and music stored online. A quarter said they
had “special photos” stored online, one in 10 had treasured videos and the same
number kept sentimental emails from loved ones. Nearly a third considered the
sum valuable enough to be passed on to loved ones.

eHealth Security Lacking, Study Finds 

M
edical identity theft is on the rise and a majority of healthcare organi-
zations are underprepared to protect patient privacy and secure data
as new uses for digital health information emerge and access to confi-

dential patient information expands, according to a new report..

The report by the Health Research Institute at PricewaterhouseCoopers
(PwC) says old privacy and security controls no longer suffice to comply with
existing privacy laws and patient consent agreements.  Health organizations
need to update practices and adopt a more integrated approach to ensure that
patient information doesn’t fall into the wrong hands.

PwC’s survey of 600 executives from U.S. hospitals and physician organiza-
tions, health insurers, and pharmaceutical and life sciences companies found
that theft accounted for 66 percent of total reported health data breaches over
the past two years.  More than one-third (36 percent) of hospitals and physician
groups confirmed that they have experienced patients seeking services using
somebody else’s name and identification.

The most frequently reported issue among providers was the improper use
of protected health information by an internal party.  Over the past two years,
40 percent of providers reported an incident of improper internal use of pro-
tected health information.

“Most breaches are not the result of IT hackers, but rather reflect the
increase in the risks of the knowledgeable insider related to identity theft and
simple human error – loss of a computer or device, lack of knowledge or unin-
tended unauthorized disclosure,” said James Koenig, director and co-leader,
Health Information Privacy and Security Practice, PwC. 

Device Makes Any Surface Interactive

R
esearchers at Microsoft and Carnegie Mellon University have developed
a wearable projection system that turns any surface in a touchscreen.
The system, called OmniTouch, enables users to turn pads of paper,

walls or even their own hands, arms and legs into graphical, interactive surfaces.

“It’s conceivable that anything you can do on today’s mobile devices, you
will be able to do on your hand using OmniTouch,” said Chris Harrison, a
Ph.D. student in Carnegie Mellon’s Human-Computer Interaction Institute. The
palm of the hand could be used as a phone keypad, or as a tablet for jotting
down brief notes. Maps projected onto a wall could be panned and zoomed
with the same finger motions that work with a conventional multi-touch screen.

The OmniTouch device includes a laser pico-projector to display the inter-
face on a surface and a short-range depth camera to track finger movements as
the user types. The device is shoulder mounted, but Harrison said it ultimately
could be the size of a deck of cards, or even a matchbox, so that it could fit in a
pocket, be easily wearable, or be integrated into future handheld devices.

OmniTouch employs a depth-sensing camera, similar to the Microsoft
Kinect, to track the user’s fingers on everyday surfaces. This allows users to con-
trol interactive applications by tapping or dragging their fingers, much as they
would with touchscreens found on smartphones or tablet computers. The pro-
jector can superimpose keyboards, keypads and other controls onto any surface,
automatically adjusting for the surface’s shape and orientation to minimize dis-
tortion of the projected images.

I
n the beginning there was tape
backup, and it was good. OK, it
had some drawbacks but IT depart-

ments put up with it anyway.

That’s because disk-based storage
was expensive — too expensive for
backup and archival operations. Sure,
tape backup was slow, prone to error
and difficult to manage. But it was the
best option available for backup.

Then two phenomena changed
everything. First, organizations began
generating so much data that their tape
backup systems couldn’t keep up.
Many large enterprises found that
backup times exceeded 24 hours. In
essence, they were producing data
faster than they could back it up using
tape.

At the same time, disk-based stor-
age became more cost-effective,
enabling organizations to take advan-
tage of disk for backup and recovery.
Backup processes that took days using
tape could be completed in hours using
disk. And as disk backup technology
continued to improve, near-continuous
backups became possible. Disk also
enabled faster data recovery and the
ability to recover only needed files
rather than the entire volume.

As a result, tape fell out of favor,
and organizations began replacing their
tape libraries with disk backup systems.
Today, there are inexpensive disk-based
backup appliances and cloud-based
storage options that have virtually elim-
inated the market for tape-based
backup solutions. That said, tape is still
a viable, lower-cost option for long-
term data archival and disaster recov-
ery.

Cost Overtakes Speed
Disk-based technologies such as

virtual tape libraries (VTLs) are cer-
tainly appealing given the complexity of
backup and recovery operations and
growing volumes of data. When they
emerged several years ago, VTLs imme-
diately proved popular because they
appear as tape devices to the network,
avoiding the need for a forklift upgrade
of backup systems. 

VTLs have been joined by disk-
based arrays, optical drives and other
disk-to-disk alternatives for backup.
They offer direct random access,
read/write efficiency and significant
time savings, and eliminate the physical
space and management challenges asso-
ciated with tape.

Historically, tape-based systems
were slow and unreliable, and the tapes
themselves degrade over time and can

easily be lost or misplaced. However,
today’s tape-based systems have greater
throughput, and new materials and
recording technologies have improved
reliability. As a result, it offers a num-
ber of benefits when it comes to data
archival.

Tape’s primary advantage over
disk- and cloud-based storage is cost.
Speed isn’t important for large volumes
of archive data that are seldom, if ever,
accessed. As a result, many organiza-
tions are willing to trade access speed
for lower cost, and tape is seeing
growth within the data archival market.

Tape is not only cheaper per giga-
byte, it reduces power costs. While disk
drives run constantly, tape drives run
only when data is being written or
restored.

Where Tape Fits In
Data de-duplication has also

altered backup processes. As the name
implies, de-duplication eliminates
redundant copies of data, dramatically
reducing the amount of data that must
be backed up. It also enables remote
replication. Because only de-duplicated
data moves across the wide-area net-
work, organizations can securely repli-
cate data without high bandwidth costs
or physical transportation risks. 

De-duplication effectively neutral-
izes one of tape’s advantages — porta-
bility — yet many IT managers still feel
better if data is stored on tape in a
secure location. Data de-duplication
improves performance when replicating
to tape as well.

Tape should therefore be integrated
into a tiered storage environment,
which allows organizations to utilize
different types of storage media for var-
ious categories of data. Tier-1 storage
might hold mission-critical or fre-
quently accessed files on primary disk
arrays. Tier-2 storage might house sel-
dom-used files on less-expensive disks.
And tier-3 storage might maintain
archived files on tape. 

Most archive data is never accessed
again, so there’s really no need to pur-
chase disk-based storage for that func-
tion. Tape is especially economical for
images, videos and other large files,
where data de-duplication has less
impact on storage requirements.

Tape may not be popular for
backup, but tape and disk solutions will
continue to coexist in the data center
for a long time to come. Tape still has
its place — it remains an economical
medium for long-term data archival.

Putting Tape in Its Place
Tape remains the best storage medium
for long-term data archival.
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T
here’s no question that IP telephony has

revolutionized business communica-

tions. IP telephony systems enable orga-

nizations to converge voice and video

onto their data networks, reducing

administration and support costs, cutting telco

charges, and providing workers across the enterprise

with extension dialing and voice mail capabilities.

IP telephony also makes it possible to add new

communications capabilities to the network as busi-

ness needs change. For example, unified communica-

tions offers the ability to integrate various communi-

cations media with presence and business process

applications. This enables deeper levels of interaction

among disparate groups of remote workers, partners,

suppliers and customers.

As IP telephony continues to mature, however,

organizations often find themselves with an assort-

ment of systems and applications that don’t work

together seamlessly, negating some of the benefits that

made IP telephony attractive in the first place. This

drawback becomes particularly evident in organiza-

tions that have deployed IP telephony solutions from

multiple vendors, and those seeking to deliver voice

applications to a wide range of client devices.

This makes unified communications deployments

more challenging. The host of platforms, applications,

and services that need to be integrated come from dif-

ferent vendors, and interoperability, even when offi-

cially guaranteed, is rarely seamless and plug-and-

play. As a result, trends indicate that organizations

resort to implementing unified communications in a

piecemeal fashion, delaying the ROI.

IP Telephony DNA
Essential to the ongoing evolution of IP telephony

is Session Initiation Protocol (SIP), a signaling proto-

col used for establishing communications in an IP net-

work. SIP is the pervasive standard in IP telephony,

and has become an enabler of seamless multimedia

applications such as IP voice/video conferencing,

instant messaging and presence. It is seen as the base

protocol for the development of “next-generation net-

works” that deliver a rich blend of voice, video, data

and mobile services to employees anywhere.

SIP is an agreed-upon method of communicating

that enables different types of devices such as comput-

ers, handheld gadgets and telephones to “talk” with

each other seamlessly in an IP network. In essence, its

job is to say, “I’m calling you using this device and

application. Are you available and what device and

applications would you prefer to use?”

SIP is an elegantly simple technology — it is easy

to configure and works well in a variety of architec-

tures and deployment scenarios. Perhaps most impor-

tant, SIP is extremely Web friendly. It closely resem-

bles HTTP and SMTP, the two Internet protocols that

drive the Web and e-mail. Messages are directed to

URLs that resemble an e-mail address, as in

SIP:user@domainname.com. Using SIP, telephony lit-

erally becomes yet another Web application.

The Web-friendly nature of SIP offers greater flex-

ibility in how calls are handled. This begins with the

kinds of devices that can initiate calls. Voice calls from

SIP-enabled desktop phones are the logical starting

point, but PDAs, PCs, wireless phones and conferenc-

ing equipment can be SIP endpoints. Furthermore, SIP

is not limited to handling voice calls. It can also be

used to send files, such as video images, between two

points, and can facilitate instant messaging.

A New Breed
Because SIP is an Internet Engineering Task Force

(IETF) protocol, it is inherently an open architecture

— which is a big reason most IP-PBX equipment man-

ufacturers and software companies embrace it. How-

ever, SIP is not merely a software-based telephony

switch — it is capable of much more than that. SIP

treats voice as just another medium, enabling fixed

and mobile phones to interoperate with Internet ser-

vices such as e-mail, the Web, instant messaging and

multimedia collaboration. It also enables organiza-

tions to tie together diverse multimedia and collabora-

tion applications into a single platform. 

Openness and flexibility are the key traits that

make SIP vital to next-generation converged networks.

IP telephony solutions based upon SIP can deploy ser-

vices to users depending upon what they need rather

than their location, the system to which they are con-

nected or the device they are using. By decoupling

applications from the network, SIP makes it easier to

integrate communications across multi-vendor, multi-

location and multi-modal infrastructures.

At the same time, SIP-based solutions allow orga-

nizations to leverage their existing equipment and

applications, as well as eliminate local application

servers and software licenses. SIP can further reduce

telco costs through centrally managed, enterprise-wide

dial plans and on-net calling, global least-cost routing

and PSTN access from the most cost-effective loca-

tion.

SIP is hardly new — the first draft of the protocol

was accepted in 1999 and SIP-based products began

appearing as early as 2001. However, this simple pro-

tocol is becoming increasingly vital to organizations as

their IP telephony infrastructures continue to evolve.

SIP helps deliver on the promise of the IP telephony

revolution, enabling a new breed of converged com-

munications services while protecting existing invest-

ments.

IP Telephony: The Next Generation
Session Initiation Protocol enables an impressive array of communication and
collaboration services across multi-vendor, multi-modal and multi-site networks.

S
IP Trunking is a voice over IP (VoIP) and

streaming media service that enables organi-

zations to make full use of their IP phone

systems outside the enterprise. Based on Session

Initiation Protocol (SIP), it enables Internet tele-

phony service providers (ITSPs) to deliver IP

phone services and unified communications over

the traditional Public Switched Telephone Net-

work (PSTN). Typically, SIP trunks are used to

connect IP-PBXs to the outside world, but they

can also connect any digital or analog PBX that

has an interface for SIP trunking.

SIP trunking replaces physical, wired connec-

tions to the PSTN with connectivity via the Inter-

net. As a result, SIP trunks can offer significant

cost savings by eliminating the need for local

PSTN gateways, costly ISDN Basic Rate Interfaces

(BRIs) or Primary Rate Interfaces (PRIs). 

In addition to a PBX with a SIP-enabled

trunking interface, SIP trunking requires a net-

work edge device that understands SIP and an

ITSP or SIP trunking service provider. The PBX

on the network connects to the ITSP via the enter-

prise edge device, which can be a firewall with

complete support for SIP or an edge device con-

nected to the firewall that can handle SIP traffic.

The ITSP provides connectivity to the PSTN for

communication with fixed and mobile phones

outside the network.

According to Infonetics Research, SIP trunk-

ing service revenue jumped 128 percent in 2011

from the previous year, as businesses adopt SIP

trunking for flexibility, centralization of resources

and cost-effective voice connectivity.

“The revenue that service providers derive

from their residential and SOHO VoIP subscribers

still eclipses what they get from businesses, but

the business segment is growing about twice as

fast, due in large part to the surging popularity of

SIP trunking and hosted VoIP and UC services,”

said Diane Myers, directing analyst for VoIP and

IMS at Infonetics Research.

What Is SIP Trunking?
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W
hile the modern interconnected
world brings numerous advan-
tages, it also brings in its fair share
of challenges and perils. Today,
cybercrime costs society more than

$1 trillion, with billions of dollars stolen from small,
midsize and large enterprises. The growing sophistica-
tion of security attacks makes it increasingly difficult
for organizations to guard against these risks.

These challenges have provided a fertile environ-
ment for IT security services. Given the increase in
cyber threats and rise in the number of network secu-
rity breaches around the globe, organizations are
keenly focused on security issues. At the same time,
tough economic conditions are causing organizations
to outsource many IT functions. Managed security
services (MSS) help increase security without breaking
the budget.

As a result, Global Industry Analysts (GIA)
expects the worldwide MSS market to reach $11.2 bil-
lion by 2017. Growth will be primarily driven by
rapid expansion of the Internet, intranets and virtual
private networks (VPNs), the proliferation of Internet-
connected devices such as PCs, laptops and smart-
phones, the rise in the volume of confidential B2B and
B2C transactions, and growing concerns over network
security.

Risks and Rewards
In the past, few organizations would seek out-

sourced security solutions for fear that they would
have to give away the keys to the kingdom. Today,
organizations are becoming less fearful of handing
over sensitive information to a qualified MSS
provider.

That’s because hackers continue to innovate and
refine their attacks, making it increasingly difficult
and expensive for organizations to maintain robust
network security. Rather than continually increasing
their security budgets, organizations are seeking more
cost-effective security solutions as their internal
resources for dealing with security threats fall short. 

The cost benefits of outsourcing IT security func-

tions cannot be underestimated, especially against a

backdrop of “doing more with less.” Outsourcing to

an MSSP frees organizations from making investments

in security appliances, software and monitoring, and

maintaining in-house security skill sets. MSSPs are

able to leverage economies of scale to reduce the cost

of comprehensive network security.

Security threats are increasingly targeting small to

midsize businesses (SMBs), bringing opportunities in

the SMB sector into the spotlight. Lower upfront

investments and cost reduction benefits will continue

to drive the adoption of MSS in this sector, expanding

the market’s revenue-generating potential, GIA says.

Growth in the MSS market is also being driven by

regulatory requirements for data security. Companies

are required to comply with a growing body of regula-

tions designed to protect against risks to sensitive

data, or else face financial and punitive consequences.

MSS solutions help to relieve regulatory compliance

pressures cost-effectively.

Meeting Today’s Challenges
The MSS market is forecast to expand from man-

aging and maintaining firewalls and antivirus solu-

tions to include comprehensive crisis management

programs. Enterprises are demanding security services

that can ensure quick recovery and provide continued

services in the aftermath of a large-scale disruption,

whether due to natural calamities, terrorist activities

or business failure.

The MSS industry is also witnessing a shift in

technology toward intrusion prevention systems (IPSs)

from conventional intrusion detection systems (IDSs),

suggesting that MSSPs and their customers are

inclined toward preventive measures in battling

threats such as pharming, phishing, phlooding and

distributed denial of service (DDoS) attacks. With

more businesses looking to safeguard their networks

and with new legislation on information security

expected, the market for MSS is poised to benefit,

according to GIA.

Dependence on the expertise of MSSPs for process
automation, documentation, and extensive incident
reporting needs, among other tasks, is expected to
only grow stronger in the future. In this regard, man-
aged security event correlation (SEC) systems, also
known as security incident and event management
(SIEM), or security information management (SIM),
represents a lucrative market offering.

Going Mobile
Managed services for mobile security are poised

to boost MSS revenue, given the spiraling use of
smartphones, tablets and other mobile devices for
business functions. Mobile networks are currently at
their tipping point with exploding data traffic trigger-
ing the collapse of mobile network operators’ tradi-
tional “walled garden” approach. Mobile networks
are now migrating toward the concept of “open gar-
den” wherein customers are given unhindered access
to all available services and content. 

As cellular network giants throw open their net-
works to enable interoperability between proprietary
network domains, the open networks concept presents
potential risk avenues from a security and privacy per-
spective. As proprietary network perimeters dissolve,
security issues will rise in importance. Managed secu-
rity services for mobile devices and mobile network
operators/service providers therefore stand to gain in
the immediate future, according to GIA.

The best MSSPs offer a broad range of services to
meet the security needs of a wide variety of compa-
nies, and have multiple operations centers running
around the clock in order to achieve continuous man-
agement and monitoring. The best MSSPs also employ
security specialists with certified expertise across a
broad range of security products from a variety of
vendors, giving them the freedom to select best-of-
breed solutions.

Outsourcing security to an MSSP allows organi-
zations to improve security, comply with regulations,
reduce costs and concentrate on core business
processes. As security challenges and regulatory man-
dates continue to grow unabated, managed security
services become increasingly attractive.
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Deliver rich, personalized virtual desktops as a managed service from a
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TRANSFORMING IT
Emtec, Inc. is an integrated IT solutions, services and systems provider driven by a singular
mission: to help major organizations across a broad range of sectors realize fast and full
return on their IT investments. 

Our solutions offerings span the entire IT lifecycle, from IT Consulting and Application
Services to Infrastructure Services and Cloud Solutions.  

In short, we help you plan, procure, integrate, implement, manage and maintain IT to align
with your business goals.  We do that by combining the latest knowledge with proven IT
products and systems from world-leading partners – and we have the consulting, engineering
and technical expertise, resources, and personnel to efficiently handle projects of any size
and complexity. 

Our commitment to delivering IT solutions, systems and services of the highest standard is
reflected in our ISO 9001 certification.  Let Emtec help you transform IT into an investment
that returns true value to your organization. 
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